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IN THE HIGH COURT OF JUSTICE

QUEEN’S BENCH DIVISION (ADMINISTRATIVE COURT)
BETWEEN:

PRIVACY INTERNATIONAL.
Claimant
and
HM REVENUE AND CUSTOMS
Defendant

STATEMENT OF GROUNDS

Introduction and summary of claim

1.

Privacy International (“the Cfaimant’) was founded in 1990, it is a leading UK non-
governmental organisation working on the right to privacy at an international level. It
focuses, in particular, on tackling the unlawful use of surveillance. It is frequently
called upon to give expert evidence to Parliamentary and Governmental committees
around the world on privacy issues and has advised, and reported to, among others,
the Council of Europe, the European Parliament, the QOrganisation of Economic Co-
operation and Development and the United Nations.

The Defendant, HM Revenue and Customs ("HMRC") is responsible for enforcing and
prosecuting breaches of export control. '

On 9 November 2012 the Claimant wrote to HMRC regarding exports by a UK-based
company, Gamma International. The Claimant provided HMRC with evidence that
Gamma International was illegally exporting surveillance equipment/software and
technical assistance to repressive regimes which had used Gamma International
products to target democracy and human rights activists. The Claimant requested
that HMRC investigate. Having received no response from HMRC, the Claimant
wrote again on 21 December 2012 asking whether any investigation was being, or is
to be, conducted and to be kept informed of its progress. The Claimant also explained
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that they were writing on behalf of Dr Ala-A Shehabi, a British born Bahraini
democracy activist, who had been in contact with the Claimant and whose computer
had been targeted by the Bahrain authorities using equipment/software exported by
Gamma International, and who was particularly concerned that Gamma International’s
activities were properly investigated. HMRC responded on 9 January 2013. It stated
that by reason of the Commissioner of Revenue and Customs Act 2005 ("CRCA
2006") s 18 it has no power to “disclose any information held by HMRC in connection
with its functions” and thus “will be unable to keep you or other third parties informed
about the progress of any investigation.”

HMRC'’s refusal to indicate to the Claimant or Dr Shehabi the progress of any
investigation it is undertaking and when and whether it is terminated, has been
reached based upon an erroneous understanding of the law. That is so for the
following reasons.

(i) Insofar as HMRC has directed itself that by reasons of CRCA 2005 it has no
power to disclose to the alleged victim of crime or to a complainant the status
of any investigation being conducted, it has misconstrued the statute. HMRC
routinely provides press releases indicating that it is conducting an
investigation into criminal activity and its progress. That information is
disclosed, it is assumed, because HMRC regards it as being “for the purposes
of a function of the Revenue and Customs” (CRCA 2005 s 18(2)(a}{i)) or “for
the purposes of a criminal investigation’ (ibid s 18(2)(d)) and thus that
disclosure falls outside the prohibition contained in CRCA 2005 s 18(1). The
same applies to informing the victim and complainant that a criminal offence
is being, or has ceased to be, investigated.

(i)  Alternatively, if HMRC has directed itself that it does have the power to
disclose whether or not an investigation has been commenced and whether
or not it is terminated, but operates a blanket policy of refusing to provide
such information to victims and complainants, it is also acting unlawfully. Itis
well-established that it is unlawful for decision-makers to fetter their discretion

by adopting a blanket refusal to exercise a power irrespective of the facts of
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an individual case.

5. The Claimant submits that HMRC should reconsider its decision of 9 January 2013 to
refuse to inform it and Dr Shehabi as to the progress of its investigation and should
determine what information it shoulid provide in this regard. That is not a matter o
which HMRC has directed its mind because.it has wrongly directed itself that it is
subject to an absolute prohibition on making such disclosure.

Material legislation
6. CRCA 2005 ss 18 and 19 provide:
18 Confidentiality

(1} Revenue and Customs officials may not disclose information which is
held by the Revenue and Customs in connection with a function of the
Revenue and Customs.

(2) Butsubsection (1) does not apply to a disclosure—
(a) which—
(i) is made for the purposes of a function of the Revenue and
Customs, and
(i)  does not contravene any restriction imposed by the
Commissioners,

(b)  which is made in accordance with section 20 [public interest
disclosure] or 21 [disclosure to a prosecuting authority},

(c)  which is made for the purposes of civil proceedings (whether or
not within the United Kingdom} relating to a matter in respect of which
the Revenue and Customs have functions,

(d) which is made for the purposes of a criminal investigation or
criminal proceedings (whether or not within the United Kingdom)
relating to a matter in respect of which the Revenue and Customs
have functions,

(e} which is made in pursuance of an order of a court,
(f)  which is made to Her Majesty's Inspectors of Constabulary, the

Scottish inspectors or the Northern [reland inspectors for the purpose
of an inspection by virtue of section 27,
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(9) which is made to -the Independent Police Complaints
Commission, or a person acting on its behalf, for the purpose of the
exercise of a function by virtue of section 28, . . .

i :
(h)y  which is made with the consent of each person to whom the
information relates. ..

(2A) Information disclosed in reliance on subsection (2)(i) may not be
further disclosed without the consent of the Commissioners {(which may he
general or specific).

(3) Subsection (1} is subject to any other enactment permitting disclosure.
(4) Inthis section—

(a) a reference to Revenue and Customs officials is a reference to
any person who is or was—
(i) a Commissioner,
(i) an officer of Revenue and Customs,
(i) a person acting on behalf of the Commissioners or an
officer of Revenue and Customs, or
(iv) a member of a committee established by the
Commissioners,

(b) areference to the Revenue and Customs has the same meaning
as in section 17/

(c) a reference to a function of the Revenue and Customs is a
reference to a function of—

(iy the Commissioners, or

(iy an officer of Revenue and Customs,

(d) a reference to the Scottish inspectors or the Northern Ireland
inspectors has the same meaning as in section 27, and

(e) areference to an enactment does not include—
(i) an Act of the Scottish Parliament or an instrument made
under such an Act, or
(i) an Act of the Northern Ireland Assembly or an instrument
made under such an Act.

19 Wrongful disclosure
(1) A person commits an offence if he contravenes section 18(1) [or (2A)]
or 20(9) by disclosing ,revenue and customs information relating to a person
whose identity— ..

(a) is specified in the disclosure, or
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(b} can be deduced from it.

{2) In subsection (1} “revenue and customs information relating to a
person” means information about, acquired as a result of, or held in
connection with the exercise of a function of the Revenue and Customs
(within the meaning given by section 18(4)(c)) in respect of the person; but it
does not include information about internal administrative arrangements of
Her Majesty's Revenue and Customs (whether relating to Commissioners,
officers or others).

(3) Itis a defence for a person charged with an offence under this section
of disclosing information to prove that he reasonably believed—
(@) that the disclosure was lawful, or

(b  that the information had already and lawfully been made
available to the public.

Factual background

7.

Gamma International (UK) Ltd is part of the Gamma Group of companies and is based
in the Gamma Group’s development headquarters in Andover, Hampshire. One of
Gamma International’s products, which it in‘i'/'ented in the UK, is described on its
website as “a portfolio of intrusion products called FinFisher' which are offered to “Jaw
enforcement and intelligence, agencies ... for unsurpassed [T investigation and
surveiflance techniques within the IT environment."

FinFisher products work by covertly installing software onto targets’ computers and
mobile phones without their knowledge. This is accomplished by tricking the user into
opening or attachments or downloading fake updates from what appear to be
legitimate sources such as BlackBerry, iTunes or Adobe Flash. Once the user opens
the attachment or accepts the updates, the computer or phone becomes infected
enabling the third party who has infected the device to gain full access to any
information it holds or obtains in the future. The third party can view all of the user's
emails, social messaging, and Skype calls once the computer is infected. FinFisher
also enables the third party to commandeer and remotely operate microphones and
cameras on targeted computers and mobile phiones, turning the devices into bugs

Information obtained by the Claimant indicates that Gamma International has exported
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10.

11.

FinFisher products, and in particular a product known as FinSpy, and the technical
expertise to operate them, to the security services of a number of repressive regimes,
including in Bahrain, Egypt and Turkmenistan which are widely reported to torture and
il-treat political opponents. The Claimant has obtained specific evidence of Gamma
International's FinFisher products being used by the Bahraini security services to
target the computers and mobile devices of democracy activists both in Bahrain and
abroad. The Claimant is concerned that this equipment is being used by the Bahraini,
and other repressive foreigﬁ governments, for a range of abuses. This includes
serious breaches of privacy. The Claimant is also concerned that such technology is
being used to gather information on individuals who are then arrested and tortured as
a result of the information obtained.

Pursuant to the Expert Control Act 2002 (*ECA”"), the Secretary of State for Business
Innovation and Skills (*BIS”) has the power to impose export controls on "goods of any
description” (ECA s 1) and on “fechnical assistance of any description” (ECA s 3).
Controls may only be exercised where authorised by ECA s 5. Pursuant to ECA s 5(4)
controls can be imposed on goods if they are capable of giving rise to breaches of
human rights or internal repression (ECA Schedule para 2 and Table D). Controls
may also be imposed to give effect to EU provisions (ECA s 5(2)). Once controls are
imposed on a product or technology, it is a criminal offence to export them without a
licence. In granting a licence for a particular export it is BIS' policy to apply the
‘Consolidated EU and National Arms Export Licensing Criteria" which includes among
the criteria considered “The respect of human rights and fundamental freedoms in the
country of final destination” (Criteria 2).

Initially the Claimant had understood that products in the FinFisher range were not
subject to export licences. The Claimant was concerned to ensure that FinFisher
products required a licence so that when companies sought to export them, BIS can
consider whether the products are likely to be misused by repressive regimes. The
Claimant therefore instructed its solicitors, Bhatt Murphy, to write to BIS on 12 July
2012 asking for confirmation that surveillance products in the FinFisher range, and in
particular a product known as FinSpy, would be made subject to export controls.

13
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12.

13.

14.

BIS responded on 8 August 2012. They indicated that FinSpy was, in fact, already
subject to export controls on the basis that it fell within EU Council Regulation (EC) No
428/2009 (‘the Dual-use Regulations”) which regulates the export of items, including
software and technology, that can be used for both civil and military purposes. BIS
stated that as FinSpy products are designed to use controlled cryptography they fall
within Category 5, Part 2 (“information security’) of Annex | of the Dual-use
Regulations. BIS stated that having carried out an assessment of the FinFisher
products referred to in the Claimant's letter of 12 July 2012, they had informed
Gamma International that slch products required a licence for export to all
destinations outside the EU. BIS also stated that where equipment falling within the
Dual-use Regulations were sought to be exported, the risks associated with their use
would be considered on a case-by-case hasis before a licence is granted.

Given the evidence within the public domain that suggested that Gamma International
had exported, and was continuing to export, products in the FinFisher range to
countries outside the EU, including those such as Bahrain, Egypt and Turkmenistan
with very poor human rights records, the Claimant entered into further
correspondence with BIS to find out whether licences had been applied for. The
Claimant’s solicitors wrote to BIS on 9 August 2012 to inquire whether export licences
had been granted to Gamma International and if so in what circumstances. BIS
responded on 11 September 2012. |t stated tHat Gamma International had not sought
any licences to export the FinSpy system and/or to provide technical assistance
outside the EU. The letterfalso stated “enforcement of export control is the
responsibility of HMRC" and concluded:

if you or your client hold specific information on breaches of export controls
by UK nationals or companies we would strongly encourage you fo report this
information to [HMRC] ... so that the appropriate action can be taken.

In response to BIS' suggestion, the Claimant compiled a dossier of material containing
evidence about Gamma International, and sent it to HMRC under cover of a letter of 9
November 2012. [t provided evidence that Gamma International were unlawfully
exporting products subject to export control. The letter stated:

1
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15.

16.

there is compelling evidence that Gamma International has exported
surveillance equipment without a ficence including to countries with appalling
human rights records where there is a real risk that the equipment will be
used for internal repression. It appears that Gamma International remains
very active in the export market and early this month (October 2012) ... were
an exhibitor at the Milipol Qatar 2012 “Worldwide Exhibition of internal State
security”. There is a clear urgent imperative for you to conduct an audit of
past exports and in particutar ongoing exports and technical assistance fo
stop and punish any unlawful practice.
\
The Claimant received no acknowledgement or response to its lstter of 9 November
2012. The Claimant wrote a further letter to HMRC of 21 December 2012 asking
whether any investigation was"being conducted. They also referred to the case of Dr
Shehabi. Dr Shehabi is a Bahraini economist and democracy activist now located in
the UK. As indicated in her witness statement, attempts were made to infect Dr
Shehabi's computer while she was in Bahrain with malware and it is very likely that
Bahraini authorities were responsible. Testing indicated that the malware was part of
a FinFisher product produced by Gamma International, and that once a computer with
the virus sent to Dr Shehabi is infected, it transmits information, for example the data
of a Skype call, to an internet address in Bahrain. As indicated in her witness
statement, Dr Shehabi was very distressed by the attempt to spy on her. She is also
worried that Bahrain security services will attempt to infect her computer again as
evidence has emerged suggesting Bahrain authorities have installed surveillance
software, again produced by Gamma International, on the computers of activists
abroad. Dr Shehabi was therefore particularly ’concerned that steps were taken by UK
authorities to enforce export controls and to punish any past breaches by those selling

prohibited products to Bahraini authorities.

The Claimant’s letter of 21 December 2012, having referred to Dr Shehabi’'s case,
stated:

Ms Shehabi is, as indeed are we, understancably anxious to understand what
steps if any HMRC are taking to investigate Gamma and the progress of any
investigation. In this respect Ms Al'a Shehabi has asked us to act on her
behalf for a progress report and we enclose for the avoidance of any doubt a
signed authorisation in this respect. The request for information about your
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17.

18.

19.

e

investigation is therefore made both on behalf of Privacy International and Ms
Al’'a Shehabi.

The Claimant asked HMRC "“whether there will be any investigation into unlicensed
exports by Gamma and if not the reasons for: this’, and they asked, if there was an
investigation, to be informed of the progress (including whether anyone was arrested
or whether and why it was decided to take no further action).

HMRC sent two letters in response to the Claimant's letters of S November and 21
December 2012. In a letter of 10 January 2013 from Stuart Armstrong (Head of
Customs Enforcement Policy), in response to the Claimant's letter of 9 November
2012, it was stated: “As with all information received regarding alleged strategic export
control breaches, this will be %sessed by our Criminal Investigators for consideration
of further action”,

A further letter of 9 January 2013 from Anthony Inglese (General Counsel of HMRC)
responded to the Claimant's letter of 21 December 2012, It stated:

As you may be aware, section 18 of the Commissioners for Revenue and
Customs Act 2005 imposes strict controls on the disclosure of information
held by HMRC. Indeed, the starting point of this legisiation is that without
specific legal authority officials of HMRC may not disclose any information
held by HMRC in connection with its functions (which of course include
enforcement of export controls) and it is a criminal offence to reveal any
information from which persons (including legal persons such as companies)
may be identified. Consequently HMRC cannot comment on individual cases,
and in particufar will be unable fo keep you or other third parties informed
about the progress of any investigation.

Eric King, Head of Research .of the Claimant, sought to discuss matters further with
HMRC. He phoned on a number of occasions in late February and early March 2013
but was not able to speak to anyone about the case. Subsequently, he received a
letter dated 8 March 2013 from Stuart Armstrong, which repeated that HMRC
considers ail credible information it received and that this process was ongoing in
relation to Gamma International, but that “HMRC cannot comment on individual cases,
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20.

nor are we able to keep you, or any other third party informed of progress of any
potential enquiries.” o '

On 20 March 2013 the Claimant’s solicitors sent a pre-action protocol letter to HMRC.
Although this letter has been acknowledged there has been no substantive response.

Grounds of challenge
Ground 1: Misdirection as to CRCA 2005

21.

22,

23.

HMRC has apparently directed itself that as criminal investigation is a part of its
functions, pursuant to CRCA 2005 s 18(1) it has no power to inform a complainant or
alleged victim who has reported a criminal offence to HMRC of the progress of any
investigation, whether an investigation is ongoing or has been discontinued or whether
any individual has been arrested or charged. That is an error of law.

The purpose of CRCA s 18 is‘to protect taxpayer confidentiality. That was explained
to the court by counsel for HMRC in R (UK Uncut) v HMRC [2012] EWHC 2107 [7] as
follows {emphasis added):

HMRC is statutorily inhibited from disclosing detailed information about the
tax affairs of taxpayers by the express terms of [section 18(1} of the CRCA
2005], and ... the reason for the statutory prohibition was the efficient and
effective collection of taxes. Assessment and all information about taxpayers'
affairs are strictly confidential (see for example the speech of Lord
Wilberforce in R v Infand Revenue Commissioners, ex parte The Federation
of Self-Employed and Small Businesses Lid (a case usually known as the
Fleet Street Casuals case) [1981] AC 617 632 (f)~to (g)}).

The purpose of CRCA 2005 s 18 is not to subject HMRC to a rule of absolute
confidentiality in relation to its role investigating crime, especially where the crime has
nothing to do with taxation, and it is submittedithat that is not the effect of CRCA s 18
if the provision is read as a whole.

“T'i'

Pursuant to CRCA 2005 s 1%( ), read in con]'unction with ss 18(2), HMRC may not

disclose information which it holds “in connection with a function of the Revenue and

Customs” unless, inter alia, the disclosure is made “for the purposes of a function of

10
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24,

25.

the Revenue and Customs” (s 18(2)(a)) ‘or “for the purposes of a criminal
investigation” (s 18(2)(d)). Informing individuals that an alleged crime is, or has
ceased to be, under investigation so that they are properly aware as to what HMRC is
doing, is a disclosure made: f&r the purpose of a function of HMRC and/or for the
purposes of criminal investigation. It is thus not prohibited by CRCA 2005 s 18.

Indeed HMRC apparently recognises in other contexts that it has the power to provide
information as to whether or not it is conducting investigations and the progress of
such investigations. It routinely does so in the form of press releases and newspaper
briefings. For example on 20 January 2009 the Daily Telegraph reporied a story
about the arrest of 15 members of the crew, including pilots, of a South African
Airways flight after cannabis worth £150,000 was found in baggage. According to the
article "HM Revenue and Customs said that a total of 50 kilos (110ib} of the drug were
found on a flight which came in from Johannesburg... [An HMRC spokesman said
that] ‘Those arrested are now being held in custody and will be interviewed by HMRC

investigation officers fon 20 January]."” In that case HMRC presumably directed itself,
correctly, that informing the public that it was undertaking a criminal investigation, and
that individuals had been arrested, was part of its function as an investigator of crime

and was thus not prohibited by CRCA 2005 s 18(1).

In relation to the complainants and victims of crime, it is clearer still than in the case of
the general public that providing information as to the progress of an investigation is
part of the functions of a body that is charged with investigation and prosecution of
crime. Other bodies involved in the investigation of crime, such as the police and
CPS, are not only permitted to provide such information as part of their functions, but
have an obligation to do so in relation to victims. That is required by The Code of
Practice for Victims of Crime issued pursuant to the Domestic Violence, Crime and
Victims Act 2004, Pursuant to the Code the police are required to inform victims if
they decide that there will be no investigation (para 5.2), they must report the progress
of any investigation to the victim on a monthly basis {(para 5.9}, and they must inform
the victim if the investigation is'concluded (para 5.10) or if a suspect is arrested (para
5.14). e ‘

11
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27.

The importance of providing such information in the discharge of criminal
investigators’ functions is set out in a report published by Victim Support, the national
charity providing help to victims of crime and 'Witnesses. The report is entitied "Left in
the dark: Why victims of crime need to be kept informed” (2011). It examines how
being left uninformed about the progress of an investigation “affects fthe] wellbeing [of
victims] as well as their confidence and engagement with the wider [Criminal Justice
System]” (page 3). The Report found that there was widespread failure to inform
victims of crime as to the progress of investigations and concluded that that was a
matter of concern. It stated:

Dissatisfaction and loss of confidence can make victims disengage from the
criminal justice system. In some cases a lack of communication can even
affect the success of the investigation if victims drop out of a case while it is
being prosecuted. Negalive experiences alsc make it less likely that victims
will report incidents in the future (page 3).

These findings show that much more needs to be done in this area, and
highlight the importance of focusing=on improving victim care. Victims who
report crime understand that there can be no guarantees that a criminal will
be caught. They also appreciate that the police have to prioritise limited
resources. Nevertheless, they expect their crime fo be faken seriously and
want to be assured that it was worth their while reporting it. Furthermore, the
cost of ignoring victims’ desires to be kept informed about their case has
wider consequences for communities and society at large. Public attitudes fo
the police and wider justice system, and engagement with the criminal justice
process are directly affected by how well we care for the victims of crime.

(page 4)

The Claimant recognises that HMRC is not bound by The Code of Practice for Victims
of Crime. Presumably that is because it will be relatively rare for a criminal offence
investigated by HMRC to have an identifiable victim. In the instant case, Dr Shehabi
is, however, an identifiable victim. The provisions of the Code, and the findings of
Victim Support also illustrate that informing victims of crime as to the progress of an
investigation is an important part of the functions of the investigator. 1t is important not
only to the progress of the particular inveétigation but also for the criminal justice
process more generally.  Furthermore, Directive 2012/29/EU provides that EU
member states must secure tl'}g rights of the victims of crime. This includes informing

12
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28.

29.

30.

the victim, without delay, of any decision not to proceed, or to end an investigation or
not to prosecute an offender (Art 6(1)). If HMRC is correct that CRCA 2005 s 18
absolutely prohibits it communicating in any way with the victims of crime as to the
progress of an investigation, that is inconsistent with the Directive. While EU member
states are not required to put in place legie_‘.iative and administrative measures to
ensure compliance with 2012/29/EU until November 2015, the Directive again
illustrates that it is an important function of ‘a body charged with investigating crime
that it informs victims of the progress of its investigation. There is no reason for that
principle not to apply to Dr Shehabi.

HMRC has not considered whether it should provide any information as to the
progress of its investigation, and if so what information it should provide, to either Dr
Shehabi or the Claimant because it has conciuded that that is not part of its “functions"
pursuant to CRCA 2005 s 18(2) and is therefore absolutely prohibited by s 18(1). For
the reasons set out above, that is an error of law.

Furthermore, HMRC’s interpretation of CRCA 2005 is inconsistent with Article 10 of
the European Convention of Human Rights ("ECHR”). Article 10 accords a right to
“receive and impart information." Prohibiting employees of HMRC from providing
information to victims or complainants of crime about the status of an investigation
interferes with that right. Other bodies charged with criminal investigation and
prosecution not only have the hower but the obligation to provide such information. It
is difficult to see how such an absolute prohibition could be justified for the purposes
of ECHR Art 10 because the crime happens to be investigated by the HMRC and not
the police, and no justification for such an absolute prohibition has been put forward.

Pursuant to the Human Rights Act 1998 ("HRA"} s 3(1) “so far as it is possible to do
s0” the CRCA 2005 shouid be read compatibly with the Convention. For the reasons
set out above, the Claimant submits that an ordinary reading of CRCA 2005 s 18,
without recourse to the HRA, does not impose the absolute prohibition understood to
apply by HMRC. If that is not so, however, it is plainly “possible” to interpret CRCA
2005 s 18 such that informing victims and complainants of crime as to whether an
investigation is being conducted and its progress fall within the “functions” of HMRC

3
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within the meaning of s 18(2)(a)(i)} or s 18(2)(d)), such that providing the information
is not absolutely prohibited.

Ground 2: Fettering discretion

31.  Alternatively, if HMRC accepts that it has the power to disclose information as to
whether or not it is conducting a criminal investigation, but has adopted a blanket
policy refusing to provide such information to victims and complainants of crime, that
too would be unlawful.

32. Itis well established that it is Jﬁlawful for a body conferred a statutory power to adopt
a blanket policy refusing to exercise the power (“the general rule is that anyone who
has to exercise a statutory discretion must not ‘shut his ears to an application” per
Lord Reid, British Oxygen v Minister of Technology [1971] AC 610, 625). While
decision-makers are entitled to adopt a policy for dealing with particular categories of
case, it is unlawful if they refuse to consider departing from that policy in the light of
individual circumstances.

33. There may be good reasons connected to law enforcement in particular cases for
HMRC to withhold certain details about the progress of an investigation. [t is,
however, unlawful for the HMRC to adopt, a blanket policy not to provide any
information, including whether an investigation has been commenced or terminated
and its progress, to the victims or complainants of a crime.

H

Protective Costs Order

34. The Court is further respectfully invited to grant the Claimant a protective costs order
covering this application for judicial review, limiting its liability to costs to the sum of
£5,000. This case meets the guidelines set eut in Comer House [2005] 1 WLR 2600
for the grant of a protective costs order;

(i)  The case is arguable and raises important points of general legal and public
importance that should be resolved by the Court, i.e. the interpretation of the
CRCA 2005 and whether HMRC is correct that it is subject to an absolute

14
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(iii)

Conclusion

prohibition, including in relation to the alleged victim and complainant of a
crime, in providing information as to the progress of its investigations. That is
of importance, in particular, where the underlying criminal allegations are so
serious, namely the breach of export controls by a UK-based company
providing surveillance products to repressive regimes which are used to
gather information about political opponents. If UK companies are exporting
such products illegally it is of importance that the matter is investigated in a
manner that is public and transparent.

The Claimant has no private interest in the outcome of this litigation. Itis a
charity acting in the public interest seeking to secure protection for privacy
rights internationally.

The Claimant is not seeking a full protective costs order. While its finances
are limited, this is an issue of sufficient importance that it is able to offer a
cost-cap of £5,000. This is a substantial sum and, crucially, it is all they can
afford, Further details of the financial circumstances of the Claimant can be
found in the witness statement of Eric King, Head of Research of the
Claimant.

If the Claimant is not granted a protective costs order it will be forced to
withdraw its claim. These important issues will go unresolved.

35, For the reasons above, the Claimant seeks the relief set out in the Claim Form.

Dan Squires
Matrix Chambers

5 April 2013
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HM Revenue and Customs
100 Parliament Street
London

SW1A 2BQ

9% November 2012

Dear Sir/Madam

Gamma International
Unlicensed exports of surveillance equipment

We write further to previous correspondence that we have had with 10 Downing
Street and the Department for Business Innovation and Skills (“BIS"), both directly
and through our solicitors, Bhatt Murphy.

We write to you at the suggestion of BIS in relation to our concerns about exports by
a UK company, Gamma International, of surveillance equipment in the
“FinFisher/FinSpy” range to repressive regimes around the world. We believe that this
equipment is being used by oppressive governments for a wide range of human rights
abuses. These include not only serious breaches of the right to privacy, but also
breaches of the rights of free association and free expression, At the most serious
end of the spectrum, we believe that Gamma’s technologies are being used to gather
information on individuals who are then arrested, tortured and, in some cases,
executed.

For ease of reference, we include a dossier of material.

Privacy International

Privacy International is widely regarded as the leading UK charity working on the right
to privacy at an international level. As such, we are frequently called upon to give
expert testimony to parliamentary and government committees around the world. We
have advised and reported to international organisations like the Council of Europe,
the European Parliament, the Organisation for Economic Co-operation and
Development and the United Nations.

Gamma International and the FinFisher range of products
On Gamma International’s website, the company describes itself thus:
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“Working out of our development headquarters in Andover, United Kingdom,
Gamma International’s world-class intrusion and IT experts have invented a
portfolio of intrusion products calfed Finfisher.

The FinFisher product portfolio is solely offered to Law Enforcement and
Intelligence Agencies.

The FinFisher suite can be used as individual products and when
interconnected give intelligence agencies advanced tools for unsurpassed IT
investigation and surveillance techniques within the IT environment. ”

The FinFisher range of products is marketed in part by promoticnal videos now within
the public domain, following their release by Wikileaks.

Most of the FinFisher products covertly install malicious software {malware) on
targets’ computers or mobile devices without their knowledge by tricking them into
downloading fake updates from what appear to be legitimate sources such as
Blackberry, iTunes or Adobe Flash, Once the updates are accepted, the computer or
mobile device is infected, allowing full access to the information held on it. One
product, FinFly LAN, is marketed specifically for surveillance of individuals staying in
hotels. An Intelligence Note of 8" May 2012 prepared by the Internet Crime Center
(IC3) (Tab 3d of the dossier) has indicated that:

“[rlecent analysis by the FBI and other government agencies demonstrates that
malicious actors are targeting travelers abroad through pop up windows while
establishing an Internet connection in their hotel room.”

One of the products, FinFly ISP, involves an additional server being inserted into the
core network of an internet provider to facilitate “infection” of specific target personal
computers. A similar product, FinSpy Mobile, works in a similar way to infect mobile
phones.

The promotional video with images and text shows:
o a simulation of an agent deploying “the FinFly ISP server into the Core
Network”
“FinFly ISP [analysing] traffic for easy Target Identification”
“The Target [using] his private DSL or Dial-Up Account”
“FinFly ISP [sending] a fake iTunes update to the Target System”
“[tlhe Target System is now infected with the FinSpy software”
“[t]he Headquarters has full access to the Target System”

©C 0 0 00

Once an individual’s device is “infected”, the user of the malware is able to access all
emails, social media messaging and Skype calis, These products also enable the user
to commandeer and remotely operate microphones and cameras on targeted
computers and mobile phones, effectively turning the device into a bug that the target
individual willingly and unknowingly keeps in close proximity.
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As recently as 12% October 2012 a further Intelligence Note of by the IC3 (Tab 3e of
the dossier) has indentified FinFisher by name as an example of “malware used by
ctiminals to lure users into compromising their devices”,

The position of Gamma International and export controls
Following correspondence between our solicitors Bhatt Murphy and BIS, the position
appears to be as follows:

1. Products in the FinFisher system do require a licence to export to all destinations
outside the EU under Category 5, Part 2 ('Information Security’} of Annex | to the
Dual-Use Regulation. This is because they use controlled cryptography and
therefore fall within the scope of Annex | to the Dual-Use Regulation. Gamma
[nternational has been advised of this. See letter dated 8" August 2012 from the
Treasury Solicitors to Bhatt Murphy solicitors in particular paragraph 13 (Tab
1b of the dossier).

2. Gamma International has not sought any licences to export products in the
FinFisher system and/or to provide technical assistance in countries outside the
EU. See letter dated 11t September 2012 from BIS to Bhatt Murphy, in
particular the answers to questions 5 and 6 (Tab 1d of the dossier).

3. Consequently any such exports or assistance would be unlicensed, and
therefore amount to criminal conduct. This would not simply be an offence for
breach of export controls, According to a source as credible as the IC3
FinFisher is being used in criminal activity. Further, we have received legal
advice that to the extent that the export or assistance is made in the
knowledge that there is a real risk that the software will be used to obtain
information about activists who will, as a conseguence, be arrested and
tortured there is the potential that this will be complicity in torture contrary to
the UK. See the Criminal Justice Act 1988 ("CJA"), section 134 read in
conjunction with the Accessories and Abettors Act 1861, section 8.

4. There is now substantial evidence within the public domain suggesting that
Gamma International has exported, without a licence, products in the FinFisher
range to a large number of couniries outside the EU. This includes a number
with very disturbing human rights records, where the kind of risks to human
rights set out above is very real and present. By way of example only, we refer
to the following:

Egypt
Concerns about human rights in Egypt need no introduction.

fn April 2011 it was reported in the Guardian (Tab 4a of the dossier) and elsewhere
that two Egyptian human rights activists had found documents (Tab 2a of the
dossier) from Gamma International amid hundreds of batons and torture equipment
in the headquarters of the regime’s notorious State Security Investigation service
(SSI). One of the papers contained an offer dated 29" June 2010 to provide “FinSpy"”
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software, hardware, installation and training to the SS! for €287,000. The BBC also
reported in September 2011 (Tab 4b of the dossier) that files from the Egyptian
secret police’'s “Electronic Penetration Department” described Gamma's products as
the “only security system in the world"” capable of listening in on Skype phone
conversations on the internet. The files also noted that the documents detailed a five-
month trial of FinSpy, which had “proved to be an effective electronic system for
penetrating secure systems [that] accesses email boxes of Hotmail, Yahoo and Gmail
networks.”

Bahrain

The Bahrain Independent Commission of Inquiry (BICI} November 2011 report
concluded that the security forces had committed serious violations against
protesters during their suppression of pro-democracy protests in February and March
2011. Those violations included thousands of arbitrary arrests, systematic torture and
ill-treatment of detainees, and routine denial of fair trial guarantees. According to
Human Rights Watch:

“Bahrain's human rights situation remains critical in the wake of the brutal
crackdown on pro-democracy protesters in 2011. The king established an
independent inquiry to investigate these potential abuses, but it failed to fully
implement the inquiry’s recommendations — namely holding senior officials
accountable for crimes such as torture or for failing to free protesters who
were jailed for exercising their right to free expression and peaceful assembly.
Clashes between police and protesters continue, as do reports of deaths from
beatings and excessive use of tear gas. The government continues to impose

severe restrictions on access for international rights groups like Human Rights
Watch.”

See http://www.hrw.org/middle-eastn-africa/bahrain

In July 2012 it was reported by Bioomberg (Tab 4e of the dossier) that Bahraini pro-
democracy activists had received emails containing malware in Washington, London
and Manama in April and May 2012. When these emails were analysed by computer
researchers at CitizenLab, a multidisciplinary project based at the University of
Toronto’s Munk School of Global Affairs, {Tab 3b of the dossier) there was strong
evidence that the malware in question was “FinSpy”, part of the commercial intrusion
kit, Finfisher, distributed by Gamma International.

Ethiopia
Human Rights Watch notes as follows

“Since late 2011, journalists and four opposition supporters had been
convicted under the country’s anti-terror law. A draconian civil society law
hampers independent human rights work. The government’s development
policies, including large-scale commercial agricultural, has led to forced
resettlement of indigenous populations, who fose their livelihoods in the
process and are subjected to arbitrary arrests and assaults by the armed
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forces. For their part, international donors to Ethiopia have been too quiet
about Ethiopia's deteriorating rights situation.”

See http://www.hrw.org/africa/ethiopia

In mid-August 2012 the use of FinFisher products was reported in the New York Times
and elsewhere, see “Elusive FinSpy Spyware Pops Up in 10 Countries” (Tab 4g of
the dossier). The report referred to an expert analysis by security researchers at
Rapid 7 (Tab 3c of the dossier) that suggested that FinFisher products were being
used in Ethiopia as well as Indonesia, Australia, Qatar, Czech Republic, Estonia, USA,
Mongolia, Latvia and Dubai.

Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic Party of
Turkmenistan (DPT). Turkmenistan’s human rights record has been roundly criticised
by NGOs and international human rights bodies, including Human Rights Watch and
the UN Committee Against Torture (UNCAT).

According to Human Rights Watch:

“... five years after the death of dictator Saparmurad Niyazov, President
Gurbanguly Berdymukhamedov's authoritarian rule remains entrenched,
highlighting Turkmenistan’s status as one of the world’s most repressive
countries. The country remains closed to independent scrutiny, media and
refigious freedoms are subject to draconian restrictions, human rights
defenders face constant threat of government reprisal, and torture is
widespread. Turkmenistan has the one of largest natural gas reserves in the
world, and the Turkmenistan government continued to expand relations with
foreign governments and international organizations, but with no meaningful
outcomes for human rights promotion and protection.”

See hitp://www.hrw.org/europecentral-asia/turkmenistan

In June 2011 in its Concluding Observations of the Committee Against Torture,
Turkmenistan, UNCAT expressed deep concerns over:

“... numerous and consistent allegations about the widespread practise of
torture and ill-treatment of detainees”. A key area of concern was the Turkmen
authorities’ repression of activism and civil society, including “numerous and
consistent allegations of serious acts of intimidation, reprisals and threats
against human rights defenders, journalists and their relatives, as well as the
fack of information provided on any investigations into such
allegations...human rights defenders have faced arrest on criminal charges,
apparently in retaliation for their work, and trials in which numerous due
process violations have been reported.”

The committee urged the Turkmen government to;
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“...ensure that human rights defenders and journalists, in Turkmenistan and
abroad, are protected from intimidation or violence as a result of their
activities.”

In late August 2012 the use of FinFisher products was again reported in the New York
Times and elsewhere “Software Meant to Fight Crime Is Used to Spy on Dissidents”
(Tab 4h of the dossier). The report referred to a further expert analysis by the Citizen
Lab University of Toronto (Tab 3b of the dossier} that suggested that FinFisher
products were being used in Turkmenistan as well as Bahrain, Brunei, the Czech
Republic, Ethiopia, Indonesia, Australia, Mongolia, Singapore, the Netherlands and the
United Arab Emirates (UAE).

5. HMRC has the responsibility for any audit of past exports and for any
enforcement action including a criminal prosecution.

As set out above and in the attached dossier, there is compelling evidence that
Gamma International has exported its products without a licence, including to
countries with appalling human rights records where there is a real risk that the
equipment will be used for internal repression. It appears that Gamma International
remains very active in the export market and early this month (October 2012) the
company exhibited at the Milipol Qatar 2012 "Worldwide Exhibition of internal State
security’. There is a clear and urgent imperative for you to conduct an audit of
Gamma’s past exports, and to investigate ongoing exports and technical assistance.
This is necessary to prevent any continuing unlawful practices and, if necessary, to
hold Gamma to account for past wrongdoing.

We would be grateful if you could revert back to us within the next 14 days outlining
whether any investigation has been carried out into potential breaches of licence
requirements (and, if so, the result of that investigation). If no investigation has been
conducted to date, please indicate the action that you will now be taking in this
regard,

We look forward to your response.

Yours faithfully,

Eric King,
Head of Research
Privacy International




Mr Anthony Inglese

General Counsel

HM Revenue and Customs
100 Parliament Street London
SW1A 2BQ

21% December 2012

Dear Sir,

Gamma International
Unlicensed exporting of surveillance equipment

| write further to my letter of 8" November 2012, which was hand delivered
to HM Revenue and Customs (who suggested it should be marked for your
attention) on 9™ November 2012. We regret that we have not yet received a
response or even an acknowledgement of receipt. | subsequently
telephoned your office on 28 November 2012, but regrettably | was not
provided with any further information about what, if any, investigation
HMRC is undertaking into unlicensed exporting of surveillance equipment
by the British company Gamma International.

As we have previously set out, we are widely regarded as the leading UK
charity working on the right to privacy at an international level, and have
particular concerns about the serious issue of unlicensed exports of
surveillance equipment to repressive regimes. In connection with our work,
we have been contacted by several foreign activists who are concerned
that their governments have used, or have attempted to use, Finfisher
products against them. These activists include Ala'a Shehabi a British-born
resident of Bahrain and a democracy advocate and economist who
received emails that were found to have contained Finfisher malware (Tab
3b of the dossier) while in Manama, the capital of Bahrain (as reported by
Bloomberg July 2012, Tab 4e of the dossier). Ms Shehabi believes that
this was an attempt by the Bahraini government to invade her privacy and
interfere with the pro-democracy and human rights work she was
undertaking.

Ms Shehabi is, as indeed are we, understandably anxious to understand
what steps, if any, HMRC are taking to investigate Gamma and the
progress of any investigation. Ms Shehabi has asked us to act on her
behalf in requesting a progress report and the request for information
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about HMRC's investigation is therefore made both on behalf of Privacy
International and Ms Shehabi.

We would suggest that HMRC follows the principles set out in the Code of
Practice for Victims of Crime. We would therefore be grateful if you could
confirm whether there will be any investigation into unlicensed exports by
Gamma and, if not, the reasons ¥ this. |f there is an imminent or ongoing
investigation, we would also be grateful for a progress report now and on
at least a monthly basis thereafter. We would also be grateful for your
confirmation that we will be informed if any person(s) are arrested, charged
or summonsed, or a decision is taken that no further action will be taken
and, if the latter, the reasons for this.

As you will no doubt appreciate, when victims and those with a legitimate
interest in the investigation of a crime receive little or no communication of
the progress of an investigation, it can be a great source of distress,
disappointment and frustration. Lack of information can also make those
who report crime think that their case is being neglected or not being taken
seriously. (see the research report by Victim Support “Left in the dark, Why
victims of crime need to be kept informed”). We are sure that this is not the
impression that HMRC would want to give, and we therefore look forward
to a substantive response within the next 14 days.

Yours faithfully,

H
| A

Eric Ring;
Head of Research
Privacy International
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Gamma International - alleged unlicensed export of surveillance equipiment

Thank yous for your letter of 21 December which was received in this buiiding on 31

December. | regret that | am unable to trace having received either your letter of 8 *
November or any record of your telephone call of 28 Novembar, However, | understand that
your letter has also been addressed fo other parts of HM Revenue and Customs which are
more immediately concerned with such matters than is the Solicitor's Office, and | am abié to
gonfirm that the matters you raise are already under active review,

. As you may ba aware, section 18 of the Commissioners for Revenue and Customs Act 2005
imposes strict controls on the disclosure of information held by HMRC. indeed, the starting
point of this legislation.is that without.specific legal authority officials of HMRC may not
disclose any information held by HMRC in connection with its furictions (which of course
Inciude enforcement of export controls) and it is a criminal offence to reveal any information
from which persons (including legal persons such as companies) may be identified,
Consequently HMRC cannot comment on individual cases, and In particular we will be
unable to keep you or other third parties informed of the progress of any investigations.

However, | can say that where HMRC receives information concerning possible export
licence issues we consider the facts and take appropriate action, HMRC has policy
rasponsibility for enforcing export controls and sanctions. We work in conjunction with the
UK Border Agency to detect and investigate attempted or actual breaches of sanctions.

Both HMRC and UKBA treat export controlg and sanctions as a high priority for enforcement,
We are therefore grateful to you for bringing these matters to our attention and providing us
with relevant information.

A ﬂ%

Information is available in large print',-__gudidén—é_ Braille formats. W
Text Relay service international number —~ 0044 151 494 1260 A
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Regulation of the export of military and dual-use technologies .
The United Kitigdom is involved int the regufation of the export of military technologies, as
well as dual-use technologies, at the international level and at the EU lavel, Some
surveillance equipment may be considered as dual-use tachnology {falling within the dual-
use controls currently applicable in the UK} in cases where such technology has certaln
features e.g. use of cryptography. .

Howeaver, the regulation of dual-use technology in the UK mostly stems from concerted
aciion at international level given effect by EU legistation directly applicable in the Member
States. Council Regulation (EC) No 428/2009 (‘the Dual-Use Reguiation”) establishes a
European regime for the contro! of exports, transfer, brokering and iransit of certain dual-use
goods, .

" Most recently, and in the context of negotiations at international and EU level on sanctions

against particular countries, the United Kingdom has supporied the adopticn of EU .
regulations directly applicable in the UK arid 6ther Member States imposing enhanced
rastrictions on trade with countries posing a particularly severe risk of internal repression and
human rights violations.

fn two cases, such enhanced restrictions have included controls on certain equipment,
software and fechnology for monitoring or interception of internet or telephone
sommunications. These are specified in Articles 4, 5 and Annex V of Council Regulation
(EU} No 36/2012 of 18 January 2012 (as amended) concerning restrictive measures In view
of the sltuation in Syria ("the Syria Ragulation"}, and Articles 1%, 1¢ and Annex IV of Council
Regulation (EU) No 359/2011 as lasf amended by Council Regulation (EU) No 264/2012 of
23 March 2012 concerning restrictive measures directed against certaln persons, entities
and bodles in view of the sltuation in Iran {“the Iran Regulation”). As yet howeaver, there is
no-specific EU legisiation applicable to Bahrain,

Yours sincerely

Ma\fj [U Cere

Anthony Inglese

|

Information is available in large print, audio and Braille formats. S

Text Relay-service international number - 0044 151 494 1260 EAS
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HM Revenue |
&CUStOmS - Stuart Armstrong

Assistant Director
Head of Customs Enforcement Policy
3E/10, 100 Parliament Street

L.ondon
SWHA 2BQ
Mr Eric King
Head of Research
Privacy International C Tel 0207147 0700
48 Bedford Row ]
_ Lonhdon F 20 7147 0
WIR 4LR - - ax 020 7147 0391
Email Stuart Armstrong@hmre.gsl.gov.uk
Date - ~  A40January 2013 S R I
Qur ref ETR/00103/2012 www.hmre.gov.uk
Your ref

Type Talk service prefix number ~ 18001

Gamma International — Unlicensed exports of surveillance equipment

Dear Mr King

| acknowledge receipt of your letter dated 9 November 2012 regarding the alleged
unlicensed export of surveillance equipment by Gamma International to repressive regimes
around the world. Your letter and enclosures have been forwarded to me for a response as | -
am the head of Policy for Strategic Export Controls.

As with all informatioh received regaiding alleged strategic export control breaches, this will
be assessed by our Criminal Investigators’ for consideration of further action.

I can assure you we take all credible allegatmns seriously and will consider carefully the
materiat you have provided.,

Yours sincerely

5P e

Stuart Armsirong
Assistant Director

1 F

Iriformation is available in large print, audio tape and Braille formats.




HM Revenue

' & CUStoms Stuart Armstrong

Head of Customs Enforcament Policy,
HM Revenue and Customs,

100 Parliament Street, Yhiiehal),
Londan, SW1A 2BH.

{4

Mr Eris King
Head of Research
Privacy International ‘ Tel 0207 147 0700
48 Bedford Row
London Fax 0207 147 0131
WC1TR 4RB
Email Stuart.armsirong@hmre.gsi.gov.
- - - - w4 R L ——. R o e m»sy-a&,;m.i.:....,.wwm - o
Date 8 March 2013
Cur ref www.hmrc,gov.uk
Your ref .
Dear Mr King

Gamma International

b am writing fo you following your recent telephone calls to Anthony Inglese, HMRC's
General Counsel and Solicitor regarding Gamma International. | am responding as Head of
Customs Enforcement Policy as | am responsible for HMRC's enforcement of the UK's
strategic export conirols.

You wrote to HMRC an 9 Noveniber 2012 sefting out your.concerns about the axport of
certain surveillance equipment by a company called Gamma International. | replied on 23
November 2012 explaining that we conslider all credible information we receive regarding
alleged breaches of strateglc export controls and take action accordingly. | also explained
that our Criminal Investigation team was considering the matter and confirmed that this
process would take somé time; given the volumeé“ef material that you provided. That-
vonsideration is still ongoing.

I understand that you wrote to Anthony Inglese on 21 December about the same issue, a
reply being sent to you on 9 January 2013, | must reiterate that section 18 of the
Commissioners for Revenue and Customs Act (CRCA) 2005 imposes strict controls on the
disclosure of information held by HMRC. Without specific legal authority, no official of HMRC
may disclose information held by the department in connegtion with its funetions - Inclucding
the enforcement of strategic export controls ~ that might identify spacific individuals or
businesses. ltis a criminal offence to do s0.

{nforméﬁon is available in large print, audio tape and Braille formats.
Type Talk service prefix number — 18001
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This means that HMRG cannot comment on individual cases, nor are we able to keep you,
or other third parties informed of progress of any potential enquiries. However, 1 would like
to reassure you that HMRC treats the enforcement of strategic export controls as a priotity
and we pass all credible allegations of breaches of those controls to our Criminal
Investigation colleagues for assessment,

in order to ensure the quickest possible response, please address any future
correspondence regarding the HMRC-related aspeats of these matters to me directly.

Yours sinceraly

STUART ARMSTRONG

Assistant Director

R
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Ourref:  MPS/FT/002295/0001
Your ref:
Emaill: m.scott@bhatimurphy.co.uk

Mr Stuart Armstrong "“‘;’;i
Head of Customs Enforcement Policy

HM Revenue and Customs DX
100 Parliament Street

Whitehall

London SW1A 2BH

By post and fax 0207 147 0131
20 March 2013

Dear Sir

Our client Privacy International

Gamma International

Unlicensed exporting of surveillance equipment
Pre action protocol letter

We write further to previous correspondence that you have had with our client
in particular their letter sent aver four months ago on 9 November 2012 with
dossier, their letter of 21 December 2012, your letters of 9 and 10 January
2013 and your letter of 8 March 2013 which followed our client Eric King's
calls to HMRC on 26, 28 February 2013 and 1, 5, 6 March 2013 in order to
attempt to discuss matters with you directly.

We rely on the earlier correspondence sent by our client and do not seek to
repeat matters referred to therein. We note that you contend that section 18
of the Commissioners for Revenue and Custorms Act 2005 means that you
have no power to provide our client and victims of alleged criminal offences
with any information about the progress (if any) of your investigations. You
appear to be applying a blanket approach pursuant to which you never
provide, and never consider providing, such information. We consider that to
be an error of law. Section 18, properly construed, does not bar HMRC from
indicating whether or not it is undertaking an investigation, or from informing
the victims of crime, or those who have reported it, of the progress of such an
investigation. We ask that you exerclse the power to provide that information
to our dlient.

Qur client and the victims on behalf of whom they are working, such as Ala’a
Shehabi, are extremely concerned to understand what, if any, investigations
are being undertaken and what progress is being made in investigating
unlicensed exporting of surveillance equipment by the British company
Gamma International, which has been reported by them to HMRC.

Bhatt Murphy Solicitors

27 Hoxton Square .
London Nt 6NN i

020 7729 1115
020 7729 1117

www.bhattmurphy.couk
36626 Finsbury

Partners

Hamish Arnott
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Bhatt Murphy Solicitors

The position is particularly concerning as it appears that unlicensed exporting
is ongoing. It has been recently reported that FinFisher has now been
Identified in 25 countries, including in Ethiopla where it is being used as a tool
to target pro democracy opposition to the government (see report “You Only
Click  Twice: FinFisher's  Global  Proliferation®  (available  at
https.//citizenlab.org/2013/03/you-only-click-twice-finfishers-global-
proliferation-2/).

Actions now to be taken

We would be grateful for your confirmation within the next 14 days that you
will revisit your views on section 18 and will provide information to our client
and Ala'a Shehabi about the progress (if any) of your investigation. In the
event that we do not hear from you or you seek to maintain your present
position that you have no power to provide information we reserve the right to
issue judicial review proceedings without further recourse and will seek costs.

Costs

Due to Privacy International’s limited financlal resources and in view of the
importance of the issues, the legal team including counsel have agreed to act
under the terms of a “Conditional Fee Agreement” with provision for a
success fee.

In the event that proceedings are necessary, because of our client's financial
circumstances and given the public interest in bringing this challenge, we will
be making an application for Protective Costs Order (“PCO"). We would ask,
with a view to saving court time and public money that you undertake not to
pursue our client for costs If the claim is unsuccessful. If you were prepared
to give such an indication then in the spirit of co—operation our client's legal
team will agree to forgo a success fee.

We await hearing from you.
Yours faithfully

&
Bhatt Murphy




- HM Revenue .
! & Customs } ERRE R Stuart Armstrong

Assistant Director.

i vt s A ot

Head of Customs Enforcement Policy.

HM Revenue and Customs.
Bhatt Murphy Solicitors

100 Parliament Street, Whitehall,

27 Hoxton Square London, SW1A 2BH,
Lond
ondon Tel 0207 147 0700

N1 6NN
Fax 0207 147 0391
Email  Stuart.armstrong@hmre.gsi.gov.

uk
Date 22 March 2013
{ Our ref www.hmrec.gov.uk

Your ref MPS/FT/002295/0001
Dear Sir/Madam,

I acknowledge receipt of the facsimile transmission and letter you sent to me dated 20
March 2013 re your client Privacy International.

| note the points you raise and these are being considered.
A more detailed response will follow in due course

Rgds,

SP Ay

STUART ARMSTRONG
Assistant Director

Information is available in large print, audio tape and Braille formats.
Type Talk service prefix number — 18001
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IN THE MATTER OF AN APPLICATION
FOR JUDICIAL REVIEW

BETWEEN
R(on the application of PRIVACY INTERNATIONAL)
Claimant
\'
HM REVENUE AND CUSTOMS
Defendant
WITNESS STATEMENT OF
ERIC KING
1. [, Eric King, am the Head of Research of Privacy International of 46

Bedford Row, London WC1R 4LR. | make this statement in support of the
application by Privacy International for Judicial Review and for a Protected
Costs Order (“PCQ"). Documents referred to in this statement are exhibited
marked “EK/1”. The contents of this statement are true.

Our background and area of expertise

2,

Privacy International was founded in 1990 as the first organisation to
campaign at an international level on privacy issues. Our mission is to
defend the right to privacy across the world, and to fight unlawful
surveillance and other intrusions inte private life by governments and
corporations. We believe that technological developments should
strengthen, rather than undermine, the right to a private life, and that
everyone's personal information and communications must be carefully
safeguarded, regardless of nationality, religion, personal or economic
status.

At the present time, Privacy International is widely regarded as the |eading,
expert UK charity working on the right to privacy at an international level.
As such, we are frequently called upon to give expert testimony to
parliamentary and government committees around the world. We have
advised and reported to international organisations such as the Council of
Europe, the European Parliament, the Organisation for Economic Co-
operation and Development and the United Nations.
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Our concerns about surveillance equipment and export controls

4,

Ten years ago, the value of the global survsillance technology industry was
negligible. Today, it is estimated at around $3 — 5 billion a year. We have
real concerns that export controls operating in the United Kingdom {(“UK")
and elsewhere have not kept pace with sither developments in this
technology, or the related growth of the industry and that there are issues of
enforcement of such controls that do exist.

As a consequence we are concerned that surveillance equipment produced
by British and other European companies is now being exported from the
UK by British companies to repressive regimes around the world either in
the absence or breach of export controls. Privacy International believes
that this equipment is being used by repressive foreign governments for a
wide range of abuses. This includes not only serious breaches of the right
to privacy but, at the most serious end of the spectrum, we believe such
technology may be being used to gather information on individuals who are
then arrested, tortured and, in some cases, executed. We believe urgent
action needs to be taken by the UK to address and remedy this situation.

Privacy International has concerns about a number of UK companies
exporting surveillance equipment. As a result of our work in the area we
have developed particular concerns about a particular UK company Gamma
International, and their export of products in the ‘FinFisher/FinSpy range.

Our specific concerns about Gamma International Ltd and exports of the
‘FinFisher/FinSpy’ product and our correspondence with the Secretary of
State for Business Innovation and Skills (“BIS”)

™

Initially we had understood that products in the FinFisher system were not
subjected to export licences and as a result of this instructed our solicitors
Bhatt Murphy to enter into correspondence with the Secretary of State for
Business Innovation and Skills ("BIS") regarding our concerns about this
(see letter dated 12" July 2012 from Bhatt Murphy). As a result of this
correspondence those acting for BIS indicated that such products did
require a licence to be exported to all destinations outside the EU under
Category 5, Part 2 ('Information Security’) of Annex | to the Dual-Use
Regulation. This is because they use controlled cryptography and therefore
fall within the scope of Annex | to the Dual-Use Regulation. Gamma
International has been advised of this (see letter dated g™ August 2012 from
the Treasury Solicitors to Bhatt Murphy solicitors, in particular paragraph
13).

Given the evidence withwl‘;rj the public domain that suggested that Gamma
International had exported products in the FinFisher range to countries

.
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outside the EU including those such as Egypt and Turkmenistan with very
disturbing human rights records we entered into further correspondence
with BIS (see letter dated 9" August 2012 from Bhatt Murphy) to clarify
whether export licences had been granted and if so in what circumstances.
This resulted in confirmation being given that in fact Gamma International
had not sought any licences to export products in the FinFisher system
and/or to provide technical assistance in countries outside the EU (see
letter dated 11" September 2012 from BIS to Bhatt Murphy, in particular the
answers to questions 5 and 6). The letter also indicated that any
enforcement action fo be taken against Gamma Iinternational was the
responsibility of HM Revenue and Customs (“HMRC”).

Our correspondence with HMRC

g,

10.

11.

As a result of this and further evidence emerging in the public domain that
suggested that Gamma were also exporting to other countries with
concerning human rights records such as Bahrain and Ethiopia we
compiled a dossier of material and sent this to the HMRC under cover of
our letter of 9 November 2012. We noted amongst other things that

“there /s compelling evidence that Gamma International has exported
surveillance equipment without a licence including fo countries with
appalling human rights records where there is a real risk that the equipment
will be used for internal repression. If appears that Gamma International
remains vety active in the export market and early this month (October
2012) and were an exhibitor at the Milipol Qatar 2012 “Worldwide Exhibition
of internal State security”. There is a clear urgent imperative for you to
conduct an audit of past exports and in particular ongoing exports and
technical assistance to stop and punish any unlawful practice.”

We requested to be contacted "within the next 14 days outlining whether
any investigation has been carried out into potential breach of licence
requirements (and if so the result of that investigation). If no Investigation
has been conducted to day, please indicate the action that you will now be
taking in this regard. Consequently any stich exports or assistance would
be unlicensed, and therefore amount to criminal conduct.”.

We received no acknowledgement or response to this letter and in the
meantime we were in contact with several foreign activists (these included
Ala'a Shehabi, who is providing a statement in support of this judicial
review) who were concerned that their government had used or attempted
to use or may attempt to use Finfisher products against them. They were
as concerned as were we about what steps were being taken by the UK
authorities to seek to enforce export controis and punish any past breaches.
This resulted in our letter of 21° December 2012 where we indicated that
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12.

13.

14.

“Ms Al'a Shehabi is, as indeed are we, understandably anxious to
understand what steps if any HMRC are taking to Investigate Gamma and
the progress of any investigation. In this respect Ms Al'a Shehabi has
asked us to act on her behalf for a progress report and we enclose for the
avoidance of any doubt a signed authorisation in this respect. The request
for information about your investigation is therefore made both on behalf of
Privacy International and Ms Al'a Shehabi.

We would suggest that HMRC should follow the principles set out in the
Code of Practice for Victims of Crime. Weé would therefore be grateful if you
could confirm whether there will be any investigation into unficensed exports
by Gamma and if not the reasons for this. If there is to be or is a currently
an investigation we would also be grateful for a progress report now and on
at feast a monthly basis thereafter. We would also be grateful for your
confirmation that we will be informed if any person(s) are arrested, charged
or summonsed or no further action is taken and if the latter the reasons for
this.

As you will no doubt appreciate when victims and or others with a legitimate
interest in the investigation of ctime get little or no communication of the
progress of an investigation this is source of distress, disappointment and
frustration. Lack of information can also make those who report crime think
that their case is being neglected or not being taken seriously. (see for
example research by Victim Support in their report “Left in the dark. Why
victims of crime need to be kept informed”). We are sure that this is not
impression that HMRC would want to give and so we therefore look forward
to a substantive response within the next 14 days”

HMRC subsequently sent two separaté letters, dated 9 January 2013 and
10 January 2013. The one dated 10 January 2013 from Stuart Armstrong
(Head of Customs Enforcement Policy) purported to answer our letter of 9
November and noted

‘As with all information received regarding alleged sirategic export contro!
breaches, this will be assessed by our Criminal Investigafors’ for
consideration of further action”,

The one dated 9 January 2013 was from Anthony Inglese (General
Counsel and Solicitor) in response to our letter of 21 December 2012 noted
*As you may be aware, section 18 of the Commissioners for Revenue and
Customs Act 2006 imposes strict controls on the disclosure of information
held by HMRC.... Consequently HMRC cannot comment on individual
cases, and in particular we wilf be unable to keep you or any other third
parties informed of the progress of any investigations”.

In order to seek to try and discuss matters further, | made calls to HMRC

on 26 and 28 February 2013 and 1, 5 and 8 March 2013 but was not able to
speak to anyone about the case. Subseguently, | received a letter dated 8

-4-
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March 2013 from Stuart Armstrong, which again stated that “HMRC cannot
comment on individual cases, nor are we able fo keep you, or any other
third party informed of progress of any potential enquiries.”

On 20 March 2013 our instructed solicitors Bhatt Murphy sent a pre-action
protocol letter before claim to HMRC and requested a substantive response
within two weeks. Although this letter has been acknowledged there has
been no substantive response.

Qur Financial situation

16.

17.

18.

19.

Privacy International is a small registered private company limited by

guarantee and a charity. i

The majority of Privacy [nternational funding comes from charitable,
research and advocacy foundations. At the moment, our funding is largely
to individual projects. This means that a iot of our work — engaging with the
media, campaigning on policy issues or simply running the office day-to-day
— is hardly ever funded. Our 'core’ budget is used to remunerate staff for the
time they spend on unfunded projects and to pay organizational costs like
office rent.

We have very limited funds and in all the circumstances we seek a PCO in
order to allow us to pursue this litigation. In the event that we do not
receive a PCO we will not be able to litigate this matter.

| hope this statement is of assistance to the Court.

[l

Mr Eric King

Dated: 4™ April  20V3
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IN THE HIGH COURT OF JUSTICE
QUEEN’S BENCH DIVISON
ADMINISTRATIVE COURT
IN THE MATTER OF AN APPLICATION
FOR JUDICIAL REVIEW
BETWEEN
R(on the application of PRIVACY INTERNATIONAL)
* Claimant
v
HM GUSTOMS AND EXCISE

Defendant

EK/1

This is the exhibit marked "EK/1" referred to in the witness statement of Mr Eric King dated
4 April 2013.
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Bhatt Murphy-Solicitors

Our ref: MPS/FT/002285/0001

Your ref:
Email:  m.scott@bhattmurphy.co.uk 27 Hoxtonh Square

London N1 6NN
Secretary of State for Business Innovation and Skills Phigi ggg 3353 m? :
Thil’d F|00]‘, 'OI‘Ghard 3' WY bhaumurphy <ok ;
1 Victoria Street ' DX 36626 Finsbury

London SW1H OET

Part
12 July 2012 Hamish Arnott
Raju Bhatt

Dear Sir simon Creighton
_Flona Miurphy

{ . Tony Murphy

y Export controls for surveillance equipment Mark Scott

-y . . . . Sollcltors
We represent Privacy International, a UK-registered charity that works 0 Nancy Goltins

defend and promote the right to privacy. We write further to correspondence  Samik butta

hetween our client and 10 Downing Street and the Head of Export Control  carolynn Getiwey

from the Department for Business Innovation and Skilis, Alice Hardy
Saphie Naftalin
Nogah Qfer

Our client is concerned that there appears to have been no subslantive  Michasl Oswatd
progress in the implementation in the UK of export controls for surveillance f\;‘d Pe”gmﬁiwn
equipment where clearly urgent action needs to be taken. This letter Is  jorop th"™*
intended to be a ketter before claim under the pre action protocol to which we
would be grateful for a substantive response within the next 21 days, ‘Qﬁngrﬁﬂ ggﬂfgggﬁg‘:’n
Althor(ty No, Q0287785 g
Privacy International : .
As you will no doubt he aware, Privacy International is widely regarded as the
leading, expert UK charity working on the right to privacy at-an international
laval. As such, it is frequently called upon to give expert testimony to
parliamentary and governmental committees around the world, It has advised ;
P and reported to internationat organisations such as the Councll of Europe, the ;
European Parliament, the Organisation for Economic Cooperation and

Development and the United Nations,

Privacy Infernational campaigns for a world In which privacy is protected by
governments and where technological developments strengthen, rather than
undermine, the right to private life, .

Summary of the issue ,
Ten years ago, the value of the giobal surveillance technology industry was
negligible. Today, it is estimated at around 33 billion a year,

Export controls operating in the United Kingdom ("UK") and elsewhere have
not kept pace with either developments in this technology, or the related

Catnmnity Crlmlpal
tegid Sewite  DefunceSarvier

Spasiatd B Buraep
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Bhatt Murphy Solicitors

growth of the industry, Indeed, there are, as we understand the situation,
surrently no monitoring or controls imposed on the export of these
technologies by the Britlsh government,

As a consequence surveillance squipment and technology is now being
exported from the UK by British companies to repressive regimes around the
world without any controls. Privacy International believes that this equipment
is being used by repressive forelgn governments for a wide range of abuses.
This includes not only serious breaches of the right to privacy but, at the most
serious end of the spectrum, Privacy international believes such tachnology
may be being used to gather information on individuals who are then
arrested, tortured and, in some cases, executed,

Urgent action needs to be taken by the UK to address and remedy this
situation,

Present UK legal position

The UK controls exports in accordance with the Export Control Act 2002
(‘2002 Act’) and the Export Control Order 2008, which seeks to control
military or specified “dual use” items, [n addition, there may exist a sanctions
regime in place from time fo time for specific countries as mandated by EU
law,

The 2002 Act provides the power to impose exporl controls in relation to
"yoods of any description” (section 1) or “technical assistance of any
description” (section 3). The Schedule to the Act provides that export and/or
technical assistance controls may be imposed in relation to any goods and/or
technical assistance the exportation or use of which is "capabie of having a
relevant consequence” (Schedule para 2). Such a consequence s defined
inter afia as follows: o

"Breaches of international law and humah rights

D The carrying out anywhere in the world of (or of acts which
facilitate)-—

@ ... CH

(c) internal repression in any country,
(d) breaches of human rights”

As stated by the Parliamentary Under-Secretary of State, Department for
Business, [nnovation and Skills (Baroness Wilcox) in response to
Parliamentary Questions by Lord Alton of Liverpool on 21 November 2011 in
respect of concerns about the export to repressive regimes of survelllance
equipment by two UK companies, Creativity Soffware and Defica, it was

Y
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Bhatt Murphy Solicitors

gonfirmed that such squipment is not currently subject to any export controls.
Consequently the UK government claims it has absolutely no information on
what equipment may have been seld to repressive governments such as lran,
Syria, Bahrain, Egypt, Tunisia and Libya.

Gamma International

Qur client has concerns about a number of UK companlies and their exports.
These ¢oncerns are hot limited to one company, one range of products or one
country. We set out below specific informatlon about Gamma International
but it should be taken as illustrative of a wide scale problem and Indicative of
the need for the UK to take urgent actlon,

Gamma International are desctibed on their website :ats:

“Working out of our development headquarters in Andover, United
Kingdorn, Gamma International’s world-class intrusfon and IT experts
have [nvented a portfolio of Infrusion products called FinFisher.

The FinFisher product portfolio is solely offersd to Law Enforcement
and Intefligence Agencies.

The FinFisher suite can be used as Individual products and when
interconnected give infelligence agencles advanced fools for
unsurpassed IT investigation and surveillance techniques within the IT
environment.”

The FinFisher range of products are marketed by promotional videos now
within the public domain following release by Wikileaks.

Most of the FinFisher products covertly install malicious software (malware)
on a user's computer or mobile phone without their knowledge by tricking the
user inlo downloading fake updates from what appear to be legitimate
sources such as Blackberry, iTunes or Adobe Flash. Once the updates are
accepted by the user, the computer or mobile phone device is infected
allowing full access to information held on I,  One product, FinFly LAN, is
marketed for use for surveillance of individuals staying in hotels. You will no
doubt be aware that an Intelligence Note of 8 May 2012 prepared by the
Intemet Crime Center (1C3) has indigated thaf;

T
“Iecent analysis by the FBlI and other government agencies
demonstrates that malicious acfors are targeting travelers’ abroad
through pop up windows while establishing an Infernet connection in
their hotel room.”

One of the products, FinFly ISP, Involves a server being insarted in the core
intarnet network of an internet provider to facilitate "infection” of specific target
personal computers. A similar product, FinSpy Mobile, works in a similar way
to infect mobile phones.

24 N
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The promotional video with images ind text shows -

o a simulation of an agent deploying “the FinFly ISP server into the
Core Network”
“FinFly ISR [analysing] traffic for easy Targef ldentification”
“The Target [using] his private DSL or Dial-Up Account”
"FinFly ISP [sending] a fake ITunas update to the Target System”
That "[tlhe Target System Is now infécted with the FInSpy software”
That “[t]he Headquarters has full access to the Target System”

90000

When an individual’s device is “infected”, it allows access to emalls, social
media messaging, and Skype calls, These products also enable the enity
doing the targeting to commandeer and remotely operate microphones and
cameras on computers and mobile phones, thus effectively turning the
targeted device into a bug which the target individual willingly and
unknowingly keeps In ¢lose proximity.

Privacy International staff have censiderable technical knowhow and
expertise in the field and have also consulted widely, It is their clear view that
the FinFisher range of products and other survaillance equipment of concern
designed to access an individual's computer or other device without their
consent can be distinguishable from other software which may have other
uses and where export controls are not necessary,

The export of these products to repressive regimes

There is cogent evidence that the FinFlsher products have been and are still
being marketed and sold to repressive regimes. The examples set out below
are fllustrative of what our client belleves to be a much wider problem.

Egypt i . _
Concerns about human rights in Egypt need no introduction,

In April 2011 it was reported in the Guardian that two Egyptian human rights
activists found documents from Gamma International amid hundreds of
batons and torture equipment when they broke into the headguarters regime's
notorious State Security [nvestigation service (8§81) in March 2011,  One of
the papers contained an offer dated 29 June 2010 to provide “FinSpy”
software, hardware, installation and training to the S8l for 287,000 Eures,
The BBC also reported on the Issue in September 2011 that files from the
Egyptian secret police’s "Electronic Penetration Department’ described
Gamma's producis as the "only security system in the world” capable of
bugging Skype phone conversations on the internet, Further they noted that
the documents detailed a five month:trial by the Egyptian secret police which
had “proved to be an effective electronic system for penatrating secure
systems [which] accesses email boxes of Hotmail, Yahoo and Gmall
networks."

Bhatt Murphy Solicitors
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Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic
Party of Turkmenlistan (DFT). Turkmenistan's human rights record has been
roundly criticised by NGOs and Infernational human rights bodies including
Human Rights Watch and the UN Committee Against Torture (UNCAT),

According to Human Rights Watch hitp:/fwww.hrw orafeurepecentral-
asia/turkmenistan:

‘... five years after the death of dictator Saparmurad Niyazov,

President Gurbanguly Berdymukhamedov's authoritarian rule remaing
enirenched, highlighting Turkmenistan's status as one of the world's
most repressive counfries,  The counfry remains closed fo
independent scrutiny, media and religlous freedoms are subject fo
draconian restricfions, human rights defenders face constant threat of
government reprisal, and torfure is widespread, Turkmenistan has the
one of largest natural gas reserves in the world, and the Turkmenistan
government continued to expand relations with foreign governments
and infernatfonal organizations, but with no meaningful outcomes for
human rights promotion and profection,”

in June 2011 in its Concluding Observations of the Committee Against
Torture, Turkmenigtan, UNCAT expressed desp concerns over:

"... numerous and consistent affegations about the widespread
practise of forture and il-featment Of detainses”. A Key area of
concern was the Turkmen authorities' repression of activism and clvil
society, including “numerous and conslstent allegafions of serious acts
of intimidation, reprisals and threats against human rights defenders,
Journalists and their relatives, as well as the lack of information
provided on any investigations Info such allegations,. human rights
defenders. have faced arrest on c¢riminal charges, apparently In
refafiation for their work, and frials in which numerous due process
violalions have been reported,”

The committee urged the Turkmenl government to.

"..ensure that human righls defenders and journafists, in
Turkmenistan and abroad, are protected from intimidation or violence
as a result of thelr activities,"

Given this context, it is of grave concern that press reports from Germany
suggest that Gamma is exporting survelllance equipment and knowhow o
Turkmenistan, , E

We also understand from the same reports that they are also exporting to
Oman, .

" F,{ifilh'-
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Grounds of challenge

Plainly there is a very real risk, If not an mewtabllity, that surveillance
equipment, such as the FinFisher products, has been, and continues to be,
exportad to countries where it is highly likely to be used for internal reprassion
and breaches of human rights.

w%

Despite the grave consequences of exporting this equipment, it appears that
you have not considered exercising your power to impose export controls
under the relevant statutory provigions. Insofar as you have failed to consider
exercising your power in light of the evidence outlined above, you have asted
unlawfully. If you have considered these issues and concluded that the
equipment in guestion is not capable of “internal repression” or “breaches of
human rights” and thersfore does not require export controls, that |s a clear
error of law. The facts set out above show that the equipment In question is
clearly capable of contributing to internal repression and breaches of human
rights, including breaches of the right to privacy, torture and potentially
unlawful kitling (all of which are ¢learly protected in international human rights
instruments, see for example the International Covenant on Civil and Political
Rights Arts 6, 7 and 17).

Actions now to be taken d

We would be grateful for your confirmation within the’ naxt 14 days that you
will be immediately imposing export controls in refation to survelllance
aqulpment. In the event that you are not prepared to confirm this we would
be grateful if you-could provide reasgns as to why no controls are 1o be put In
place.

We would also be grateful if you could provide to us with appraopriate
disclosure including but not limited to:

1. All minutes of meetings/correspondence/discussion papers
regarding concerns about the exports of surveillance technologles;

2. All minutes of meetings/correspondence/discussion papers
regarding any proposals for any export controls on survelllance
technologies,

3 insofar as it is not included in the akove, the discussion paper
presented by the UK to the Wassenaar arrangement;

4, All minutes of meetings/correspondence with Gamima,

Costs ‘

Due to Privacy International’s limited financial resuurcea and in view of the
importance of the issues, the legal team including leading counsel have
agreed to act under the terms of a “Conditional Fee Agreement’ with
provision for a success fes. i
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We sincerely hope for a positive response to this letter but in the event that
one is not forthcoming then we reserve the right to Issue proceedings without
further recourse including if appropriate urgent injunctive refief.

In any such proceedings, because of our client's fihancial circumstances and
given the public interest in bringing this challenge, we will be making an
application for Protective Costs Order ("PCO"), We would ask, with a view to
saving court time and public meney that you underfake not to pursue our
client for costs if the claim is unsuccessful. If you were prepared to glve such
an indication then in the spirit of co—operation our client's legal team will
agree to forgo a success fee,

We await hearing from you.

Yours faithfully

é% Muréhi

e.c. Mr Tom Smith Head, Expert Control Organisation
Secretary of State for Forelgn and Commonwealth Affairs

i
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SI Litigation Group

LAW AT THE HEART

OF GOVERNMENT Traasury Solicitor's Department
Ona Kamble Street, London, WO2B 4TS

Bhatt Murphy Solicitors DX 123242 Kingsway 6
DX 36626 Switchboard: 0207 210 300D
Finsbury Direct Line: 0207 210 4711

Direct Fax: 020 7240 3001
francasca.debenham@tsol,gsl.gov.uk

Pleass Quote: Z21211844/FZD/B6
AND BY EMAIL: m.scott@bhattmurphy.co.uk Your Reference: MPS/FT/002295/0001

8 August 2012

Dear Sirs

EXPORT CONTROLS FOR SURVEILLANCE EQUIPMENT - PROPOSED JR

1. We refer to your letier before ciaim under the pre-action protocol for judicial review
dated 12 July 2012 (“the PAP Letter”}. This is the response to that letier of the
Secretary of State for Business Innovation and Skills (“the Secretary of State”).
Please address any future correspondence in this matter to Francesca Debenham
guoting the reference ahove.

2. You have expressed concern about certain “surveilfance equipment”. Tha PAP Letter
does not identlfy the relevant surveillance equipment, save to refer by way of
example fo the FinFlsher products produced by a company called Gamma
International. It simply alleges that surveillance equipment Is being marketed and
sold to ‘repressive regimes” where it is likely to be used for internal repression and
breach of human rights, You have provided limited evidence in support of your
allegations. The PAP Letter refers to iwo press articles, dgting respectively from Aptil
and September 2011, suggesting that products produced by Gamma International
may have been in the possaession of Egyptian security forces. Further you make
reference in passing to certain unspecified press reports from Germany, which
apparently suggest that such products may have been exported to Turkmenistan and

Oman.
3. On this limited basis, you assert that the Secretary of State has “nof considered
exercising your power fo impose export controfs under the  relevant ftatufory
Lee John-Charles — Head of Divislon exce -’b. AR }
Neera Gajjar — Daputy Director, Team Leader Er;:;%ﬁmw%m ‘?: ‘45; b
Lifigation B5 EWF LA ol eV 6730 AUspaae INVESTOR S PBEELY

PROTECT - MANAGEMENT

i

29



H

Il

provisions”, and has accordingly acted untawfully. Alternatively, you assert that if the
Secretary of State has in fact considered the exercise of his powers and If he has
concluded that the “the equipment in question” is *not capable of ‘internal repression’
and ‘breaches of human tights™, then he has erred in law. In these circumstances,
you require confirmation within 14 days that the Secretary of State "will be
Immediately imposing export controls In refation to survelllance equipment”. You do
not identify the nature of the proposed export controls or the particular surveillance
equipment to which they should apply.

The Secretary of State denles that he has acted unlawfully, whether as alleged or at
all. The Secretary of State accordingly declines to provide the confirmation you have
sought. '

£ Regulation of the export of military and dual-use technologles

B.

The United Kingdomh is Involved in the regulation of the export of milltary
technologies, as well as dual-use technologles at the international level and at the EU
level. Some survelllance equipment may be considered as dual-use technology
(falling within the dual-use controls currently applicable In the UK) in cases whers
such technology has certain features e.g. use of cryptography (see further below).
However, the regulation of dual-use technology in the UK mostly stems from
concerted action at Internatlonal level resulting in EU leglislation directly applicable in
the Member States. Whilst powers do exist to impose controls operating solsly at the
hational level, such unilateral controls without the necessary International backing are
considered to be Ineffective as they can be easily circumvented and are therefore
unlikely to have any significant impact in this instance in limiting the frade in
surveillance equipment.

At the international level, the United Kingdom is a party to the Wassenaar
Arrangement, The Wassenaar Arrangement addresses the trade in conventional
arms, and "dual-use" gpods and technologies, namely those that may be used for
both military and clvllian purposes. The 41 Participating States maintain a list of
relevant goods and technologies In respect of which they have agreed to impose
national export controls. The criteria for selection of dual-use items which should be
included on the list and therefore subject to export controls include the abllity to make
a clear and objective specification of the item and the abllity to apply controls
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effectively. Furthermord, adoption of such controls should not impede legitimate
civilian frade,

This Wassenaar list has formed the basis of the EU legislation controliing dual-use
technology al EU level, namely Council Regulation (EC) No 428/2009 establishing a
European regime for the control of exports, transfer, brokering and transit of certain
dual-use goads (“the Dual-Use Regulation”). Both in the context of the Wassenaar
Arrangement and at EU level, the United Kingdom has been at the forefront of
attempts to establish and promote such regulation. Another example of relevant EU
secondary legislation is Councll Regulation (EC) No 1236/2005 establishing a
European regime for governing trade with third countries in goods that could be used
for the purpose of capital punishment or for the purpose of torture and other inhuman
and degrading treatment (““the Torture Regulation”).

Most recently, and in the context of negotiations at international and EU level on
sanctions against particular countries, the United Kingdom has supported the
adoption of EU Regulations directly applicable In the UK and other Member States
imposing enhanced restrictions on trade with countries posing a particularly severe
risk of internal represslon and human rights violations. In iwo cases, such enhanced
restrictions have included controls on certain equipment, software and technology for
monitoring or interception of internet or telephone communications, Thess are
specified in Articles 4, 5§ and Annex V of Councll Regulation (EU) No 36/2012 of 18
January 2012 as amended concerning restrictive measures in view of tha situation In
Syria (“the Syrla Regulation™), and Articles 1b, 1¢ and Annex IV of Council
Regulation (EU) No 369/2011 as last amended by Council Regulation (EU) No
2642012 of 23 March 2012 concerning restrictive measures directed agalnst certaln
persons, entities and bodies in view of the situation in Iran {“the Iran Regulation™),
Under these measures the competent authorities of the Member States shall not
grant any authorisations for the sale, supply, export or transfer, diractly or indirectly,
of such equipment, or for the provision of related technical and financial assistance, if
they have reasonable grounds to determine that such equipment or services would
be used for monitoring il(;*r interception, by the Syrian or Irarian regimes or on their
behalf, of internet or teléphone communications in Syria or Iran

Whilst the EU has agreed to the Immediate inclusion of controls on cartain
surveillance equipment as part of the existing sanctions against Iran and Syria in view
of the particular seriousness of the situation of those countries, these controls arse not
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considered to be appropriate or proportionate for the purposes of being generally
applied across the boar(i, This is because they potentially Include within their scope
a range of equipment-gnd technologies which have legitimate commercial uses.
Applying such broad controls to all destinations, Including those which do not raise
the same concerns regarding human rights, would impose disproportionats burdens
on legitimate trade. However, as explained further below the United Kingdom
government is currently considering with its international and EU-lavel parthers the
most appropriate way of extending the existing regulation at the international and EU-
ievel to encompass surveillance equipment more generally,

The Secretary of State’s powers under the 2002 Act

10.

1.

12.

Pursuant to sections 1 to 4 of the 2002 Act, the Secretary of State has power to make
orders in respect of the imposition of export controls, transfer controls, technical
assistance controls and trade controls in retation to goods and technology. Section 5
provides for general restrictions on the exercise of those powers, and specifies the
circumstances in which they may be exercised. in particular, section 5(2) provides
that controls “may be f(qposed for the ptirpose of giving effect to any Community
provision or other Infernational obligation of the United Kingdom®. Further section 5(4)
provides that export controls “may be imposed in relation to any description of goods
within one or more of the categories specified In the Schedufe for such controls”. The
Schedule provides at paragraph 2(1) that such controls “may be imposed in refatlon
fo any goods the exportation or use of which js capable of having a relevant
consequence”. Paragraph 3(2)(D) specifies as relevant consequences “The carrying
out anywhere in the world of (or acts which facilitate)” “internal repression in any
country”and "breaches of human rights®,

Accordingly, the Secretary of State has power to make an order imposing export
controls in relation to any goods, the exportation or use of which is capable of
facilitating Internal repression in any country or breaches of human rights. Whether
he exercises that power is in the discretion of the Secretary of State, having regard to

any of a wide range of factors that he rafionally concludes might be relevant to such
exerclse.

£

The Secretary of State f'las Issued a number of orders under the Export Control Act
2002 (“the 2002 Act"”), including the Export Order 2008 (“the 2008 Order”). The
2008 Order makes provision supplementing the directly applicable requirements in
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the Dual-Use Regulation and the Torture Regulation, the former giving effect to the
obligations the United Kingdom has “undertaken pursuant to the Wassenaar
Arrangement to impose controls on the éxport of certain Dual-Use goods, which as
explained above can Include In some limited cases surveillance equipment, Where
goods are subject to cpnirol, applications for licenses to export or trade in those
goods are assessed on a case-by-case basis against the Consolidated Criteria
relating to export licensing declsions announced to Parllament by the Secretary of
State on 26 October 2000, taking into account all relevant factors such as the nature
of the goods, the identity of the end-user, the proposed end-use, and risk of diversion
to undesirable end-use, and that a licence would not be grantaed if to do so would
breach the Criterla,

The Secretary of State, having carried out an assessment of the FinSpy system to
which your letter specifically refers, has advised Gamma International that the system
does require a licence to export to all destinations outside the EU under Category 5,
Part 2 ('Informatlon Security') of Annex | to the Dust-Use Regulation. This Is becauss
It is desighed to use controlled cryptography and therefore falls within the scope of
Annex | to the Dual-Use Regulation, Thjé Secretary of State also understands that
other products in the Finflsher portfolio :;ould be controlled for export in the same
way. Furthermore, It is likely that the same products would fall within the scope of the
enhanced restrictions -s‘i’e‘t out In the Syria Regulation and iran Regulation If not
already controlled under the Dual-Use Regulation as explained above, baing “Remote
infection equipment” specified In Part A of Annex V and of Annex [V of the Syrla and
Iran Regulations respectively. Accordingly, in so far as you maintain that all of the
survelllance equipment to which you refer is not the subject of export controls in the
United Kingdom, the Secretary of State does not consider that to be corract.

The grounds of challenge

14.

As to your primary case, the Secretary of State continues at all times 10 keep under
consideration the exerclse of his powers to impose export controls under the 2002
Act. You assert In the allernative that the Secretary of State has concluded “the
equipment In question™1s not capable of “nternal repressfon” or “breaches of human
rights”. if and in so far as you are referring to the FinFisher range of products
manufactured by Gamma International, the Secretary of State has reached no such
conclusion. It remalns wholly unclear what other equipment you assett falls within
this category; or whatgexport controls that you maintain ought to be imposed.
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16,

Furthermore, as set out abave, in relation to equipment falling within the scope of the
Pual-Use Regulatlon that was sought to be exported, the risks associated with use
would be considered cnh a case-by-case basis.

In any event, and more generally, the regulation of the export of forms of surveillance
equipment is an Important and complex érea of policy requlring careful and ongoing
consideration. Moraover, the identlfication of the relevant types of surveiliance
equipment that might be subject to any form of further export control requires detailed
analysis as this is a téé"ﬁhlcaily complex area in which technological developments
are fast-moving. There are legitimate countervailing interests that the Secretary of
State would have to take into account. In particular, export controls should not
operate so as to impose a disproportionate restriction on the legitimate trade in goods
and technology. Much of the technology assoclated with survelllance equipment
might also have perfectly legitimate uses in the clvilian telecommunications sector.
Further, any restriction will only be fully effective at international level and in any
event needs to be conslstent with the requirements of EU Jaw, and the obligations it
imposes with respect to national controls on export of goods. The UK is at the
forefront of negotiations at international and EU level aimed at resolving the Issues
set out above g0 that technology of concern can be properly identifiad and regulated
at international leval.

Having considerad matters further in the lfght of these matters and of your letter:

(1)  The Secrefary of State remains of the view that, subject to the steps referred
to below, it would not be appropriate at this time to make any unilateral
structural or legislative change to the UK domestic regime. He will continue to
keep that option under review.

2 He proposes fo continue to engage with Unlited Kingdom companies supplying
surveilfance equipment in order to clarify what equipment falls within the
scope of existing controls on exports, and in order to ensure that he remains
informed as to the state of that market. In this context, and as noted above,
the Secretary of State has concluded that the FinSpy product is subject to
export control under the provisions of the Dual-Use Regulation.

@) Further, he is actively considering the possibility of international and/or EU
level agreement to further restrictions on the export of survelllance equipment.
His current view is that this is by- some measure the better option, If further

£
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ragulation Is required. A unilaterally imposed nationat restriction on the export
from the UK of surveillance equipment without intsrnational support would not
be effective, as it could be easily circumvented given the likelihood that many
of the companles which manufacture such equipment wil! have offices in other
EU and third countries, Finally, It Is to be noted that these issues are currently
heing ventilated amongst the parties to the Wassenaar Arrangement at the
initiative of the United Kingdom.™

17. In these circumstances, you are invited to reconsider your threat of proceedings.

Costs

——

it ’-i"

18.  We note that, in relation to any future proceedings that might be brought, you assert

i ffﬁ\ an intention to apply for a Protective Costs Order (“PC0”), In order to ralleve you of
having to make such an application, you have asked the Secretary of State to
“undertake nol to pursue our client for costs If the claim is unsuccessful”, The
Secretary of State declines your request:

()

@

3

He considers that your proposed grounds of challenge proceed on an
erroneocus basis and are without meyit,

You have failed to provide information that is necessary to allow proper
consideration of your request for an undertaking, For example, you have falled
to provide any particutars of the financial position of your client, Privacy
International,

Finally, your pos;!tion appears to be that, if a costs undertaking were to be
given, in the event that you should succeed you should nonetheless be
permitted to recover all of the costs of any claim you decide to bring at full
commerclal rates. You note that your legal team, including leading counsel,
are operating under the terms of a condltional fee agresment with provision
for a success fee, and that you are willing only to forego the relevant success
fee If the Secretary of State provides the proposed undertaking. The Secretary
of State does not consider that, in this case, that would provide a proper basis
for an undertaking to be given,

19. In the circumstances set out above your request for disciosure is also not
o appropriately made at this stage (leaving aside the difficulties with the substance of

35



the requests you have made). This request Is also being treated as a Freedom of
Information Request. A response will be provided in this regard by no later than 13
August 2012.

Yours faithfully

Francesca Debenham
I For the Treasury Solicitor

u o
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Qurref;  MPSIFT/ 001943/0002
Your ref;  Q102BB0F/SMB/B4

Emall:  m.scott@bhatimurphy.co.uk

Phone
Treasury Solicliors Fax
DX 123242 KINGSWAY DX
By DX & emall
9 August 2012
Dear Madam

Export controls for surveillance equipment

Thank you for your emall of 8 August 2042 which we will be considering In
more datail with our client.

For present purposes we note that your cllent "raving camled ouf an
assessment of the FinSpy system....has advised Gamma International that
the system does require a Ifoence fo export to all destinations outside the
EU'. Sume Issues immediately arlse which we would be grateful If you could
provide clariflcation on:

1. When and in what circumstances was this assessment carried out, ths
conclusion reached and the advice given that a llcence to export was
raquired?

2. Had Gamma International previously sought advice from your client as

to whether the FinSpy system required export control, when was this

and what was the advice given?

What audit has beeh cartied out of the export of the FinSpy system to

countries outside the EU prior to the advice referved to In 1 above?

What enforcement actlon isfwilf be taken agalnst Gamma Intemnational

for the pravious export of the FinSpy system without a licence?

Has Gamma Intemational been required to retrospectively apply for

licences for the previous export of the FinSpy system? If not why not?

Has Gamma International sought any licences to export the FinSpy

system and/or provide lechnical asslstance, if so to which countries

and which have been granted and which have been refused?

7. Notwithstanding the generality of question 6 above, material In the
public domain suggests that the FinSpy system has been used in
Egypt, Turkmenistan, Bahraln, Dubal, Ethiopla, Indonesia, Mongolia
and Qatar, Has Gamma sought any licences for export of FinSpy or

@
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Bhatt Murphy Solicitors

the proviston of technlcal assistance to an‘j'/ of these countries? |f so

which ones and wers licances granted or refused?

8. Kindly provide a detailad explanafion and supporting documentation of

exactly what components,of FinSpy |s controlled?

We awalt hearing from you,

Yours faithfully
42 %

Bhatt Murphy
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Direct line
{.ocal fax
Qur et
Your rel

Date

Bhatt Murphy Solicitors
m.scott@bhattmurphy.co.uk

+44 (09207 216 4366
+44.(0)20 7216 0531

BIS

Department for
Businass Innovation & Skiils

Europe, International Trads and
Development

Export Control Organslsation

I Floor

1 Victoria Streot

l.oncon

SWiIH QEY

1271203 Enquiries +44 (0120 7216 BO0O
MPSHFTIO01943/0002 Minicom +44 (0)20 7218 6740
wwwy his gov.uk
Tom Smith@bis.gsi gov,uk

11 September 2012

Dear Sir/Madam,

I refer to your letter dated 9 August 2012 to the Treasury Sclicitor's
Department with the subject heading ‘export controls for survelllance
equipment’, which we received on 13 August. | am replying in my capacity as
the Head of the Export Control Organisation (ECO) within the Department for
Business, Innovation and Skills (BIS),

You have asked eight questions, We have treated some of these as a request
for disclosure of informatlon under the Fraedom of Information Act 2000
(FolA) in accordance with Department policy, on the basls of the structure of
the questions. These questions have been considered against the Information
BIS held at the time your request was received on 13 August, We have
considered the remaining guestions without referentce to the FolA as
questions of Government policy,

| have answerad your questions in the order they were posed for ease of
reference. Questions 1, 2, 8, 7 and 8 have been treated as Freedom of
Information requests, For the avoidance of doubt, questions 3, 4 and & have
been considered without referance to the FolA as questions of Government
pollcy.

Q1 When and in what ¢circumstances was this assessment carried out,
the conclusion reached and the advice given that a licence to export
was required?

Gamma International submitted a Control List Classification (CLC) enguiry to
the ECO (i.e. an enquiry as to whether certain goods or technology fall within
any of the controlled lists) in June 2012 and advice was provided by the ECO
on 2 August 2012, :
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Department for
Business lnnovation & Skifls

BIS

Q2 Had Gamma International previcusly sought advice from your client
as to whether the FinSpy system required export control, when was this
and what was the advice given?

Gamma International did not previously seek such advice from the ECO.

Q3 What audit has been carrigd out of the export of the FinSpy system
to countries outside the EU prior to the advice referred to in 1 above?

No such audit has been carried out. BIS only has powers under the Export
Control Order 2008 to audit exports made under certain licences. Any audit
of other exports would fall to Mer Majesty's Revenue and Customs (HMRC),

Q4 What enforcement action is/will be taken against Gamma
international for the previous export of the FinSpy system without a
licence?

Enforcement of export controls is the responsibllity of HMRC, BIS doas not
gomment on enforcement issues,

Q5 Has Gamma International been required to retrospectively apply for
licences for the previous export of the FinSpy system? If not why not?

BI3 does not issue licances retrospectively, Other than in the case of certain
Open General Export Licences, where an exporter may register for use of the
licence up to 30 days after the first export under that licence, an exporier must
have an appropriate licence In place pridr to the export of the goods.
However, nong of these Open Genersl Export Licences would be appropriate
for exports of the FinSpy system,

Q6 Has Gamma international sought any licences ta export the FinSpy
system and/or provide tochnical assistarnce, If so to which countries and
which have boen granted and which have been refused?

Gamma International have not sought any such licences,

Q7 Notwithstanding the generality of question 6 above, material in the
public domain suggests that the FinSpy system has been used in Egypt,
Turkmenistan, Bahrain, Dubai, Ethiopia, Indeaesia, Mongolia and Qatar,
Has Ganuna sought any licences for export of FinSpy or the provision of
technical assistance to any of these countries? If so which ones and
ware licences granted or refused?

I refer you to the answer at Q6.

In addition, if you or your ¢lient hold specific information on breaches of
export controls by UK nationals or companies we would strongly encourage
you to report this information to the Customs Confidential helpline

{
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Department for
Business Innovation & Skills

BIS

(http:/fsearch2. hmre . gov.ukikbS/hmre/contactus/view. pagetrecord=k8zpyaid

Qe 80 that the appropriate action can be taken,

(M8 Kindly provide a detailed explanation and supporting decumentation
of exactly what components of Fin8py is controlled?

As paragraph 13 of the Treasury Solicitors Depariment's letter to you of 8
August explained, BIS has advised Gamma International that the FinSpy
systemn does require a licence to export to all destinations outside the EU
under Category 5, Part 2 {‘Information Security’) of Annex | to the Dual use
Regulation, hecause it is designed to use controlled cryptography.

In addition, | can conflrm that we hold information falling within scope of your
request. The information relates to substantive discussions with Gamma
International as part of the export licensing process,

The information requested falls within the scope of section 41(1) of the FolA
(Information provided in confidence) and |s exempt from disclosure because It
was provided to the Dapartment in confidence; the release of this information
would constitute & breach of confidence which could be actionable in court.

Section 41(1) ls an absolute exemption far the purposes of the FolA,
Howaver, in reaching the decision not to release the information requested,
the Department has nonetheless also considered whether the information
should be released in the public interest, as the public Interest test is Inherent
within the law of confidence.

Having considerad all of the known public interest factors for and against
disclosure of the information requested, it is the Department's view that there
is a strong public interest in protecting this confidence and withholding this
information; there are no public interest conslderations in relation to this
information which outweigh the public interest against disclosure of this
information or which would require us to set the duty of confidence aslde,

In relation o the questions which have heen considered under the terms of
the FolA, if you are unhappy wilh the result of your request for information,
you may request an internal raview within two salendar months of the date of
this letter. If you wish to request an Internal review, please contact me.

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Commissioner for a decision. The
Information Commissioner ¢can be contactad at: Inforrmation Commigsioner's
Office, Wycliffe House, Water Lane, Wilmslow, Chesghire, 8K 5AF.

Please remember to quote the reference number above in any future
communications.
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Dapartment for
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BIS

It you would like to follow-up on any of the questions that have not been
considered under the FolA please also contact me directly,

Yours sincerely,

LT

Tom Smith
Head of the Export Control Organisation

1
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FINFISHER™

* Finlntrusion Kit
* FinUSB Suite
« FinFireWire

FinSpy ' FinSpy

: - FinSpy Mobile
E FinFly - FinFly USB

* FinFly LAN

* FinFly Web

* FinFly isp

- Baslc & Advanced Intrusion ¥
- Wireless Intrusion

* Practical Expleitation

- Web Application Penetration

« Custom IT intrusion Training &

Consulting

FINFISHER™

WWwW.CAMMAGRDUP.COM T INTFRISION
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Tactical IT Intrusion Portfolio

q ‘\“fgfi

FININTRUSION KIT
FINUSB SUITE
FINFIREWIRE

WWW.GAMMAGROUP.COM

Gamma addresses ongoing developments in the IT Intrusion
fleld with solutions to enhance the capabilities of our
cllents, Easy to use high-end solutions and techplgues
complement the Intelligence communtty’s knowhow
enabling It to address relevant Intrusion challenges on a
tactical Jevel,

FINFISHER™

FUOINTTRILISION
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Tactical IT Intrusion Portfolio

Finintrusion Kit was designed and developed by world-
cass 1T Intruslon specialists, who have over 10 years of
experlence In thelr area through their work In saverat Tiger
Teams {Red Teams) in the private and government sector
assessing the seeuitty of different petworks and:organiza-
tlons. L%f“gsi

The Finintrusion Kit is an up-to-date and covert operational
Kit that can be used for mast common IT Intruslon
Operations in defenslve and offensive areas, Current
customers include Military CyberWar Departments,
Intelligence Agencies, Police intelligence and other
Law Enforcement Agencies,

Usage Example 1: Tachnical Surveillance Unit

The Finintruslon Kit was used to break the WPA ancryption
of a Target’s home Wireless netwark and then monitor
his Webmall [Gmall, Yahoo, ...) and Soclal Network
(Facebook, MySpace, ...) credentials, which enabled the
investigators to remotely monitor these accounts from
Headguarters without the need to be closa to the Target,

e T
Feature Qverview '

FININTRUSION KIT

’ QUICK INFORMATION
Usag 1' Strategic Oparatlons
[+ T 'Iacticaf tical Qperations

Capdblhtles: . BI‘EEIWEP/WPA Er-lncryption

+ Network Monitoring

(including SSL Sessions)
- IT Intrusion Attacks

Content; I - Hardware/Software B _.]

Usage Example 2; IT Security

Several customers used the Finintruslon Kit to successfully
compromise the security of networks and computer
systems for offensive and defensive purposes using
vatlous Teols and Technigues.

Usage Example 3: Strategic Use-Cases

The Finintruslon Kit s widely nsed to remotely gain access
to farget Email Accounts and Target Web-Servers (e.g.
Blogs, Discusslon Boards) and monitor their activitles,
Including Access-Logs and mora,

- Discovers Wireless LANs {802.11) and Bluatcoth® devices
+ Recovers WEP (64 and 128 bit) Passphrases within 2.5 minutes
- Breaks WPA'T and WPA2 Passphrases using Dictlonary Attacks
+ Actively menitors Local Area Network (Wired and Wiheless) and extracts Usernamaes and
Passwords even for TLS/558-encrypted sessions
» Emulates Rogue Wireless Access-Point (802.11)
* Remotely breaks into Email Accounts using Network-, System- and Password-based Intruslon Techniques
« Network Security Assessment and Validation

For a full featura list plense refer to the Product Speelficutions,

I-_INFISHERTM

WWW.CAMMAGROUP.COM 7
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Tactical IT Intrusion Portfolio

FININTRUSION KIT

Product Components
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Finlntyusion Kit - Covert Tactlcal Unlt FinTrack Operation Center
Basic IT Intrusion Components; + Graphlcal User Interface for Automated IT Intrusion
- High-Power WLAN Adapter Attacks

- High-Power Blugtooth Adapter
802,11 Antennas
+ Many Common IT Intrusion Devices

Automated LAN/WLAN Monitoring
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Tactical IT Intrusion Portfolio

LAN/WLAN Active Passwoard Sniffer

Captures even SSl-enciypted data (ke  Webmall,
Video Portals, Online-Banking and more

FININTRUSION KIT
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Tactical IT Intrusion Portfolio

—

The FINUSB Sulte is a flexible product that enables Law
Enforcement and Intelligance Agencies to quickly and
securely extract forensic Information from computer
systems without the requirement of IT-tralned Agents,

It has been used in successful operations araund the world
where valuable Intelligence has been acquired about
Targets in covert and overt operations.

Usage Example 1: Covert Operatlon

A source In an Organized Crime Group (OCG) was
given a FinUSB Dongle that secretly extracted Account
Credentlals of Web and Emall accounts and -Microsofi
Office documenis from the Target Systems, whiie the
OCG used the USB device 10 exchange regular files like
Musle, Video and Office Documents,

After returning the USB device to Headguarters the
yathered data could be decrypted, analyzed and used to
constantly monitor the group remotely.

Feature Overview

- Optimized for Covert Operaticns
+ Easy usablilty through Automated Execution
+ Secure Encryption with RSA and AES

FINUSB SUITE

) QUICK INFORMATION
Usage: - Tactical Operations :l

. information Gatheringm
+ System Access

Capabilities:

- Quick Forensics

__jj [ . Hardwar;;;}:\;a re

Usaée Example 2: Technical Survelllance Unit

A Technlcal Survelllance Unlt (TSU) was following a Targat
that frequently wisited randem Intermet Cafés making
monitoring with Trojan-Horse-lke technology Impossible,
The FinU$E was used to extract the data left on the public
Tarminals used by the Target after the Target left.

Several documents that the Target opened in his web-mall
could he recovered this way. The gathered Information
included crucial Office files, Browsing History through
Caokie analysls, and more.

+ Extractlon of Usernames and Passwords for all comimon software like:

- Emall Clients

+ Messengers

+ Browsers

- Remotg Adminlistration Tools

- Silent Copying of Files (Search Disks, Recycle-Bin, Lost opened/ediied/created)
+ Extracting Network Information {Chat Logs, Browsing History, WEPAVRA(2) Keys, ...)
- Compliation of Syster Information (RunningAnstalled Software, Hard-Disk Informatian, ...)

For a full faature list please refer to the Product Speciflcations,

WWW,.BGAMMAEROUP.COM

FINFISHER™

PV inNTHLIS TN



Tactical IT Intrusion Portfolio

Product Components

y

FinUSB Suite - Mokitle Unit

\

10 FinUSE Dongle (U3 - 16GB)

» Covertly extracts data from system
« Enctypts Data on-the-fly

FINUSB SUITE

FInUSB HQ

+ Graphleal User Interface to decrypt and analyze
gathered Data

- Conflgure Dongle Operational Optlons

FinUSB - Windowys Password Bypass

+ Bypass Windows Logon without permanent
systam madiflcations




‘Tactica!l IT Intrusion Portfolio

Easy Usability

1. Pick up a FInUSB Dongle

2, Conflgure all desired Features / Modulas and
update your FinUSB Dongle with FinUSB HQ

3. Go o your Target System

"4, Plug n your FinUSE Dongle

5. Wait until all data |5 transferred
6. Go back to your FinUSB HQ
7. Impaort all Data from FInUSB Dongle

B, Generate Report

A ittt

PR
a
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FINUSB SUITE
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Tactical IT Intrusion Portfolio

Technical Survelllance Unkts and Forensfc Experts often face
a sluation where they need to access a running computer
system without shutting it down In order to prevent data
loss or save essentlal ime durlng an operation. In most
cases, the Target System is protected with a password-
enabled Screensaver or the target user Is not logged In
and the Login Screen Is active,

FinFireWire enables the Operator to quickly and coverily
bypass the password-protected screen and access the
Target System without leaving a trace or harming essential
forensic evidence,

Usuge Example 1: Forensic Oparation

A Forensic Unit entered the apartment of a Target and
tried to access the computer systern, The computer was
switched on but the screen was locked.

As they were not allowed, for legal reasons, 1o use a Remote
Monitoring Soluticn, they wouldhave lostall data by switch-
ing off the system as the hard-disk was fully encrypted.
FinFireWire was used fo unlock the running Target
System epabling the Agent io copy all files bafore
switching the computer off and taking it back to Head-

quarters.
G

Feature Overview

+ Unlocks User-Logon for every User-Actount
- Unlocks Password-Protected Screensaver
* Full Access 1o all Network Shares of User

+ Dumps Tull RAM Tor Forensic analysis

+ Enables live forensics without rabooting the Target System

* User password is not changed
+ Supports Windows, Mac and Linux systems
« Works with FireWire/1394, PCMCA and Express Card

For a full feature Jist please refer to the Product Specltications,

WWW,.CAMMAGROWPR.COM

FINFIREWIRE

QUICK INFORMATION
[ﬁjage: %mr;i;al ap_egt'i_c;ns N :

Capabilities;:w » Bypass User Password

« Covertly Access System
» Recaver Passwords fram RAM
- Enable Live Farensics

IEJIITE-I;{? E@dearefsﬁugri ) ’ J

Usage Example Z: Password Recovery

Combining the product with traditional Forensic
applications like Encase®, Forensic unlis used the
RAM dump functionality to make a snapshot of the
current RAM Information and recovered the Hard-Disk
encryption pagsphyase for TrueCrypt's full disk encryp-
tion,

FINFISHER™

FU R B
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Product Components

FINFIREWIRE

el
k, w A
FinFireWire - Tactical Unit Point-ang-Click User Interface
+ Complete Tactical System - Easy-to-use User Interface
\ vy
t
Connection Adapter Cards Univarsal FinWire CableSet
+ PCMCIA and ExpressCatd Adapter for - 4 pin to 4 pin
Target Systems without FireWire port « 4 pin o 6 pin
B pinio 6 pin
At
Usage
s ey
1. Go to your Target System 4, Select a Target
2, Start FinFireWire
ve 5, Wait until System
Is unlocked
3. Plug in FireWire Adapter & Cable

Theintormation containedherainis confidential
and subject to change without natice. Gamima
Group International shall not be liable for

technica! or zditorial errars or omissions i
contained herein,

&‘ GAMMA INTERNATIONAL

GAMIVIAGROUP United Kingdom

Tel: +44-1264 -332 411
Fax; +44 - 1264 - 332 422

info@gammagroup.com




Remote Monitoring & Infection Solutions

) FINSPY
FINSPY MOBILE
FINFLY USB
FINFLY LAN
FINFLY WEB
FINFLY ISP

The Remote Monitoring and Infection Solutlons are
used to access target systems to glve full access 1o
stored Informatlon with the ability to take control of
target system’ functions io the point of capiuring
encrypted data and communications, When used In combl-
natlon with enhanced remote Infectlon methods, Govern-
ment Agencles will have the capahliity to remotely Infect
target systems.

(3}

FINFISHER™

a WWW.CGAMMAGROUR.COM FT RN B T
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Remote Monitoring & Infection Solutions

FinSpy Is a field-proven Remote Monitoring Solutlon that
ehables Governments to face the current challenges of
monitoring Mobile and Security-Aware Targets thai
regularly change location, use encrypted and anony-
mous communication channels and restde in foreign
countries,

Traditional Lawful Interception solutions face new challenges
that can only be solved using active systems like FinSpy:

+ Data not transmitted over any network
+ Encrypted Communications

» Targets in forelgh countrles

I
2

S !
Finspy has been proven successful in operatidfis around
the world for many years, and valuable intelfigence has
been gathered about Target indlviduals and Qrganizations.

When FinSpy is Installed on a computer system it can be
remotely controlled and actessed as soon as it {5 con-
nectad 1o the internet/network, ne matter where In the
world the Target System Is based,

Feature Ovarview
Target Computer — Example Fealures;

« Bypassing of 40 regularly tested Antivirus Systems

- Covert Communication with Headquarters

* Full Skype Monitoring {Calls, Chats, Fila Transfers,
Video, Contact List)

» Recording of commen commun|cation |ike Email, Chats
and Voice-over-iP .

* Live Surveillance through Webcam and Micrahone

- Country Tracing of Target

+ Silent extracting of Files from Hard-Disk

' Process-based Key-logoer for faster analysis

* Live Remoate Forensies on Target System

+ Advanced Filters to recerd only important informatlon

- Supports most common Operating Sysiems (Windows,
Mac OSX and Linux)

Www.GAMMAGROUP.COM

. @tent; I E&i}-ﬁ—lwareISoftware—. —_]

FINSPY

QUICK INFORMATION

Usaag:- - Strategic 0paraii£ns
| i » Tactical Operations

?a_pabllltles . Remnu;.Computer Monitor g_
« Monitoring of Encrypted

Cammunications

Usage Example 1; Intelligence Agency

FinSpy was Installed oh several computer systems inside
Internet Cafes in critical areas in order to monitor them
for susplclous activity, especlally Skype communication to
foreign indlviduals. Using the Webcam, pictures of the
Targets ware taken while they were using the system,

Usage Example 2; Organized Crime

FinSpy was covertly deployad on the Target Systems
of severai members of an Organized Crime Group, Using
the country tracing and ramote microphone access, es-
sentlal information could be gathered from every meeting
that was held by this group,

Headquarters — Example Featuras;

+ Bvidence Protectlon (valid Evidence according to
Eufopean Standards)

: U'ser~Manag ement according to Securlty Clearances

- Security Data Encryptlon and Communication using
RSA 2048 and AES 256

* Hidden from Publle through Anonymizing Proxies

« Can be fully Integrated with Law Enforcement
Monitoring Functionality (LEMF)

For a full feature lIst please refer to the Produet Spedfications,

FINFISHER™

FEPOINTRUSION
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Remote Monitoring & Infection Solutions

Product Components

FINSPY

FinSpy Master and Proxy

+ Full Contral of Target Systems

+ Evidence Protection for Data and Activity Lags

+ Sequre Storage

- Sequrity-Clearance based User- and Target Management

P
[

FinSpy Agent

+ Graphical User Interface for Live Sesslons, Configuration
and Data Analysls of Targets

4
-

|
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Remote Monitoring & Infection Solutions

wow

FINSPY
Access Target Computer Systams around the World
FinGpy Relay
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Easy to Use User Interface
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Remote Monitoring & Infection Solutions

FINSPY

F ExNigdie i ol Pl TR

1, Multipie Data Views
2, Structured Data Analysls

3. Importance Levels for all
recorded Files
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Remote Monitoring & Infection Solutions

FINSPY LICENSES

Outline

The FinSpy solutlan contalns 3 types of product lcenses:

A. Update License

The Update License controls whether FinSpy 15 able o re-
trleve new updates from the Gamma Update server. It s
combined with the FinFisher™ After Sajes Support mod-
ule.After explry, the FinSpy system will still be fully fune.
tional but no longer able to retrleve the newest versions
and bug-fixes from the FInSpy Update server,

B, Agent License

The Agent License controls how many FinSpy Agents can
login to the FinSpy Master In parallel.

Example;
- 5 Agant Licenses are purchased.
+ FinSpy Agent licenses can be Installed on an unlim-
ied number of systems, howaver
- Only 5 FinSpy Agent systems can legin to the FinSpy
Master and work with the data at the same time

N
a
Screenshot active Target with License

FINSPY

C. Targst License

The Target License controis how many FinSpy Targets can
be active In parallel,

Actlve refers to activated FinSpy Target installations no
matter whether the Target Systern is online or offline.

When FinSpy Target is deployed on a Target System and
no Target Licenses are avafiable, the FinSpy Target gets
temporary deactivated and no recording and live access will
be possible, As soon as a new License Is available (8.9, by
upgrading the existing Llcense or de-infecting one of the
actlve FInSpy Targets), the Target will be assigned the free
flcense and 14 will be activated and begin recording and pro-
viding live access,

i

Screenshot inactive Target without License

2. VISTASPL3hE
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Remote Monitoring & Infection Solutions

FinSpy Mabile Is closing the gap of interception capabliitles
for Governments for most common smart phone platforms,

Specificatly, organizations without network or offeair
based interception capabliities can access Moblle Phones
and intercept the devices with enhanced capabifities.
Furthermore, the solution offers access to encrypted
communications as well as data stored on the devices
that Is not transmitted,

Traditional tactical or strategic Interceptlon solutions Face

challenges that can only be solved using offansive

systems like FinSpy Moblle:

+ Data not transmitted over any network and kept on the
device

+ Encrypted Communications in the Alr-Interface, which
avold the usage of tactical active or passive Off-Alr Systems

+ End-to-end encryption from the device such as Messengars,
Emails o PIN messages

FinSpy Mobile has been giving successful resuits to
Government Agencies who gather [nformation remately
fram Target Mobile Phones,

Whan FinSpy Mobile is installed on a moblle phone it can be
remotely controlled and monltored no matter where in
the world the Target is located,

. B r!.;il‘
Feature Overview

Targel Phone - Example Features:

- Covert Communications with Meadduarters

- Recording of commeon communications iike Viice Calls,
SMS/MMS and Emails

» Live Surveillance through sllent Calls

+ File Download (Contacts, Calendar, Pictures, Flles)

- Country Tracing of Target (GPS and Ceall ID)

+ Full Recording of all BlackBerry Messenger
communications

« Supports most commen Operating Systems: Windows
Mabile, I0S {(IPhone), BlackBerry and Androld

WWW,.EAMMAGROUWRE.COM

FINSPY MOBILE

QUICK INFORMATION
Usage trateglc Operations
- Tactical Operations

Capahil-;tulut;; R Wobile Phone
Monitoring

' Content: ] l;l-l du\r;;a—):Software .

Usage Exampla 1: Intelligence Agency

Finspy Mohile was deployed on BlackBerry moblle
phones of several Targets to monltar all communications,
including SMS/MMS, Emall and BlackBarry Messenger.

Usage Example 2: Organized Crime

FinSpy Mobile was covertly deplayed on the mobile
phones of several members of an Organized Crime Group
{OCG). Using the GPS tracking data and silent calls,
essentlal Informatlon could be gathered from every
meeting that was held by this group,

Headquarters — Exampie Features:

+ Evidence Protection (Valld Evidence according to
Eurcpean Standards)

- User-Management according to Securlty Clearantes

- Securlty Data Encryptlon and Communications using RSA
2048 and AES 256

+ Hidden from Publle through Anonymizing Proxies

« Can be fully Integrated with Law Enfercement
Monltoring Functlonality

For a full feature [Ist please rufer to the Product Spacifications,

FINFISHER™

VUOINTR LIS O



Remote Monitoring & Infection Solutions

FINSPY MOBILE

Product Components

LN

FinSpy Master and Proxy FinSpy Agent

+ Full Control of Target Systems L - Graphlcal Uset Interface for Live Sessions, Configuration
 Evidence Protection for Data and Activity Logs -y, - and Data Analysls of Targets

+ Secure Storage

- Security-Clearance based Uset- and Target Management
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Remote Monitoring & Infection Solutions

FINSPY MOBILE

Access Target Mobile Phones around the World

Yo

FiiBpy Relay
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Remote Monitoring & Infection Solutions

The FinFly USB provides an easy-to-use and reliable way of
installing Remote Monitoring Solutions on computer
systems when physical access is available,

Once the FInFly USB is inserted Into a computer, It
automatically installs the configured software with
little or no user-interaction and does not require
IT-trained Agents when belng used in operatlons. The
FinFly USB can be used agalhst multiple systams kefore
belng returned 1o Headquarters.

:
usage Example 1: Technical Surveillance Unit"

The FInFly USB was successfully used by Technical
Surveillance Units In several countries to deploy
a Remote Monltoring Solufion onte Target Systems that
were switched off, by simply hooting the system from
the FinFly USB device.

Feature Overview

FINFLY USB

QUICK INFORMATION
[ Usage: j *}a;cwt“u?;l Operations

Capabilities: + Deploys Remote Monitaring
" 1| Solution on Targat

Caontent: « Hardware -

Usage Example 2: Intelligence Agancy

A Source In a domastic terror group was glven a FinFly
USB that secretly Installed & Remote Monitoring
Selytlon on several computers of the group when they
were using the device 10 exchange documents between
each other, The Target Systems could then be ramotely
monttored from Headgquarters, and the FinFly USE was
later returned by the Source,

i
- Covertly Installs Remote Monitoring Solution on Inserlion In Target System

« Littte or no user-Interaction Is requlred

« Functionality can be concealed by placing regular flles llke music, video and offlce

documents on the device

- Infection of switched off Target System whenbooting from USH

» Hartiware 15 a common and non-suspicious USB device

For a full feature list please refer to the Product Spedfications.

WWW.EAMMAERUUPV.EDM

FINFISHER™
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“Remote Monitoring & Infection Solutions
! FINFLY USB

Product Components
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(" FinFly USBs Full FinSpy Integration
+ SanDisk USB Dongle {16GB) - Automatlc generation and activation thraugh FinSpy
- Deplays a Rermote Monlitoring Solutfon on Insertion Into Agent
Target Systems
- » Deploys Remote Monltoring Selution during Boot Process

i
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Remote Monitoring & Infection Solutions

A

Some of the malor chalienges Law Enforcement agencies
are facing are mohile Targets, where no physical access
1o a computer system can be achieved as well as Targets
who do not.open any infected Files that have been sent
via emall to their accounts,

In particular, security-aware Targets are almost Impossibie
to infect as they keep their systems up-to-date and no
exploits or Basle Intrusion technlgues will lead o success.

FInFly LAN was developed to deploy a Remote Monltoting
Solution covertly on Target Systems In Local Araa Natworks
(Wired and Wireless/802,11). It Is able to infect Files that
are downloaded by the Target on-the-fly, infect the Target
by sending fake Software Updates for popular Software
or infect the Target by injecting the Paylcad into visited
Websites.

Usage Example 1: Tachnical Surveillance Unit

A Technical Surveillance Unit was following a Target
for weeks without being able to physically dccess the
targel computer. They used FinFly LAN to Install the Remote
Monitoring Solution on the target computer when he was
using a public Hotspot at a coffee shop,

Feature Qverview

FINFLY LAN

QUICK INFORMATION
|- Tactical Operations

Capahilities; e Deploys Remate Monitoring
Solution on Target System in
Local Area Network

Co;;t_ent: i Ii;;f;;are .

Usage Example 2: Anti-Corruption

Finfly LAN was used to remotely Install the Remote
Monltorlng Solutlon on the computer of a Target while
he was using it Inslde hls hotel room, The Agents were
in anothar robm connected to the same network and
manipulated the Wehsltes the Target was visiting to trigger
the installatlon.

+ Discovers all Computar Systems connacted to Local Area Network

« Works in Wired and Wireless (802,11) Netwarks

+ Can be comblned with Finintrusion Kt for covert Network Access

« Hides Remote Menitoring Solutlon in Downloads of Targets

+ Injects Remote Monitoring Solution as Software Updates

+ Remotely installs Remote Menitoring Solution through Waebsites visitad by the Target

For a full feature list pleasa refor to the Product Spadfications,

WWW.CAMMAGRDUP.COM

FINFISHER™

'y INTRS LR
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0 FINFLY LAN
Product Components 5
) f \
"
(
Iy
>y . A
- FinFly LAN Finintrusion Kit - Integration (Optional)
» Linux-based Software with simple User-nterface * FinFly LAN will be Inaded as a module Into
the Finlntrusion Kit
("
Infection through Local Area Networks
0 Routsh Gteway

forInfaotisn

FinFly LAN
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FINFLY LAN

I

Automated User-Interface

» Simple to use without extenslve tralnlng i

Bystaros, hifavted

|.| . it

Multiple-Target and Payload Support

» Different Executahies can be added for each Target

.
ﬂmjf&ﬁmﬁmiﬁiﬁm‘
T Biraniitfectionbonmse)
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Opmkbiommadel [Dhrotliviey B2
[wwveasterusoticon ' 1 [+ |
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L]

One of the major challenges in using a Remote Monitoring
Solutlen is to install It onto the Target System, espacially
when enly a little information, like an Email-addrass, is
avallable and no physical access can be achleved.

FinFly Web Is designed to provide remote apd covert
Infection of a Target System by using a wide range of
web-based attacks.

FinFly Web provides a point-ant-click interfaca, enabling
the Agent to easily create a custom Infection code
according to selected modules,

Target Systems vislting a prepared webslte with the Imple-
mented Infection code will be covertly infacted with the
conflgured software,

Usage Example 1: Tethnlcal Survelllance Unit

After profiling a Target, the unit created a website of
interest for the Target and sent him the Hnk through a
discusslon board. Upon opening the Link to the unit's
webshe, a Remote Monitoring Solution was installed on the
Target System and the Target was monitored from within
Headguarters,

Feature Overview

Fully-Customizahle Web Modules
- Can be covertly installed into every Website

FINFLY WEB

ST QUICK INFORMATION
' S’trate;c_(lpe tions l

- Deploys Remot; ﬁcmtormg
Sclution on Target System -
through Websites

Usa
Capahilities: !

Usage Example 2! Intelllgence Agency

The customer deployad FinfFly ISP within the main [nternet
Service Provider of their country. It was combined with
FinFly Web to remotely infact Targets that visited
government offensive websites by covertly Injecting
the FinFly Web code into the targeted websltes,

» Full integration with FinFly LAN and FinFly ISP to depioy even inslde

popular Websltes lke Webmall, Video Portals and more

» Installs Remote Monitoring Solutlon even [f only emall address is known

* Posslbllity to target every person visiting conflgured Websites

For a full feature list pleasy rofer to the Product Specifications,

WWW.GAMMAGRDOUF.COM

FINFISHER™

& NSO
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FINFLY WEB

Product Components

FinFly Web

» Polnt-and-click software to create
custom infection Websites

FinFly Web direct infection

TakalI5F

Futgat
forinfaction

Full integration with FinFly LAN and FinFly (SP

TwWAN ool 3K

Torga Cinm soaseriri i
i » Videa Poreal
forintectitn ot o P

el Robvork

Fiakly IS0

EE e

2!
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Remote Monitoring & Infection Solutions

Example: Missing XPI (Firefox only, all platforms}

This module will prorpt the Target to Install additional plug-ins
in order to be able to view the website.

Youlfilo

Sttt

1] £
! Veihpire Mrulsth, gefaiilgh
3 IR

My

Theinformation contained hereinisconfidential
and subject to change without notice. Gamma
Group International shall not be liable for
technical or editorial errors or omissions
contained herein.

GANVIMAGROURP

FINFLY WEB

GAMMA INTERNATIONAL
United Kingdom

Tel: +44-1264-332411
Fax: <44 - 1264 - 332 422

info@gammagicup.com




fl

H

Remote Monitering & Infection Solutions

g

n many real-life operations, physical access to in-country
Target Systems cannot he achleved and covert remote
installation of a Remote Monltoring Solutlon Is regulred
1o bhe able to monitor the Target from within the
Heatlquarters.

FinFly ISP Is a strategic, countrywide, as well as a tactical
{moblle) solution that can be integrated Into an ISP's
Access andfor Core Network to remotely Install the
Remate Monitoring Solution on selected Target Systems,

FinFly ISP appliances are based on carrier grade server
technolegy, providing the maximum reliability and
scalabillty 1o meet almost every challenge related to
network topologles. A wide-range of Network Interfaces —
afl secured with bypass functions - are avallable for the
required active network connectivity.

Several passive and active methods of Targat identification -
from online monitoring via passive tapping to interactive
communications between Finfly ISP and 1the AAA-Servers
- ensure that the Targets ara identified and their appropriate
traffic is provided for the infection process, i

FinFly ISP 1s able to infect Files that are downloaded by
the Target on-the-fly or Infect the Target by sending
fake Software Updates for popular Software. The new
release now Integrates Gamma's powerful remote Infec-
tion applicatlon FinFly Web to infect Targets an-the-fly by
Just visiting any website.

Faature Qvervlaw

- Can be installed |nside the Internet Service Provider Network

» Handles all common Protocols
+ Selected Targets by IP address or Radlus Logon Name

- Hides Remote Monitoring Solution in Downloads by Targats

» Inlects Remote Monitoring Solutlon as Software Updates

FINFLY ISP

QUICK INFORMATION
Usaﬁ:—u“—l - Strategic Opera_tl_on;"m“” . _|

Capabm —Depluys Remote Monito
Solution on Target System
through ISP Networl Network

@tent I Lliirdware/Software a {

Usage Example: Intelligenca Agency

FinFy ISP was deployed in the maln Internet Service Provider
networks of the country and was actively used to remately
deploy a Remote Monitoring Solution on Target Systems. As
the Targets have Dynamic-IP DSL Accounts, they are identi-
fled with their Radlus Logon Naime,

+ Remotely installs Remote Monitoring Solution through Websites visitad by the Target

For a full faature list plaese refar to the Product Specifications,

WWW.SAMMAGRDUP.COM

FINFISHER™

Py IRNTTRLISTTN
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Remote Monitoring & Infection Solutions

Different Location Possibilities

+ FinFly 18P can be used as a tactical or
strategic solution within ISP networks

FINFLY ISP

TR U Gty i, B0y T

e
TR -

ISP Nebtwork

)

A tactical solution 1s moblle and the hardware Is dedicated
to the Infection tasks Inslde the access network close 16 the
targets’ access points, it can be deployed on a short-term
basis to meet tactical requirements focused on elther 3 spe-
cific target or a small number of targets in an orea,

an

A strategic solution would be a permanent ISP/countiywide
Installation of FinFly ISP to select and Infect any target fram
the remote headquarters without the naed for the LEA to
be on location,

Of course, [t & possible to comblne tactical and strategic
solutions to reach a maximum of flexibility for the infection
operations,

T —
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FINFLY ISP

Network Setup

Strategic Deployment

Syl

Kinly 18P
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Product Components

FinFly ISP Strateglg

A strategle deployment of FinFly ISP consists at least of the

following:

' Mahagement Systemn at the LEMF

* Target 1dentlfication Probe Server(s) at the AAA-System
of the network

- Infection Proxy Server(s) at, for example, the Internet
Gateway(s)

4 Y
FinFly ISP Servers FinFly 1sp
\Workstation HP Z-Serles
HP ProLiant DL-Series G7
Business WS

FirtFly ISP Tactical

A tactical FinFly ISP System consists of the following:
- Target Identification & Infectlon Proxy Server Portable
* Management Syster Notebook

r ™y

.

EinFly ISP Tactical
Portable Mgmt.
Atlas A9 17" Portable

FinFly ISP Tactical
lencvo Thinkpadté:
T-Setlas

The technical data fspacifications are subject to change without notice,

Theinformationcontainedhereinisconfidential
and subject to change without notice. Gamma
Group International shall not be liable for
technical or editorial errors or omissions
cantained herein,

FINFLY ISP
Throughput: > 20 Gbps
Max. no, of NiCs:  2-8 NICs
Interfaces; 1 GE Copper { Fibet
10GFE Copper / Fiber
SONET /SPH ©C-3 /192
5TM-1 /-84
ATM AALB
Processars: 1%~ 8% Intel XEON
Core} 2 - 8 Cores / Processor
RAM: 12G8 -17TB
HDD Capaclity: 3% 146GB - 4,878 SAS
Features: HP IO 3

Redundant Power
Redundant Fans
Bypass Switch Functlon (If applicable)

Oparating System;

Linux GNU (Debian 5.0) hardened

Thraughput: 5 Ghps

Max. no. of NICs: 3 NICs

Interfaces: 1GE Copper / Fiber
SONET/SDHOC-3 /12
STM-1 /-4
ATM AALS

Procassors; 2 % Intel Core {7

Core: 6 Cores / Processor

RAM: 12GB

HDD Capacity: 2% 1TR SATA

Optical Drive: DVD+/-RW SATA

Manitor: 1% 17" TFT

Featuras: Bypass Switch Function for NICs

Operating System;

Linux GNU (Debian 5.0) hardened

GCANMMAGROURP

GAMMA INTERNATIONAL
United Kingdom

Tel: +44 <1264 -332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com
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FinSupport

The FinSupport sustains upgrades and updates of the Fin-
Fisher™ product ling in combinatlon with an annual support
contract,

The FlnFisher™ Support Webpage and Support Team pro-
vide the following services to our clients:
H

- Online access to; d

+ Latest User Manual

+ bLatest Product Specifications

+ Latest Product Training Slides

« Bug Reporting Frontend

+ Feature Request Frontend

+ Regular Software Updates;
+ Bugfixes
« New Features
+ New Major Verslons

- Technical Support via Skype:
- Bugfixing
- Partial Operational Support

FINSUPPORT

FinLifelineSupport

The iFnlifellneSupport provides professional back-office
support for trouhle resolution and technical queries. It also
provides hack-office support remately, for FinFisher™ Sy
bug fixes and Hardware replacements under warranty. Fus-
thermore, with FinLifelineSupport the client automatically
recelves new features and functionalitles with the standard
retease of bug fixes.

Bug Fixes

Finsuppert is a product driven support organization where-
by a highly skifled after-safes support manager receives re-
lated queries fry emal o telephone. The after sales support
manager s based in Germany and his hours of operation
are 09:00 - 17:00 Central European Time {CET).

with the FintifelineSupport, support is avallable from
02:00-17:00 CET. If & request for support is looged outside
of standard office hours It will be addressed Immediately an
the next working day,

When the customer reports an Incldent, we fog an Incident
Report (IR) and dacument the priority of the Incident, With-
in a specified period, corrective actions wiil follow hased
on the assigned priority. The FinFisher™ team then has the
responsibility of coordinating the [nvestigation and reselu-
tlon of the IR, as well as communicating the status and new
information to tha IR originator.

For ﬁlgh priority Issues, we ensure that the system continues
to work smoothly by guickly delivering workaround solu-
tions and tested bug fixes, When the FinFlsher™ team dellv-
ers @ workaround, in parallel it also escalates the Problem
Report {PR) 10 the Rasearch and Development (R&D) depart-
ment 1o ensure a quick resolution, These professlonal sup-
port measures ensure that the software meets the highest
expectations.

FINFISHER™

u WWW.CAMMAGROUR,. COM I NSO
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FINSUPPORT

The following flow chanl provides an lllustration of the typi-
cal operatienal procedure and areas of responsibility (Note:
in this flow chart, ‘customer' represents the orlginator of
the IR}

Prooass ; Responsibility
"

3

Cusiomer

Problem
Logging/Reporting

First Response

Temporary
Workround

Correction [
Proposal | o

¥
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Remote Monitoring & Infection Solutions

FINSUPPORT

The following table provides the normal customer Incident handling procedure:

Info for Incident reporting.

In cases of a {suspected) hardware/software defect, recaive
Incident Report (IR} as per the defined communication meth-
ods,

IR should Include;

- contract id

« Customer’s name

- affected systemy technology

- description of defect

- priatity (sea definition below)

- avallable etror symptoms é-x

Customer cooperates by providing further error symptoms,
LIDoON reguest

Within che working day, customer receives the ticket num-n
ber to conflrm recelpt and tracks the IR, and also the Initial
analysis results

| request

FInLIfeiineSuppE:rt supports collecting error symptoms, upon

FInLifeIinégﬂbport proyides correction propnowsj’;il on R with
planned correctlve measures & response time, after incident
analysls

Customer Implements dellvered hardware/ software
modiflcation. Customer confirms successful correction.

{i)  Hardware charged separately if not under warranty,

FinLifellne§ uppo?tprcvidés issue of hard- or sbl;{v;rére modifi
caiion, if reported incident requires correction

'%?anng}HeEprart halps with impleméﬁiﬁg hardwarell soft-
ware modiflcation
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Definitions of query and fault priority

FINSUPPORT

FinLifefineSupport processes the incoming querles and problem reports according to thalr urgency. Two factors rate the urgency

of an Incident, and boih are included In each IR;

+ "Priority’ based solely on the technlical scope of the error

+ 'Customer Severity’ Is a more objective factor and based on the rasultant customer impact

The following ‘Priority” table provides an overview of the corresponding technical scape:

critical issue: crucia aspect of system not | The roxy Is down and no cmmunlcatlon 1o the FinSpy
waorking Target can be established,
2 major Issue with no workaround An Antlvirus update detects an already installed RMS which
requires an Immedlate update In order 1o stay operational
) withln the infacted system, L o
3 major issue with workaround FinSpy Target functlonality doesn’t operate properly but can |
| be fixed with a workaround solution. -
4 minor issue with little impact on system Wrong lcon shown for a downloaded flle

Response Times

In 90 percent of all incidents, we will keep our response
times as depicted in the table below,

"Working day(s)’ = as defined In the German calendar, and
thus, excludes holidays obsarved in Germany.

Thare are three phases In our respanse times;

* Initlal Response

- Correttive Action Feedback

- Probiem Reselution (or Priority De-Escalation)

The time for the ‘Initlal Response’ is from the moment we
log an incident to the actual confirmatlon response sent to
the customer acknowledging recelpt of the Incldent,

The 'Initlal Response’ may also ask for more detalled Infor-
matlon of, In less complex cases, may immed|ately solve the
problem,
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sk

FINSUPPORT

2 worklng dy(s)
Please note: Depending on the problem and (
research required It may take lenger to re-

Flease note: Depending on the problem and
research requlred [t may take longer to re-

Please note! Repending on the problem and
research required it may take longer to re-

next software update

Pric 1 - cr]tlcal Issue Same working day 1 ertng day(s}
solve the Issue,
wf:rTc“J 2 - major issue without | Same working da; -------- 2 workinaday(s) u 5— warlzlng—aa;(s)
workaround
solve the issue.
Prio 3 - major issue with Same working d;}r 3 worki—r—zc:ﬁ day(s) 14 worklng day(s)
workaround
solve the Issue,
Prlo 4 - minor issue Same v;ori?ﬁq day 7 working days)
Software Upgrades

The FinLifelineSupport includes regular Software upgrades
and guarantees automatlc upgrades to the exlsting system
with Software patches provided via the update system,

These upgrades Include new features, new enhancements
and new functionality as per the cllent’s roadmap (excluding
hardware).




IT Intrusion Training Program

WWwW.GAMMAGROUDOP.COM

FINTRAINING

The IT Intrusten Training Program includes courses on both,
products supplied as well as practizal IT Intruslon methods
and techniques, This program transfers years of knowledge
and experience 1o end-users, thus maxlmizing thelr capabili-
tles In thls fleld,

FINFISHER™

EPOINTER LSRN



no

IT Intrusion Training Program

v,

Security awareness is essential for any government
to maintain IT securjty and successfully prevent threats
agalnst IT infrastructire, which may resuft in a loss of
confidentlality, data integrity and availabllity.

On the other hand, topics like CyberWWar, Adtive Inter-
ception and Intelligence-Gathering through IT intrusion
have hecome more important on a dally basls and require
Governments to bulld IT Intrusion teams 1o face these
new challenges.

FinTraining courses are given by world-class 1T Intrusion
experts and are held In fully practical scenarios that
focus on real-life operations as required by the end-user In
order to solve their daily challenges.

Gamma combines the Individual raining courses into a
professional training and consulting program that
bullds up or enhances the capabilitles of an IT Intruslen
team. The Tralning courses are fully sustomized according
1o the end-user's operational challenges and requirements,
In order to ensura full usabiliy of the transferred know-
how, operational in-country support is provided during
the program.

Sample Course Subjects

» Profiling of Target Websltes and Persons

+ Tracing anonymous Emails

' Remote access to Webimall Accounts :

+ Security Assessment of Web-Servers & Web-Sgrvices
- Practical Software Exploitation

- Wiveless IT Intruslon (WLAN/802,11 and Bluatooth)
- Attacks on critical Infrastructures

« Sniffing Data and User Credentlals of Networks

* Monitoring Hot-Spots, Internet Cafés and Hotel
Networks

« Intercepting and Recording Calls (VoIP and DECT)
+ Cracking Password Hashes

WWW.GAMMAGROUP.COM

FINTRAINING

QUICK INFORMATION
{ Usage: BFEE&EE&??E&?J“——_—]

Capabilities: - 1T Intrusion Know intrusion Know-How
yberWar Capab es
= — - ———

Consuitancy Program

' FuiI}IT Intrusion Training and Consulting Program

* Structured bulid-up and Training of IT iIntrusion Team
« Full Assassment of Team Members

- Prattical Trainng Sessions focus on Real-Lifa Operations
- In-Country Operational Consuiting

For a full feature llst pleasn rafer ta the Preduct Speclfications,

FINFISHER"™

T OINTREISITN
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GANMNMAGROUP

GAMMA INTERNATIONAL
United Kingdom

Tel: +44-1264- 332 411
Fax: +44 - 1264 - 332 422

info@gammagreup.com
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From Baloain with Love;

FinFisher’s Spy Kit Exposed?

INTRODUCTION
Click here to read the Bloomberg News article,

The FinFisher Suite is described by itg distributors, Gamma International UK Ltd., as “Governmental IT
Intrusion and Remote Monitoring Soluttons.” ' The toolset first gained notoriety aftor it was revealed that the
Egyptian Government’s state security apparatus had been involved in negotiations with Gamma International
UK Litd, over the purchase of the softwate, Promotional materials have been leaked that describe the fools as
providing a wide range of intrusion and monitoring capabilities,” Despite this, however, the toolset itself has
not been publicly analyzed.

This post contains analysis of several pieces of malware obtained by Vernon Silver of Bloomberg News that
were sent to Bahraini pro-democracy activists in April and May of this year, The purpose of this work is
identification and classification of the malwate to better understand the actors behind the attacks and the risk
to victims. In order to accomplish this, we undertook several different approaches during the investigation,

As well as directly examining the samples through static and dynamic analysis, we infected a virtual machine
(VM) with the malware. We monitored the filesystem, network, and running operating system of the infected
VM,

This analysis suggests the nse of “Finspy”, part of the commercial intrusion kit, Finfisher, distributed by
Gamma International,

DELIVERY

This section describes how the malware was delivered to potentlal victims using e-mails with malicious
attachments.
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In early May, we were alerted that Bahraini activists were targeted with apparently malicious e-mails, The
emails ostensibly pertained to the ongoing turmoil in Bahrain, and encouraged recipients to open a series of
suspicions attachments, The screenshot below is indicative of typical message content;

werer FOONDIGRG MESSIND move

Fram Moftaga Choh SInelins, gilaeeradn
To!

Sonts Tuewday, & May 2012, &:62
Bubject: Todurg aports o Mabesl Rajub

Acting president Zainab Al Khawaja for Humen Rights Sahain reponts of wrture oin Mr. Nabeel Rajeb aller
his recent avesi,

PMense cheek the avtached detailed report along with torture images,

The attachments to the e-mails we have been able (o analyze were typlically .rar files, which we found to
contain malware, Note that the apparent sender has an e-mail address that indicates that it was being sent by
“Metlissa Chan,” who is a real correspondent for Aljazeera English. We suspect that the e-mail address is not
her real address.” The following samples were examined:

3247831bc33ec1 17197 1ccaTTet7cealTee229a74edd6e2b3bd0effdSed 1 Odec rar,
c5b39d98c85b2118aclbedd9110b6510ea255411¢f19¢726545¢1d0a23035914
_gpj-ArrestedXSuspects,rar
c5b37bb3620d4e7635¢261e5810d628fc50e4ab06b843d78105a12¢ibbead0d7
KingXhamadXonXofficial XvisitXtoX rar
80tb86e265d44fthabacd4217b26¢973944d2aceBaB268c094¢3527b83169b3cc
MeetingXAgenda,rar
1846301e7f190ee3bb2d3821971cc2456617edc2060b07729415¢45633a5a751 Rajab,rar

These contained exocutables masquerading as picture files or documenis;
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49000fc53412bfdal 57417623354 10cf69ac26566b08 1 8a3be7eff589669d040 dialoge.exe
cc3b65a0£559fase6bi4e60eef3bfTe8d568a93dbbR50178bdd3560£38218b5¢ exe. Rajabl jpg
39b325bd19e0febe3 edfca355c2afddfe] 9edd14ebda7asfc96491fc66e0faba exe.imagel.jpg

e48bfeab2acal 741e6da62{8b8£c9e39078db574881691ad64effe7972226632 exe.Rajab.jpg
2ec6814edbadOcb03dboe24 [aabdo5e5966 1f6580bd870bdb50a39f1748b1d 14 Suspects.jpg

exe.Arrested

£29052dc6ee8257ec6c74618b617 5abdGeb4400412¢99£34763ff6e20babB64 News about the existence of a
new dialogue between AlWefaq & Govt..doe

+

The emails generally suggested that the attachments contained political content of interest to pro-democracy
activists and dissidents, In order to disguise the nature of the attachments a malicious usage of the
“righttoleftoverride” (RLO) character was employed, The RLO character (U+202e in unicode) controls the
positioning of characters in text containing characters flowing from right to left, such 83 Arabic or Hebrew.
The malware appears on a victim’s desktop as “exe.Rajabl jpg” (for example), along with the default
Windows icon for a picture file without thumbnail. But, when the TUTF-8 based filename is displayed in
ANS]J, the name is displayed as “gpj.1bajaR.exe”. Believing that they are opening a harmless “ jpg”, vietims
are instead tricked into running an executable “.exe” file,!

exe.Rajabl,jpg exe.Rajabjpg

Upon execution these files install a multi-featured trojan on the victim's computer. This malware provides the
attacker with clandesting remote access to the victim’s machine as well as comprehensive data harvesting and
exfiltration capabilities,

INSTALLATION

e
Thix section describes how the malware infects the target machine,
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The malware displays a picture as expected. This differs from sample to sample, The sample “Arrested
Suspects.jpg” (“gpj.steepsuS detserrA.exe”) displays:

Hussain_ Jalal Abbas Mohsen  Junia, Abbas A Abbas

It additionally creates a directory (which appears to vary from sample to sample);

C:\Documents and Setiings\X PMUser\Local Settings\Temp\TMP5 B 7AFEF

It copies itself there (in this case the malware appears as “Arrested Suspects.jpg”) where it is renamed:

C:\Documents and Settings\XPMUser\Local Settings\Temp\TMP51B7AFEF\Arrested Suspeocts,jpg” =>
C:\Documents and Settings\XPMUSser\Local Settings\Temp\TMP51B7AFEF\tmpD tmp

Then it drops the following files:

CADOCUME~ VWA USERY\LOCATLS~1\Temp\delete.bat
CADOCUME~1I\WUSERY\LOCALS~1\Temp\driverw.sys

Tt creates the folder (the name of which varies from host to host):

101
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C:\Documents and Settings\%USER%\Application Data\Microsoft\Installer\ { SDA45CC9-D840-47CC-9F86-
FD2E9ATI8A41}

This process is observable on the filesystem timeline of the infected host:

Ihu Jui 14 7912 10:53:59 33825 R b rACRRAG €
b drdiw i B

Tt Jun 1 2012 M5y

Thu Jun 14 7017 11:51:02

Thi Jun 14 2042 11:50:03
Thy Jen L4 2012 A1:3000

Tty Jun 34 2002 11351169 cl
and SeLings/Rillser fhppd leation bats/ oit
4 SeltisasdARN e apptleation batay of L/ Installer
ings/XEdsery Apptitation nata/] att/1nsialler/(SAMDZLID-1020-4401- 2895 3TI4TFF27201)
ot1inae/XPHlsersLacal Setiinns/Terp/deivent. sy5

coopCcERYCOBC OO

“driverw.sys” is loaded and then “delete,bat” is run which deletes the original payload and itself, It then
infects existing operating system processes, connects to the command and control server, and begins data
harvesting and exfiltration,

Tixamining the memory image of a machine infected with the malware shows that a technique for infecting
processes known as “process hollowing” is used. For example, the metnory segment below from the
“winlogon.exe™ process is marked as exccutable and writeable:

Process: winlogon,.exe Pid: 424 Address: 0x1afpooe
Vad Tag: VadS Protection: PAGE EXECUTE READWRITE
Flags: CommitCharge: 19, MemCommit: 1, PrivateMemory: 1, Profection: 6

Ox@1a¥0800 4d 50 90 00 03 00 00 o0 @4 00 00 B0 ff ff DO 60 MNZ....

0x0lafo0ole bs Q0 6@ 00 00 00 00 0O 40 Q) DO 6O 05 0O BB €0 ......
0x01af0820 €O 69 00 00 YO AU 00 00 40 00 OO 60 66 00 QO 8D  ......
Ox01aT0R30 €0 40 09 G €0 00 00 80 €0 08 DO 88 fB 00 DO 40 ..,..,.

Here the malware sfarts a new instance of a legitimate process such as “winlogon.exe™ and before the
process’s first thread begins, the malware de-allocates the memory containing the legitimate code and injects
malicious code in its place, Dumping and examining this memory segment reveals the following strings in the
infected process:
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Note the string:
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IGNU MP: Cannot a|
|tlocate momory (|
}size=%u)....GNU |
|MP: Cannot reall|
locate memory (o]
|4 size=%u new si]

bzo=tng) coyizlsvn |
fbranchesy v
TE IR AN DY AR
fonlibsslibgmpymp|
jn-tdiv gr.c.c ==

y\svn_branches\finspyv4,01\finspyv2\sreMlibs\libgmp\mpn-idiv_qr.c

This file seems to correspond fo a file in the GNU Multi-Precision arithmetic library;

http//emplib.org:8000/emp/file/b5cal 62121 98/mpn/eeneric/idiv _qr.c

The process “svchost.exe” was also found to be infected in a similar manner;

4

§
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Processt svchost.exe Pidi 760 Address: Oxbd00oe
IVad Tap: VadS Protection: PAGE_EXECUTE_READWRITE

flags: ComnitCharge:

6x00bd0GR0
0x0Ghdo0In
DxO0LA00R0
eXO0Lo0030 ¢ 68 11
Gxbd0020 Gbff
Dxbd0002 55
fxbdpRD3 Shec
Bxbdo0es G840471173
Oxbdd00a ¢3
DxbddnGgh bt
Oxbd000d S5
Oxbabppe Sbec
0xbdO010 GBcOGRIZTZ
9xbddp1s 3
OxbdB0le 8bif
BxhdBO13 55
oxbanly Hhec
0xbd0blb 68ac8ebd74a
Oxbdaoze ¢3
Bxbddozl Buff
@xbdBpz3 55
axbdbo24 Blhee
Oxhd0n26 £63¢2¢0b526
Oxbusoozb ¢3
BLTf
55
b Bhieq
EOTFC2D576
c3
0xbdBp3? Ebff
0xbdl039 55
ghec
c 68
3d
& ¢3
bs

d18e%edd
2180900
018e9ef0
G18e8T00
g18=8f10
Q1809126
81829130
81809140
G1829150

8b if 5%
68 ¢O 6B
<3 8b TF

1, MemCommits 1, PrivateMemory: 1, Protection: 6

Bbh e¢c 68 40 47 f1 73 ¢3 8b ff 55 8b cc
3 73 ¢3 8b 1 55 8b ¢ 6B ae 8¢ by 76
55 Bt ec 68 e2 ¢O b5 76 ¢3 8b ff 55 @b
€2 b5 76 ¢3 8h 11 55 Bb ec 63 3d ¢3 DS

MoV EDI. EDI

PUSH EBP

MOV EBR. ESP

PUSH DYORD Dx73f14740
RET

Mov EOT, £DI

PUSH EBP

HoYy EGR, E5P

PUSH DHORD Ox73f368c0G
RET

KOV EBE, EDIX

PUSH £6P

MOV FOP, ESP

PUSY DWORD Ox76bddeas
RET

MOV EDE, EDI

PUSH EBP

MOV EGF, ESP

PUSH DWORD 02768002
REY

MOV EDT, EDX

PUSH EBP

HaY EBP, ESP

PUSH OYWORD Ax76L5¢2ff
REY

MOV EDI. EPI

PUSH EGP

Moy CBP, ESP

0B Gx68

DB Gr3d

REY

DB Gxb%

Sl E A S A R i
oo D RS

[ ]
D o

£3

61
30
74
33
77
74
o
40

{..f...B.vB5.0, .}
y:\lsvn brani

c\tal

getihootkit w32]

driversobjfre w2

[k x86%1386\bootk]
|it_«32driver, pdb]

This path appears to reference the functionality that the malwate uses to modify the boot sequence to enable

persistence:

o
s
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y\lsvn_branches\fingpyv4 01\ finspyv2istchtargetibootkit_x32driver\objfre_w2k_x86\i386\bootkit x32driver.p
db

A pre-infection vs post-infection comparison of the infected VM shows that the Master Boot Record (MBR)
was modified by code injected by the malware,

The strings found in memory “finspyv4.01” and “finspyv2” are particularly interesting, The FinSpy tool is
part of the RinFisher intrusion and monitoring toolkit.’

OBFUSCATION AND EVASION

é -
This section describes how the malware is designed to resist analysis and evade identification,

The malware employs a myriad of techniques designed to evade detection and frustrate analysis. While
investigation into this area is far from complete, we discuss several discovered methods as examples of the
lengths taken by the developers to avoid identification.

A virtualised packer is used. This type of obfuscation is used by those that have “strong motives to prevent
their malware from being analyzed”

This converts the native x86 instructions of the malware into another custom language chosen from one of 11
code templates. At run-time, this is interpreted by an cbfuscated interpreter customized for that particular
language. This virtualised packer was not recognised and appears to be bespoke.

Several anti-debugging techniques are nsed, This section of code crashes the popular debugger, OllyDbg,

1ext;00401683 finit
Lext:00401686 fld ds:tbyte 40168E
+tex(:0040168C jmp short locret 401698

| texi:0040168E tbyte 40168E dt 9.2233720368547758075¢18

£ext:00401698 locret_401698:
Lext:00401698 retn
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This float value causes OllyDbg to crash when trying to display its value, A more detailed explanation of this
can be found here,

To defeat DbgBreakPoint based debuggers, the malware finds the address of DbgBreakPoint, makes the page
EXBCUTE_READWRITE and writes a NOP on the entry point of DbgBreakPoint,

The malware checks via PEB to detect whether or not it is being debugged, and if it is it returns a random
address.

The malware calls ZwSetInformationThread with ThreadInformationClass set to 0x 11, which causes the
thread to be detached from the debugger.

The malware calls ZwQueryInformationProcess with ThreadInformationClass set to 0x(ProcessDebugPort)
and Oxle (ProcessDebugObjectHandle) to detect the presence of a debugger. If a debugger is detected it jumps
to a random address. ZwQueryInformationProcess ig also called to check the DEP status on the current
process, and it disables it if it’s found to he enabled.

The matware deploys a granular solution for Antivirus sofiware, tailored to the AV present on the infected
machine. The malware calls ZwQuerySystemInformation to get ProcessInformation and ModuleInformation,
The malware then walks the list of processes and modules looking for installed AV software, Qur analysis
indicates that the malware appears to have’different code to Open/Create process and inject for each AV
solution, For some Anti-Virug software this even appears to be version dependent. The function
“LwQuerySystemInformation” is also hooked by the malware, a technique frequently used to allow ptocess
hiding:
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****v»#*****ﬂ*#**xt**i**#*%*#*a#***#***#**#*ﬁ****4*******4**3**#**?1%***
Hook mode: Usermode '

Hook type: InlinesTrompoline

Process: 628 {svchost.exe}

Victim module: ntdll.dll {(Ox7¢900000 - 8x7¢9b2000)

Function: ntdll.dilZuQuerySysteninformation at Ox7¢90d92e

Hook address: 0xfd34bs

Hooking module: <unknown»

Disassembly({0):
Qx7¢90d92¢ ¢9855b6c84
Gx7c98d933 batoa3ferf
Ox7¢20d938 ff12 CALL DWORD [EDX]
Ox7¢90d93a 21000 RET oxlo
Ax7c90093d 90 NOP

0x7¢90d93e bBacbOOOER MOV EAX, Dxae
0X7¢90d943 bha D8 Oxba
0x%7¢90d944 0003 ADD {EBX], AL

JMP 9xfd34bs
MOV EDX, ax7iTed300

MOV EDI, EDI

PUSH EBP

MOV EBP, ESP

PUSH ESI

PUSH DWORD {EBP+Ox1d)
MoV BSI, [EBP+Oxc)
PUSH DWORD -[ ERP+0x10]

oxfd3aabe fT7514
fxfd34cl 8h750¢
Oxfd34ca 7510
Oxfd3d4¢? 56 PUSH ESI
oxfd3dcs 7508 PUSH DWORD [EBP+Ox5]

ff DB oxff

15 DB Gx15

ac PUSHF

3 ad POPF
fd STD

DATA HARVESTING AND ENCRYPTION

This section describes how the malware collects and encrypls data fiom the infected machine,

Our anaiysis showed that the malware collects a wide range of data from an infected victim, The data is
stored logally in a hidden directory, and is disguised with encryption prior to exfiliration, On the reference

victim host, the directory was:

“C:\Windows\Installe’\{49FD463C-18F1-63C4-8F12-49F5 i g8F127}.”

We conducied forensic examination of the files created in this directory and identified a wide range of data
collecied. Files in this directory were found to be screenshots, keylogger data, audio from Skype calls,
passwords and mote. For the sake of bre¥ity we include a limited set of examples hete,

The malware attempis to locate the configuration and password store files for a variety browsers and chat

clients as seen below:;

Number 09 ~ July 2012
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Jrundll32,exe 3996 BuQueryOpen  Ci\Documents and SettingsixPMUser\Application Data SLICCESS
_Jrendlla2 sxe 896 BhGueryOpen CiDacuments and $ettngsikRviseriapplication DatalMazilalprofies NAME NOT FOUND
3996 [BhGuaryOpen Cripacumarts and $ettings\¥PMUserVipplication Datb\Thunderblrdiprofles PATHNOT FOUND

3996 [HhOueryOpen  Cilbocuments and Sebtings\PiUssriLocal Sattirgsiaps SUCCESS

o7 Querydpen . C:\Documents and SektinasFldUser application Data SUCCESS

rundii3z.exe 4024 &
Jrundi32,exe 4024
vundl32,exs

QueryOpen Cripocumenks and SettinasiAPMUser\Applicatlan Data\Trillanusers\global PATH NOT FOUND
hQueryOpen CHpacuments and Jektings\APMUserApplication DataiMozlla\Profiles MAME NOT FOLND
4 QuaryOpen Ci\Drcumants and Se;tmgs\HMUsar'quplkatlan Data),aaln NAME NOT FOLND
B CuoryOpen ChDoeumants and Settings|¥PMLssP Appleatien Dats) purpls KAME NOT FOUND
FhQueryOpen Ci\oocuments and SettingsikPMUseryppplication Dataiiirands NAME NOT FOLND
QueryOpen Cipacurments and SettingsiiEMUserLocal Sattings\applcation Data SUGCESS

T Queryopen CiiPocuments and Settings\ibMUseriAppizakicn DatalMySpaca\TMiusers it PATH NOT FOUND
£ QueryOpen Cripacuments and Sextingsi¥brUser\apalicstion Date\Digsbyidigsby. dat PATH NOT FOUND
S QuaryOpen C\Documents and SettingsikPMUser\aapkcation DataiMozllalFireFox\Profiles\y2od0pnf, defaultibistory st NAME NOT FOUND
Jrundisz.exn 4024 [5QueryOpen CtiDocuments and SettingsikPMuser\application Data\Wozfla\FireFoxiProflles\y29dapnf defaultiplaces,salts  SUCCESS

_jrundiaz.exe 4024 EhQueryOpen Ci\Dpcuments and Setbings\KPMUser\appiication Dataizlla\FirafoxiProfiles\y29dpnf defaultinsse kgl NAME NOT FOUND
L Jrundiid2 axe 9024 . QueryOpen CiDocurntnts and SettingstPiUser|Application Data\tozllatFireFox\Profilesty29dipnt, dafault\nssckhl ol NAME NOT FOUND
rundi3z exe 4024 BhQueryOpen Cilbocumarits and Sattingsi¥itUser|ppplication DatelMuzita\FirefoxiProfileslyz0dipnf.defauitislgnans.txt NAME NOT FOUING
Jrundll3z, exe 4024 BQueryOpen CilDocuments and SettingstXPMUseridpplication Data\Mazila\FirefoxiProfilastyz9ddpnf defaultisignons2.bxt  NAME NOT FOUND
Arundi32, exa 4024 [&QueryOpen Cilpocuments and SattingsikPMUserispplication Dats\Mazils\Firefax Profilestyz9ddpnf, dafaultisignons3.txt  NAME NOT FOUND
Jrund(i32.exe 4060 [ Queryopen Ciipocuments and SettingsiPMUser\Application Data SUCCESS

| gJrundiia2 exe 4060 [.Queryopen C\Dotuments and Sattingsi¥PrUser\Application DatsitoxilaiFirefox\Profles\yzd0pf defauitibistory.dat  NAME NOT EOUND
rundi3z.exe 4060 %Qum@pan Ciibocuments and Settngs|¥rMUzerApplication Dataitozlin\FirafoxiProfieslyz0d0pnf defaultiplaces,sqlte  SUCCESS

nmdiaz.exe

&

Arundiaz.exe 4060 $hQueryopen Ciipocuments and SettingstPMUser\applcation Data\MozilaiFIrefoxiProfiies\yzadopnf defauikinsschbi.dl WAME NOT FOUND
h rupdii3z.exo 050 [EhOusryOpon Cripocuments and Sattings\xPMiser|appleation DatalMozila'Flrefox\Profiles\y29daprf defaultinssckbi.di HAME NCT FOUND
Lnundidz.exe 4060 {ShQueryOpen Cr\Docuraents and Settings\¥PMUser|Application DatalMazila\FlrefoxiProflesiyzSdopnf,defaultisignans, sqlite  SLICCESS

L Jrundi3z.exe 060 [Fqueryopen CliDocuments and Sattings\XPMUseriApplication Data\Muzlln\Firefox Profles\yz9d0pnf default\signens.safite, ., NAME NOT FOLIND
Lalrundlisz. pxe 4060 Ei-czueryo;:an CriDocuments and Settngs\¥PMUsar | aaplication Datalozll=\#trafox\Proflasty=adopnf dofaultsignons, sqlke. . NAME NOT FOURD
Jrundlizz.exe CHDocuments and Sattngs\NrMUsar| Application Data\Mealla\FirefoxiProfiesiyz3dOpnF.defaultisignons.sqka,, . NAME NOT FOUND
Jrundlizz.exe Ci\Documents and SettingsiXPMUsat| Application Dakal Mozl aiFirefox\Proftes\yzodopnf.defaultisianons, sqiite ., . NAME WOT FOUND
rundi3z.exe Ci\Documents and SettingsiRPMUsariLacal Sattngs\Apalication Data SUCCESS

Jrundli3z.exe Ci\Documents and Settingsiidllsar|Local Sattings\Apphcation DatalGaogle\ChromelUser DataiDafaultiWeh ., PATH NOT FOUND
|, Jrundlis2.exe CiiDacuments and SettingsixpMUiser|Lacal Settingsianplcation Dats\Googta\Chroms\User DataiDefaultiag.,  PATH NOT FOUND

L Arondlizz.exe CliDocumants and Sattings\sPMUser|Applieation Data SLCCESS
[ Jramdiaz,exe 4080 g QuaryOpen C:idocuments and SallingsiPMiseriapplication Dats\OperalOparalwand dat PATHNOT FOUND
| rundiz2.exe 4060 ﬂamrvopan Ct\Bocuments and SettingsiXPMseridnplication DatalOperalQpera7ipraflelwand dat PATH NOT FOUND
LJrundizz.exe 4008 {EhueryOpen  CADocuments and Settings\Kevilssr\Local Sattings\Application Data SUCCESS

We observed the creation of the file “t111800000000.dat” in the data harvesting directory, as shown in the
filegystem timeline below:

Thu Jun 14 2012 12:31:34 52719 mac. v/tr-xr-xr-x 0 0 26395-128-5 C:/WINDOWS/Installer/ {49FD463C-
18F1-63C4-8F12-49F518F127}/09¢493e2-059-4899-b661-c52£35 540644

Thu Jun 14 2012 12:32:18 285691 ...b rirrwxrwxrwx 0 0 26397-128-4 C:/WINDOW S/Installer/ {49FD463C-
18F1-63C4-8F12-49F518F127}/t111000000000,dat

Thu Jun 14 2012 12:55:12 285691 mace. t/rvwxrwxrwx 0 0 26397-128-4

C/WINDOWS/Ingtaller/ {49FDA463C-18F 1 -63C4-8F 1 2-49F518F 127} /t1 11000000000, dat

4096 ,.c. -frr-xr-xr-x 0 0 26447.128-4

e

The infocted process “winlogon.exe” was observed writing this file via Process:

| a-ﬁ}-?.'
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CAMIRIW IR balerl S UFTHESC 16F L-63C4 45 12-49F5 1UF 1271R 1 ) Jolinsigub.d at SDCLESS Dasred Aecxre: Genehic Vinta,
i SlendofFIvifwma\ionFla CIWRINDOWS Instalor\ [19FD163C: 19FL-83C4 BFI2 407516P 127)1) 1 1000000000 dat SUCCESS EndDIFlai 0
Miwinlagemaxa setalocationinformationtis  CIWINDOWS\Instaler\{49F0 1635 [8FL-63C1-8F12-40F 6 1BF1 271 ) § Lo0000G000,dak SUCCESS AtocatlonSiza; O
‘L wirkger.exe 420 IghwWitefila CIWINDOWSUrsbalor\{49FDH63C 1SFL-6ICa- 51 23R 168 122111 ) 1000000000, et SUCCESS Offset) 0, Lanathi 4,054

i winkogon.sxe 420 lshWikeFie CIWINDOWSnstaler\{1PFD463C- | 2F) 634871 24375 18F127111) Lo000DOO0D, 2t BUCCESS Cifsot: 4,098, Lengtht 4,096
{hiwinlogonoxe 420 EhWikerda CHWINDOW Sinstalark(HIFI4G3C: (EFT-GICH-8F1 Z-49FE 01 2T L Lod0000000, st FUTESS Qlfsets 0, 192, Lenqgthi 4,095
H winkogonente 420 HhWrkeFie CAWINDOWSiIrstalory{49P0462C-1 SF1 -43C4-0PE 2-99F5 107127} L 1 100DO0DID0, dat SUCCESS Offsats 12,289, Lengtht 4,098
jwinlogon.axe 420 [HWirerfe CAWINDOWE inst sleri{49FD465C 18P 16304 8F12+99F516P1271\11 Lo0 DODDEOE, et SUCCESS Oifsats 16,384, Langthi 4,096
{N winlogonexe 120 PhWrietils CININOOWS Ingkallor\ {49 FD 63 18P 1 -43C4-FL 2-49FE18F 1 2211 100000000, det SUGCCESS Gffsats 20,490, Longthi 4,098
§ winlogon.exe 420 [ghWrkerle CUWIMDOWS retaler\ (48R0 455C- L6F 1-63CA-BFLE-OFE 14F1 2711 | Lo00O0O000, dak SUCCESS Offveb1 24,576, Length) 4,095
FRwinlogon.oxs 420 [B.Wltetls CIVWINDOWS Inst alar\{49F D 453C=1BF 1-63C-BFL 2-49F5 18F127}k1 ] LoODODDDOG, ok SUCCESS Cfiset: 26,672, Lengths 4,095
I winlogon.oxe 420 [hwilteFie CINWINDOWSInstaler\ {ISFD 463C-1 BF 1-63C4-BF 1 2-45F5 1 8F1 27Hk 1 1 L o0 060000, ot SUCELESS Offsot1 32,780, Langkt 4,005
fvinlogon.are 420 [ghwrierle CIWINDOWS Inctallert{ASF 04630 L BF 16304 BFL2-49F5 1811271k | 1 Lo000000D0,dot BUGCESS Offsot1 96,684, Longtht 4,096
kY veiologon.ae 420 [ WiteFle CHWINDOV/ S Installart {49FD95C: L BF153C4-BRL 2 19FG1F127) ) | FoRODDOD0O. st SUCCESS OfFsett 40,960, Langthi 4,058
i villogomane 420 ghwieFie CIYWINDOWS st alerb{49FD163C- |8FL-6304 OFL249FS16F121AEL1 1 0000000, ot SUCCESS Gffsott 45,056, Largtht 4,006
i +winlogon. e 420 BlwrteFile CAWINDOWS Instalar\{45F0463C: |8FL-63C4-BF1 2-49FBIBF1 27)Ak] T Lo0d000000. dat SUCCESS Offsat 49,152, Lengtht 4,096
Jwiintogon.exe 420 1BWrkteFile CHAVINDOWSE et oteri(4F D163 -16F1-63C4-8F12-49F S16F 127 L 1 0DODOS0D0 dat SUCCESS Offsetl 53,248, Length; 4,094
[ winlagon.exe 420 [FhwiiteFis CHWINDOWS|Inst ater\ (4SFDA63C - 18¢1 - 63CH-GF| 249F518F 1271311 LoBEDODA0D,dat SUCCESS Oifsety 57,214, Length) 4,096
[Avinegon.oxe 920 EhWAlFils CHWINDOWS\INgt aler\{45FD63C- [9F L 63CH-8FL2-49FG10F1 271k1 1 LoGODODOTD,dat SUCCESS Qffsatt 61,4940, Lengtht 4,096
1 winogan.oxa 420 Shwniterie CIVWIND WS instaler {4DFR463C-| BRL-6304-8F 12-45F816F 1 2711k ] ] Lo0DooDann.dat SUCCESS Offset; 63,534, Lengthi 4,096

Examination of this file reveals that it is a screenshot of the desktop:
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Many other modules providing specific exfiltration capabilities were observed, Generally, the exfiltration
modules write files to disk using the following naming convention: XXYITTTTTTTT.dat. XX is a two-digit
hexadecimal module number, Y is a single-digit hexadecimal submodule number, and TTTTTTTT is a
hexadecimal tepresentation of a unix timestamp (less 1.3 billion) associated with the file creation time.
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ENCRYPTION

The malware uses encryption in an attempt to disguise harvested data in the .dat files intended for exfiltration,
Data written to the files is encrypted using AES-256-CBC (with no padding), The 32-byte key consists of 8
readings from memoty address 0x7ffe0014: a special address in Windows that contains the low-order-4-bytes
of the number of hundred-nanoseconds since 1 January 1601: The IV consists of 4 additional readings.

The AES key structure is highly pradictable, as the quantum for updating the system clock
(HKLMSYSTEM\CurrentControlSet\Services\W32Time\Config\LastClockRate) is set to 0x2625A
hundred-nanoseconds by default, and the clpck readings that comprise the key and IV are taken in a tight loop:

(%x406EA4; 8D45C0 LEA EAX,[EBP-0x40]

(0x406EA7: 50 PUSH EAX

0x406EA8: FF150C10AF01 CALL DWORD PTR [0x1AF100C)
0x406EAE: 8BADES MOV ECX,DWORD PTR [EBP-0x18]
0x406EB1: 8B45C0 MOV EAX,DWORD PTR. [EBP-0x40]
0x406EB4: 8345E804 ADD DWORD PTR [EBP-0x18],0x4
0x406EB8: 6A01 PUSH 0x1

Ox4G6EBA: §89040F MOV DWORD PTR [EDIHECX],EAX
0x406EBD: FF152810AF01 CALL DWORD PTR [0x1ATF1028]
0x406EC3: 817DE800010000 CMP DWORD PTR [EBP-0x18],0x100
0x406ECA: 72D8 JB 0x406EA4

0x406ECC: 80277F AND BYTE PTR [EDI],0x7F

The foliowing AES keys were among thosi*‘found to be used to encrypt records in .dat files, The first containg
tho same 4 bytes repeated, whereas in the second key, the difference between all consecutive 4-byte blocks
(with byte order swapped) is 0x2625A,

T031bdec 7031 bdec 7031 bdec 703 bdee 70 31 bd cc 70 31 bd cc 70 31
bd cc 70 31 bd cc
26 ¢9 23 60 80 4b 26 60 da ad 28 60 34 10 2b 60 8¢ 72 2d 60 e8 4 2f 60 42 37
32 60 9¢ 99 34 60

In all, 64 clock readings are taken. The readings are encrypted using an RSA public key found in memory
(whose modulus begins with A25A944E) and written to the .dat file before any other encrypted data. No

13
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padding is used in the encryption, yielding exactly 256 encrypted bytes. After the encrypted timestamp
values, the file containg a number of records encrypted with AES, delimited by BAE9ESFF.

In reality, these records are only partially encrypied: if the record’s length is not a multiple of 16 bytes (the
AES block size), then the remainder of the bytes are written to the file unencrypted, For example, afier typing
“FinSpy™ on the keyboard, the keylogger module produced the following (trailing plaintext highlighted):

. P roa i
Pesea s s B30 b P

The predictability of the AES encryption keys allowed us to decrypt and view these partially-encrypted
records in foll plaintext. The nature of the records depends on the particular module and submodule, For
example, submodule Y == § of the Skype exfiltration module (XX == 14), contains a csv representation of the
user’s contact list:

Record # 0 Length: 243 hytes:
6 /

@pyrD

@
b"Opb192.168.131.67JRevordingBiesy 0p-0800UTC DST. 1h2012-07-18 18:00:21.:p1970-01-01
00:16:00Abhwatch1 i

Record # 1 Length: 96 bytes:
"USERNAME,IF'ULLNAME,COUNTRY,AUTHORIZED,BLCCKED

Record # 2 Length: 50 bytes:

Zachol23,Echo / Sound Test Service,, YES,NO
Record # 3 Length: 95 bytes:
Abhwatch2,Bahrain Watch, United States, YES,NO

Submodule Y == 3 records file transfers. After a Skype file transfer concludes, the following file is created:
%USERPROFILEY\Local Settings\Temp\smtXX.tmp. This file appears to contain the sent / received file.




S
g

Number 0g — July 2012

As soon as smiXX.tmp is finished being written to disk, a file {1431 XXXXXXXX.dat) is written, roughly the
same size as smtXX.tmp, After sending a picture (of birdshot shotgun shell casings used by Bahrain’s police)
to an infected Skype client, the file 1431028D41FD.dat was observed heing written to disk, Decrypting it
revealed the following:

Record # 0 Length: 441 bytes:
i

@pyp |

@

ob Oph192,168.131.67Abhwatch 1 Bbhwatch2"CBahrain WatchlreceivedrC:\Documents and
Settings\XPMUser\My Documents\gameborev3.jpgiRecording 0p-0800UTC DST.1p2012-07-20
12:18:21.:p2012-07-20 12;18:21 by

Record # 1 Length: 78247 bytes:
[Note: Record #1 contained the contents of the ,jpg fils, preceded by hex A731010090051400, and followed
by hex 0AUAOAQA.]

Additionally, submodule Y = 1 records Skype chat messages, and submodule Y == 2 records audio from all
participants in a Skype call. The call recording functionality appears to be provided by hooking
DirectSoundCaptureCreate:

15
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SEEFTFREERBARALF AR LR K ARIEF L A ST R REREER AR AR E XA S F S A NAFMR R AR AR ATAR AL R TR &
Blook mode: Usermode
ook type: Inline/Trampoline
racess: 424 (winlogon.exe)
victim module: dsound.dll {@x73710000 - 6x73f6c000)
Function: dsound.dlliDirectSoundCreate at 0x73f1473b
Mook address: 0x2943bla
fHooking module: <unknown>

Bisassembly (0}«

ax73f1473b e0daf3a2se JMP 0x2943b15
0x73F14740 51 PUSH ECX

IX73F14741 EbDAO4GOTET3 MOV ECX, [0x73166004]
73114747 5365Fc0D AND DWORD [EBP-Ox4), Ox0
0%7371474b 56 PUSH ESI

ox73f1d74¢ 57 PUSH EDI

01x73F1474d ebodeffff CALL 0x73f11e0b
073114752 0B 9x83

MOV EDI, EDX

PUSH E8F

Moy EBP, Tsp

PUSH EST

g 1£7510 PUSH DWORD [EBP+0x1D)

8h750c MOV ESI, [ERPHAXC)
35 PUSH EBI
fi7503 PUSH DWORD [EBFM40X8)
1§15cd4ac0402 CALL DVWORD [9x294accd]
£5¢0 TEST EAX, EAX

B AAEA ARSI E R R LA AR AR AES VAN AARN MR EEALAARAARAARARAA R XA R RARERARRARAKAR AR AN R

COMMAND AND CONTROL

This section describes the communications behavior of the malware.

When we examined the malware samples we found that they connect to a server at IP address 77,69,140,194

- [} .1
VLB A5 SEE A TR 190, b Datalnt e by
T8 w30 patic i F B UL 1 banelom oo B
9518000 -3 SR TR S0 L Bl Dt B g
U b IR R bl B LT L T I R T e
TR0 <o R TR BRI T e babeben o b il
1202 20 BhR AT T A 40, 1 94 bbb, coive bt
LS o 9 T G, YA D B b, ez by

WHOIS data’ reveals that this address is owned by Batelco, the principal telecommunications company of

Bahrain:

[T e ——] .
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r
'

inetoum: 77.69.128.0 — 77.69.159,255  »#
neiname: ADSL

descr; Batelco ADSL service

country: bh

For a period of close to 10 minutes, traffic was observed between the infected victim and the command and
control host in Bahrain.

A summary of the traffic by port and conversation size:

163 Convargatlons - FIler p.agdil = 169,040,184

| >
0830336000  R9749

. 13 09,140,054 2 5 1 0 36580 MA
L192,160.121.85 1217 780400 53 & 1a6 3 146 9 0 D LAGA0000 BYTI6 NI N
1192,160,131,5% 1217 7169340194 53 ¥ W a e ° . 0 AT A0 BOYTES 16384 NIA

190,466.131.65 T84 1769040194 60 15 1767 8 WYy 1 494 101599621004 20481 407243 192061

197180330685 1400 Y1L69.040,194 GO 13 e 2 b y2] i ' 494 134,£95650000 20208 503953 1955.69
<182,168,03,65 114)  TL.0%.040,189 22 A 988 13 +387 12 bR 16100931000 23512 13746.78 3955.60

10916013065 10 YTE0.040.0 BO 2% ane 13 Agar 12 826 60540833000 27173 1201305 247,19
L JAL1G8.131,05 1207 THEQQ40 190 80 46 266 27 42 9 9% 106421301000 A2.0179 109404 Tig0
9216813168 1213 TTOOIAD94 4 A0 1379073 Ko 59063 Wi 2N 231429902000 193,7304 243888 BOO0G.1I
(70.03.040,194 4111 180GB.3ALE5 1209 N3A60  AVGHRRD D350 A0 Jate 4387669 AGY. 714476000 196,0G52 2025071 172729,08
! 4

The infected VM talks to the remote host on the following five TCP ports:

22
53
80
443
4111

Based on observation of an infected machine we were able to determine that the majority of data is exfiltrated
to the remote host via ports 443 and 4111,

192.168.131.65:1213 -> 77.69,140.194:443 1270075 bytes
192.168.131.65:4111 > 77.69.149.194:4111 4766223 bytes
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CONCLUSIONS ABOUT MALWARE IDENTIFICATION

Our analysis yields indicators about the identity of the malware we have analyzed: (1) debug strings found the
in memory of infected processes appear {6"identify the product and (2) the samples have similarities with
malware that communicates with domains belonging to Gamma International,

Debug Strings found in memory

As we previously noted, infected processes were found containing strings that include “finspyv4,01”
and “finspyv2™;

y\lsvn_branches\finspyv4. 01 inspyv2\srellibstlibgmpimpn-tdiv_gr.c
y:\lsyn_branches\finspyv4,01\finspyv2\sre\libs\libgmp\mpn-mul_fft.c
y:\lsvn_branches\finspyv4.01\finspyv2\sre\argetibootkit x32driver\obifre_w2k_x86\i386\bootkit x32
driver.pdb

Publicly available descriptions of the FinSpy tool collected by Privacy International among others and
posted on Wikileaks® make the a series of claims aboul functionality:

* Bypassing of 40 regularly t"é!’sted Antivirys Systems

*  Covert Communication with Headquarters

* Tull Skype Monitoring (Calls, Chats, File Transfers, Video, Contact List)

* Recording of common communication like Email, Chats and Voice-over-1P
* Live Surveillance through Webcam and Microphons

*  Couniry Tracing of Target

» Silent Extracting of Files from Hard-Disk

*  Process-based Key-logger for faster analysis

* Live Remote Forensics on Target System

*  Advanced Filters to record only important information

* Supports most commen Operating Systems (Windows, Mac OSX and Linux)

o
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Shared behavior with a sample that communicates with Gamma

The virtnal machine used by the packer has very special sequences in order to execute the virtualised
code, for example:

66 C7 7 9D 61 mov word pir [edi], 619Dh

C6 47 02 68 mov byte ptr [edi+2], 68h

89 57 03 mov [edi+3], edx

C7 47 07 68 00 00 00 mov dword ptr [edi+7], 68h
89 47 08 mov [edi+8], eax

C6 47 0C C3 mov byte ptr [edi+0Ch], 0C3h

Baged on this we created a signature from the Bahrani malware, which we shared with another security
researcher who identified a sample that shared similar virtualised obfuscation, That sample is:

md3: c488a8aacfdiS77efdf1b301611ec20
shal: Sea6ae50063da8354e8500402d06211643827346
sha256: 81531 ceSa248acad7eda76dd300£303dafes1hTad4¢953cadd7a%a27b5cdbedf

ko)

The sample connscts to the following domains:

tiger.gamma-international.de
fi-demo.blogdns.org

The domain tiger.gamma-international.de has the following Whois information®:
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Domain: gamina-international.de
Name: Martin Muench

Organisation: Gamma International GmbH
Address; Baietbrunner Str, 15
PostalCode: 81379

| City: Munich

CountryCode: DE

Phone: +49-89-2420918-0

Fax: +49-89-2420918-1

Email: info@gamma-international,de
Changed: 2011-04-04T11:24:20+02:00

Martin Muench is a representative of Gamma Internationsl, a company that sells *advanced technicat
surveillance and monitoring solutions”. One of the services they provide is FinFisher: I'T Intrusion,
including the FinSpy tool, This labelling indicates that the matching sample we were provided may be
a demo copy a FinFishet product per the domain ff-demo.blogdns.org,

We have linked a set of novel virfualised code obfuscation techniques in our Bahraini samaples to
another binary that communicates with Gamma International IP addresses, Taken alongside the
explicit use of the name “FinSpy” in debug strings found in infocted processes, we suspect that the
malware is the FinSpy remote intrusion tool, This evidence appears to be consistent with the theory
that the dissidents in Bahrain who received these e-mails were targeted with the FinSpy tool,
configured to exfilirate their harvested Infortnation to servets in Bahraini IP space, If this s not the
case, we invite Gamma International to explain.

RECOMMENDATIONS

The samples from email attachment(s have been shared with selected individuals within the security

community, and we strongly urge antivirns companies and security researchers to continue where we have left
off.

Be wary of opening unsolicited attachments received via emall, skype or any other communications
mechanism. If you believe that you are being targeted it pays to be especially cautious when downloading
files over the Internet, even from Jinks that are purportedly sent by friends.
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FOOTNOTES

! http://www.finfisher.com/

? http:/fowni.eu/201 1/12/1 S/finfisher-for-all-your-intrusive-surveillance-needs/#SpyFiles
3 hitp://blogs.aljazeera.com/profile/melissa-chan

* This technique was used in the recent Madi malware attacks.

5 http:/Awww. finfisher.com/

% Unpacking Virtualised Obfuscators by Rolf Rolles —
hitp://static,usenix.org/evenifwootd%iech/full papets/rolles.pdf

" hitp://whois,domaintools,com/77.69.140.194

¥ B.g, httpy//wikileaks.org/spyfiles/files/0/289 GAMMA-201110-FinSpy pdf

? htip//whois.domaintools.com/gamma-international.de
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The SmartPhone Who Loved Me:
FinFisher Goes Mobile?

by Morgan Marquis-Boire, Bill Marezak and Claudio Guarnieri

This post describes our work analyzing several samples which appear to be mobile
variants of the FinFisher Toolkit, and ongoing scanning we are performing that
has identified more apparent FinFisher command and control servers,

INTRODUCTION

Earlier this year, Bahraini Human Rights activists were targeted by an email campaign that delivered a
sophisticated Trojan, In From Bafiraln with Love: FinFisher’s Spy Kit Fxposed? we characterized the
malware, and suggested that it appeared to be FinSpy, part of the FinTisher commercial surveillance toolkit,
Vernon Silver concurrently reported our findings in Bloomberg, providing background on the attack and the
analysis, and highlighting links to FinFisher’s parent company, Gamma International,

Afier these initial reports, Rapid7, a Boston-based security company, produced a follow-up analysis that
identified apparent FinFisher Command and Control (C&C)servers on five continents, After the refease of the
Rapid7 report, Gamma International representatives spoke with Bloomberg and The New York Times’ Bits
Blog, and denied that the servers found in 10 countries were instances of their products.

Following these analyses, we were contacted by both the security and activist communities with potentially
intoresting samples. From these, we identified several apparent mobile Trojans for the i08, Android,
BlackBerry, Windows Mobile and Symbian platforms. Bused on our analysis, we found these tools to be
consistent in functionality with claims made in the documentation for the FinSpy Mobile product, a
component of the FinFisher toolkit, Several samplos appear to be either demo versions or “unpackaped”
versions ready to be customized, while others appear to be samples in active use,
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Promotional literature describes this product as providing:

¢ Recording of common communications like Voice Calls, SMS/MMS and Emails

» Live Surveillance through silent calls

* File Download (Contacts, Calendar, Pictures, Files)

» Country Tracing of Target (GPS and Cell ID)

¢ Full Recording of all BlackBerry Messenger communications

» Covert Communications with Headquarters

In addition to analysis of these samples, we are conducting an ongeing scan for FinFisher C&C servers, and
have identified potential servers in the following countries: Bahrain, Brunei, the Czech Republie, Ethiopia,
Indonesia, Mongolia, Singapore, the Netherlands, Turkmenistan, and the United Arab Emirates (UAE).

MOBILE TROJANS
i0S

It was developed for Arm7, built against iO8 SDK 5.1 on OSX 10.7,3 and it appears that it will 1un on iPhone
4, 45, iPad 1, 2, 3, and iPod touch 3, 4 on 108 4.0 and up,

The bundle is called “install_manager.app” and the contents of it are:

99621a73016£d00d98¢222a89900asef /data
1£73ebf8be52aa14d4d45461b3242728 ./ CodeSignature/CodeResources
9273880e5baaSac810f31218bd29bd3f /embedded . mobileprovision
2cbe06c89dc5a43ea0e0600ed496803¢ Jinstall_manager
23b7d7d024abb0f558420e098800b127 /Pkglnfo
11e4821d845f369b610c315924316d9 /Info.plist i
¢e75b3d4bic7b4b0dabad6deoc5 1582 /on lproj/InfoPlist.strings
3fa32da3b25862bal6af40be3451922 /ResourceRules.plist

Investigation of the Mach-0 binary ‘install manager’ reveals the text “FinSpy™:
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fiapchrsn ¥G 82 ¢ - 0g 2 [p...o... JUsers|
0BOEL7ID 2T 61 2 6f 6 ‘ ' | fadn/Codesdevela|

| pnent/ERERNv2/s |

| re£105/CoreTarge|
|t/ . /Users/adn/o|

|de/devetopment /E |
| inSpyV2/aresiD5/|
[Installer/instal
{1 manager/instal |
j1 manager/main,m|

Further references to “FinSpy” were identified in the binary:

/Users/adm/Code/development/FinSpyV2/src/iOS/CoreTarget/
/Users/adm/Code/development/FinSpyV2/sre/iO8/Installer/install_manager/install manager/main.m
/Users/adm/Code/development/FinSpyV2/s1¢/i0S/Installer/install manager/install manager/zip/icapi.c
/Users/adm/Code/development/FinSpyV2/sro/iOS/Installer/install_manager/install_managet/zip/unzip.c
{Users/adm/Code/development/FinSpyV2/src/i0S/Installer/install_manager/install_manager/zip/orypt.h
fUsers/adm/Code/development/FinSpyV2/sre/iOS/Installer/install_ manager/install meanager/zip/zip.c
{Users/adm/Code/development/FinSpyV2/sre/iO8/Installer/install_manager/install_manager/zip/
ZipArchive.mm

sters/admf‘C0deldcvelopment/FmSpyVZfstoh()S/Installerhnstaﬂ _manager/install_manager/../,./../CoreTarget/
CoreTarget/GIFileOps.mm

stars/admeode/dwelopment/FmSpyV27srcf10thlstallerfmstall manager/ingtall_manager/../.././CoreTarget/
CoreTarget/GIFileOps+Zip.m
/Users/adm/Code/development/FinSpyV2/sre/i08/Installer/install_manager/install_manager/, /../../CoreTarget/
CoreTarget/GIPath.mm

Additionally, it appears that a developer’s certificate belonging to Martin Muench, who is desctibed in The
New York Times as Managing Direclor of Gamma International GmblI and head of the FinFisher ptoduct
portiolio, is nsed;
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pa0eedd 0a € : E > |...Apple InC.1,9|
RoGReeln  2¢ ; . |#..0.. . #6pple Vol

) ' ; [rlgwide Developef

. 3 3 |r Relations)DOR,

o0eRe=40 : ; g § y Ge o |.U.. . ihpple Worl|
LABDeESE 58 G 20 4 b 3 b [dwide Developer
BOROeeGl 52 63 6 : : 7 g [Relations Certif|
DOeAARTD § 5 F Ge 20 3 5 ¢ Jication Authoritj
DeddecHd 79 38 le 17 ¢ 3z : 30 33 33 32 |y0... 120403103372
00602e9h 38 5: q 31 33 3 D 33 31 3B 33 3: ', b |92, .130403103320|
0060eeal S P ] a 3 i a L z c jZe..1.0. A,
DAdGeebd 2c 64 @1 € : : 74 3 1.d.. 9(H59n?r3)1
DOgbeecd 32 : T ] 3 € [1+@])..U..."iPhon|
DOBBeedd : 374 - i D |n letrabutlon
Dibleced ‘ i ] i

An ad-hoc distribution profile is present: “testapp’™

UUID: “B0A4FADT-E414-4F39-9DB3-5A845D5124BC”.
Will expire on 02.04,2013,
The profile matches the bundle ID (home.ins tall-manager).
The profile was signed by 3 cortificates, v
The profile may be used by one developer:
Developer Certificate “iPhone Distribution: Martin Muench”.
This certificate was used to sign the bundl?‘.

. &%},’1 f

i

The codo signature containg 3 certificates:

Ceriificate “Apple Root CA™;

Will expire on 09,02.2035,

Your keychain contains this root certificate.

Certificate “Apple Worldwide Developer Relations Certification Authority™:
Will expire on 14,02,2016.

Certificate “iPhone Distribution: Martin Muench”;

Will expire on (03,04.2013,

SHAL fingerprint; *IF921F276754ED844 1 D99FB0222A096 A0B6ESCES”,

The Application has been provisioned 1o run on the following devices, represenled here by their Unique
Device Identifiers (UDID):

]
T
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31b4f4%bc9007198b55dE555b107cbag41219a2],
73b94de27cb584 1 £387078c175238d6abacd4h2,
0bd47179108f7ad5462ed386be59520da8bfeeads,
3201841696154522e6a7bd86dcd0c7a9805¢ce7c0,
11432945¢c0b8407b72e293cbefacef48{900628,
5a3df0593f1b39b61e3c180f34b968242912 1b41,

b5bfa7db6a0781827241901d6b67b9%d4e5d5dced

‘.
W
2

The file is hidden wsing Spring Board options, and on execution. the sample writes out logind.app to

/System/Library/CoreServices. ‘logind’ exists on OSX but not normally on iOS,
It then installs: /System/Library/LaunchDaemons/com.apple.fogind plist

oFrn), veralon=nl.0v eneading="UIF-8%7%
<IDDCTYRE plist PURLIC “~/F/Applef/fDTD PLIST 1.0//ENT
Thrtp e/ fwaw capplew.cem/ D be / Fropertylignel. 0 deds
<plist werminnwslel, g
vdiats
SkwerDisnodade/ heyr
SERAneS >
<Reyrhababe) kv
<geringrhomne . logind</ seringy
<kayronlansnds/ ey
<faloes
<ley>Prograniroumanta<s ey
Larrayr
<atxingy/ Systen/ Idbrery/CoreServicoss logdnd app/ Logind< /st ingy
<stringr<f stringy
LT RAMERS R
< arrays
<keyrfrandaxdErraxiaehe/ Ray>
Savrings/dev/null</surings
fdlots '
sioliots

sy

This creates persistence on reboot. It launches the logind process, then deletes install_manager.app.

On reboot it runs early in the boot process with ID 47
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203 - 1:55 - HO P

modiarerverd

it mediaremoted

I mDNSReapomber

| roging

“ Ireatlond

fmagemt

f Gapdd

i1 Tsovonted

Al e vour applicatian kare,
Click hete for mare Inlosmation,

This then drops SyncData.app, This application is signed, and the provisioning stipulates:

“Reliance on this certificate by any party assumes scceptance of the then applicable
standard terms and conditions of use, cortificate policy and certification practice
statements,”

Further legal analysis would be necessary to determine whether the program violated the terms of use at the
time of its creation.
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This application appears to provide functionality for call logging:

/Users/adm/Code/development/FinSpyV2/erc/iQS/CoreTarget/CoreTarget
MobileLoggingDataTLV.m
_OBJC_METACLASS $ MobileLoggingDataTLV
_OBIC_CLASS_$_MobileLoggingDataTLV

Exfiltration of contacts; ’

/Users/adm/Code/development/FinSpyV2/src/I0S/CoreTarget/CoreTarget
/GlAddressBookModule,m
{Users/adm/Library/Developer/Xcode/DerivedData/CoreTarget-gqeiiloogeckafgx Ingyjozpbymr
/Build/Intermediates/CoreTarget. build/Release-iphoneos/SyncData, build/Objects-normal/armv?7
/GI1AddressBookModule,o

[ XXXVIHI_cl getAddresses:]

JUsers/adm/Code/development/FinSpyV2/sre/i08/CoreTarget/CoreTarget

/GIAddressBookModuleData.m

Target location enumeration:

@_OBIC_CLASS_$_CLlLocationManager

/U sersfadm!Code/development/Fm‘%pyVthhO S/CoreTarget/CoreTarget/GILocationManager.m
{Users/adm/Library/Doveloper/Xcode/DerfvedData/CoreTarget-gqeiiloogockafgx Ingviezpbymr
/Build/Intermediates/CoreTarget. build/Release-iphoneos/SyncData, build/Objects-normal/armyv7
/GlLocationManager.o

As well as arbitrary data exfiltration, SMS interception and more.

SyneData.app exfiltrates base64 encoded data about the device (including the IMEI, IMSI etc) to a remote
cellular number.




I

for which appears to be stored in base64 encoded form in “SyncData.app/84C.dat”.

Trampoline.app (' Trampoline.app has not boen examined).

.
Tt
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The ‘logind’ process attempts to talk to a remote command and control server, the configuration information

The _CodeSignature/CodeResources file supgests that install manager drops logind.app, SyncDatu.app and

org logind.ctp.archive/logind.app/logind
org.logind.cip.archive/SyncData.app/SyncData
org.logind.ctp.archive/trampoline app/trampoline
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2¢960343ac10£5d9ace680e456c083e4eceb 10817200aa1e849111a239¢7a682
0d798ca0b2d0eadbad251125973d8800ad3043e51ddec6d0d57b971a97d3af2d
722522d0d3ded0dc026b02ab953 56872915664 bc5587£d33bb4ad 8094beel537

The application appears to install itself as “Android Services™

Android Services
version 1.0

Bt = At { IR ety

Storage

Total 416KB
Application 412KB
Data. =~ ... . 4.00KB

Cache

Cache

Launch hy default

No defaults set.
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It requests the following permissions:
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android.permission, ACCESS_COARSE_LOCATION
android. permission, ACCESS_FINE_LOCATION
android.permission. INTERNET

android. pennission READ_PHONE_STATE
android, permzsswn ACCESS_NETWORK_STATE
android, perrmssmn READ_CONTACTS
android,permission READ SMS
android.permission.SEND_SMS

android.permission. RECEIVE_SMS
android,permission,. WRITE_SMS

android, permission RECEIVE MMS

android permission RECEIVE_BOOT COMPLETED
android. pemmsmon PROCESS_OUTGOING_CALLS
android.permission. ACCESS_NETWORK_STATE
android. permlssion ACCESS_WIFI_STATE

android, permlsmon WAKE_LOCK .
android.permission, CHANGE_WIFL STA_,;FE
android permission.MODIFY PHONE STATE
android. permlssmn BLUETOOTH
android.permission. RECEIVE_WAP_PUSH

The first 200 files in the apk are named “assets/Configurations/dummsX.dat”, where X is a number from 0-
199. The files are 0 bytes in length. The file header entries in the compressed file are normal, but the directory

header entries contain configuration information.

"The code in the my.api.Extractor.getConfiguration() method opens up the APK file and searches for directory
eniry headers (PK\x011x02) then copies 6 bytes from the entry starting at offset 36. These are the “internal file
attributes” and “external file attributes” fields, The code prabs these sequences until it hits a 0 value.This

creates a baseb4 encoded string,

The app decodes this string and stores it in a file named 84¢.dat (similar to the 108 sample discussed earlier),

10
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Here’s the output from one of the samples:

. %ﬁ

KQIAAJBh/gAhAgAAODOBAAWAAABQE/4AAAAAABAAAABEV/
AAAAAAAAAAAAAMAAAAQBX+AAAAAAAPAAAACF+AGIgbVIBTLQMAAAAQGGEACWB
AAANAAAAKGSEATKHhoGDIgAAAHA3gABKZW 1yLWRILmdhbW IhLW1udGVybmF0aWouY Wwu
ZGUbAAAACDeAAGZMLWRIbWSuYmxvZ2RucySvomecMAAAAQDIAAFAAAAAMAAAAQDIAAF
cBEAAAMAAAAQDIAAFEEAAAVAAAACGOBACSOOTREIM]Y 2NTMAMDAWAAA AcGqEACS00TgS
NTQ30Tg50TA4DWAAAHBmhABam1fQUSEDAAAAEBIhACTMNGEPDAAAAEAR
/gAoBAAADAAAAEANEABTAAAADAAAAEBOhAAAAAAADAAAAFRATEAAAAAAACEAAATREhA
CtEAOAAACQY0QAWAATAAAAsGEEAAATAAAAKMZXAIWAAACQeYQAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAADAAAAAAAAAAAAAADAAAAAAAAAAAAAAAAAAAAASAAAADA
AAAAAAAAAFBAQEAAQEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPQAAATAORQATAAAACDNEAAWAA
ABAQUUASAMAAAWAAABAQEUALARAAAKAAAAWQKUAAAWAAACQZIQAhdsFpQ==

The Base64 docoded hexdump is:

la
jafm AND. .. .€a.. .|
| d

d &, o7, cdemo-de, |
12 68 61 T |gamna-internatial|
7G 37 Bo 60 G Inal.de. .., p7..T§|
64 Be 73 e 2 |-demo.hilogdns. or
63 00 @f 8¢ OO0 0O |g....@8..P....., |
09 0 { JEBL Y
A 63
7 14
39 38 3
G 84 GF 6d 5F 41
34 A ab 1 6f 9c ¢
4 08 af ¢ 00 O 68 40 ad
DG Q8 4 00 gh Qo
50 6B 00 i 0L 0a 49
Ga g6 QD 62 84 G ¢0 &
84 00 QR 0B o0 0B 96 €6
a 79 B4 gb g 08 8% Gp 80
g9 08 9B 1J 08 9B 80 a9 BE

Note that the hostnames demo-de. ganmna-international.de and ff-demo.blogdns.org are suggestive of a demo

or pre-customization version of the FinSpy Mobile tool and are similar to domains identified in our previous
LT .

report. e
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We identified samples structurally similar to this sample that spoke to servers in the United Kingdom and the
Czech Republic:

Sample: 0d798ca0b2d0ea9bad251125973d8800ad3043¢51d4cc6d0d57b971a97d3af2d
Command and Control: 212,56,102,38

Country: United Kingdom

Company: PlusNet Technologies

Sample: 2626e343acl0{5d%ce6806456c083e4e0eb10817209aa16849111a239¢7a682
Command and Control: 80.95,253.44

Country: Czech Republic

Company: T-Systems Czech Republic

Note that the Czech sample speaks to the same command and confrol server previously identified by Rapiﬁ?.

Symbian
Samples for Nokia’s Symbian platform were identified:
o

1e7e53b0d5fabefl 2cd Ibed4bdac561a3f4{68a8ddesd1 f3d2f3e269dal i 16
Symbian.sisx
ece8073319664384d6bacddde27304748af9ee158d3c2987af5879e183a59dal
mMysym.sisx.

The {irst sample (“Symbian.sisx”) identifies itself as “System Update” and appears to have been builf on the
2%th of May 2012, at 14:20:57 UTC.,

¥ 12
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Package LIID! IQ_)EDD‘HSBB i Target devices: |S\,rmb|anf\3 devicas

Yendor riame 1\Jandor Soft, dependancies: |u

|
|
Options: o |
|
|

Package name! |5ystam Update |
Version: |1, 00(0) | Languagss! |Ux English
Creation date: |29-05-2012 [ Slgning stakus: |51gned
Creation time: 14120157 (UTC) N3
Tnstall type: installation [5a] |
tertiflcate chains (select certifleate In the llst and cliek on the right mouse button ta see options):
%' AL itiatnt ; 1{ ¢ . o] Ak 3ES ] i
Ixonas Developer C Jd@cyananginesringservices, com 30,03,2002 - 26,02,2015

The certificate is registered to a jd@cyanengineeringservices.com, WHOIS information indicates that

WWw.cyanengineeringservices.com was anonymously registered (date of first registration; 07-Mar-07) with
GoDaddy using Domains By Proxy. Although it includes an attractive front page that states “Mobile Software
Development” for “Windows Mobile, iPhone, Android, Symbian and Blackberry,” all links (e.g. “Products”

“About Us” or “Contacts”) lead to an “under construction” blank page.

B ‘g}
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The sample contains the following components;

Flle s¢Tools; Optians:

;,- X L e s T T

ci\sys\bin\pstatus,exs
Operation: Run during Installation Slze: 6767[6767

ﬁh c\privatel10003a3Fimport\appsipstatus rse
Operation! Install Size: 52J69

c!\sysibin\updater exe
Operation: Install Slze; 123759/124497

Capabiltles) PowertMomt, ReadDeviceData, TrustedUT, SwEvent, NetworkServizes, ReadUserDaka, WiiteUserData,
Locatlon

=

;ﬁ}a

ctiprivate\l0003a3f\importiappsiupdater rsc
n Operatlont Install Sizet 52169

_-c:l,svs\bin‘l,svsbus.axts
Operation: Run during Installatlon Sizei B753/5758
Capabilties: Trustedl], NetworkServices

0 O\prlvatel10003a3f\mportiappsisysbus rsc
= Operationt [nstall Jlzel 5166

ciyprlvatel 10LFB75a\mportl[200413bb}, rsc
Dperation: Install Size: 53§59

é;i criprivatel 20041 3bcisyscleanup, dsx
Operationt Install Sizet 8570/8616
I show Files of subcomponents

The file “c:\sys\binwpdater,exe” provides the main implant functionality, This requests the following
capabilities':

PowerMgmt
ReadDeviceData
TrustedUI
SwEvent
NetworkServices
ReadUserData
WriteUserData
Location

14
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Of special note is the use of TrustedUL As mentioned in the security section of the Nolkda developer notes for
Symbian;

“Trusted UI dialogs are rare, They must be used only whon confidentiality and security are
critical: for instance for password dialogs, Normal access to the user interface and the
soreen does not require this,”

The second sample (“mysym,sisx’) identifies itself as “Installation File” and appears to be signed by the
“Symbian CA " for “Cyan Engineering Services SAL (offshore),” unlike the previous sample, which was

registered to jd@cyanenpineeringservices, com,

Package UID: |nxzuu413|33 } Target devices: ISymbIan’\S devices l

Vendor name:  [Vendor Soft. depardenciess |0

|
Package nams:  {Installation File Optionst b |
Version: {1,00(0) Languages: |Uk English |
|

Croationtime: 14157115 (UTC)

|
|
|
Creation date: [2f|—04~2[]12 l Slgning status; fSIgned
!
|

Tnstal bype [nstallation [54)

AR e

We identified “Cyan Engineering Services SAL (offshore)” as also listed as the registrant on the parked
domain www.it-intrusion,com, (Created: 08-Dec-11, also with GoDaddy). However, it-intrusion,com does
not have a protected registrant, The registrant is listed” as a company based in Beitut, Lebanon;

]

Cyan Engineering Services SAL (offshore)
Broadway Center, 7th Floor

Hamra Street — Chouran 1102-2050

Beirut, Beirut 00000

Lebanon

Domain Domain Name: [T-INTRUSION,.COM
Created: 08-Dec-11

Expites: 08-Dec-13

Updated: 08-Dec-11

Administrative Contact: Debs, Johnny
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The registrant information for Cyan Engincering Services SAL also connects to Gamma: the name “Johnny
Debs” is associated with Gamma International: a Johnny Debs was listed as representing Camma at the
October 2011 Milpol in Paris, and the name gcouts elsewhere in discussions of FinFisher,

Examination of this sample reveals the domain demo-01,gamma-international de potentially indicating a demo
or pre-customization copy.

£3015: i ‘ 75 € 30 7O 37 80 BA B4 65 | ..., &...07..de|
boozilse ¢ ' : ' ' 1 2d [ru:) 1. P - :mtpl
E00231490 ) it 6 e 2 Do 0@ 0F AE |m%r10n~1‘n de.,

0023120 46 }OQ 57 04 €0 GO 8¢ 99 ¢ 3 40 3 GO |@8..W.. rda. |
20823 1H0 - 10 20 Ba 3 - 1'5:18 B

81 00 2b 34 7 32 36 pC. . 44917266
3 GO By @ 13 84 6 36 |62364. ...0c. . 160
3 39 33 39 6 00 76 [123839897....pj.
36 39 3132 31 3¢ 30 35 35 36 35 16 |.+408912)405865.
) Ga 84 00 2b 39 ! 9 31 32 31 34 |...pj..
36 0060 00 90 7¢ - 7385866, , . .pT

The phone munber +60123839897 also shows up in the sample. It has a Malaysian country code,

Blackberry

The identified samples contained the following files!

rlo_channel_mode wpdater.cod
rle_channel_mode wpdater-1.cod
tlo_channel_mode updater.jad

The .cod files are signed by RIM’s RBB,,ISJCR, and RRT keys. RBB stands for “RIM BlackBerry Apps APL”
which allows manipulation of BlackBerry apps, RCR stands for “RIM Crypto APL” which allows access to
crypto libraries, and RRT' stands for “RIM Runtime AP1,” which allows access to other phone functionality
such as sending SMS messages.

'The signature process is described in RIM s documentation [pdf] about the Blackberry Signing Authority.
First, & developer registers a public key with the Blackberry Signing Authority. In order to obtain a signed
application, the developer submits a signature request (including his identity and a hash of the binary) signed
with his private key to the Signing Authority. The Signing Authority verifies that the signer is authorized to
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make requests, and, if so, replies with a copy of the hash signed with the relevant RIM private key, The
developer then appends the signature to his binary.

60616dan o M0 B¢ 3 D1 0% 84 00 K2
QE616090 de 6b a5
G2016dab : 6 56 F B¢ Bd 12
60816dbl £ M 1k 87
B50016dc » AL 6 ] } o 5T 3a Qg 6h
BO016dd0 : b C 43 70 1%
BOS1GdeD af 7 5 1& ed 99
DOBLGUED a 30 2 ¢ 73 ba 8
GANI6edn ; o ¢3 O¢ &5 19
00016el0 42 73 Te 79 ¢G 2
PABEGeID & 2 o Tew 69 VL M dS
joae16e3n -2 6F el ed ¢ 776 99 pf B
DOGLGoAD 03 1d 16 i ea a8 ¢
BAGLGESH , : i ef d5 77
noplSend 22 B 28 4 20 95 Bl
0001670 3 Bl -8 58 62 64 99 79
BOBLO2ED : g 3 5 2¢ th ab
BI0L6RGD A3 ¢k ad 84 po
DUBRiSead GHe 95 30 15 € el 6l b7
DOBIGENLD 30 A4 ad 9 Do TR 12 D2 5
BOHYGech a ba ; 4 b F e 93 fh
BDI6edl L ! a1 8818 bb
BEO16e:0 ‘ . 44 93 €5
BORIGeTO ER el 0l bd 06 77 df
[olaTe) Ko p gt} 28 7 . | 1 37 ab ¢l
poOnIGT10 i 3 p 18 e eh

The ,jad file contains the following hashes for the .cod files:

RIM-COD-SHA1-1: 2d Oa a2 b3 54 97 £7 35 b 40 77 8e ¢1 ca 71 8f 3e a0 aa 04
RIM-COD-SHAT: 0f 3b d8 d1 84 da 35 40 10 94 8% ¢0 d6 08 70 ad 5e 7a 3 &0

The .jad file also contains a blob of base64 encoded data with the key “RIM-COD-Config,” This data contains
the URL of the command & control server, TCP potts, phong numbers to exfiltrate data to via SMS, identifiers
for the Trojan and target, active modules, and various othef configuration parameters,

Decoding this reveals the following servers and phone numbers;

¥
l‘;z.‘::' '

118.97.89.186 — Indonesia
+6281310781704 — Indonesia
+49456456456 — Germany
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Upon installation, the user is presented with the following screen;

]

Name: rlc_channel_mode_updater
Version: 4.1
Vendor: TellCOM Systems LTD
Sizen 139.0KB

Description:
Common Communication Update DSCH/
__USCH V32

As evidenced by the above sereenshot, the app is listed as:

Number 11 — August 2012

TellCOM Systems LTD
Common Communication Update DSCH/USCH V32

Directly after installing, the application requests enhanced permissions:

Namei rlc_channel_mode_updater

ric_channel_mode_updater is :H /
reguesting changes to its ;

18
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The following screen pops up showing the requested permissions;
f

Permissions: ric_channel mode_updater

&Connections

USB Allow
Phone Allow
Location Data Allow
Internet Allow
Wi-Fi Allow
@interactions Allow
Cross Application Communication Allow
Device Settings Allow
Media Allow
Arsendisadiarnm Meanammmant A L s

Scrolling down reveals:

Themes Allow
Input Stmulation Allow
Browser Filtering Allow
Recording Allow
security Timer Reset Allow
QUser Data Allow
Email Allow
Organizer Data Allow
Files :

Security Data

After the user accepts these permissions, the sample attempts to connect to both Internet-based and SMS-
based command & control servers, Another sumple we analyzed appeared to write a debug log to the device’s
filesystem. The following information was observed written to the log regarding communication with

command & control services,

J

L
¢ ol
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net.rmi.device,api. fsmbb.phone.PhoneInterface — connecting to hitp:/demo-01, gamma-
international.de:1111/ping/ XX XXX XXXXXXX;deviceside=true failed:
netrim deviee.clde.io.dns. DNSException: DNS error DNS efror

net.rmi.device.api.fsmbb.core.com.protobgl'.HeartbeatProtocolSMS ~ Heartbeat type 11
(1346097705922}t core hb content: XXXXX/123456783648138/666666553648138/12e/666/0/0///

net,rmi.device.api.fsmbb.core.com. SMSCommunication - 1346097743 Success; texiing to:
IHXXXEXXKXXX msg: XXXXX

not.omi.device.api.fsmbb.core.com.protocol. HeartbeatProtocol SMS — Heartbeat type 11
(1346097705922)+ extended hb content; XXXXX/123456783648138/XXXXX/999/420/B9700 5.0.

net.rmi.device.api. fsrmbb.core. com. SMSCommunication — 1346097743 Success: toxiing to:
XXX XX E XXX msg: XXXXX

;

We decompiled the Blackberry sample, W,c provide a high-level overview of the more interesting classes that
we successfully decompiled:

net.rmf.device.api.fsmbb.config. ApnDatabase
nct.rmi.device.apifsmbb.config. ApnDatabaseSAPN

These appeated to contain a database comprising the following GSM APNs, The significance of this database
is that it only includes a small set of countries and providers:

Germany: web.vodafone.de, internet.t-mobile

Indonesia: indosatgprs, AXIS, telkomsel, www.xlgprs,net, 3gprs
Brazil: claro,com,br, wapgprs.oi.com.br, tim.br

Mexico: wap.telcel.com
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net.rmidevice.api.fsmbb,core, AppMain

This appears to do the main app installation, as well as uninstallation, Installation includes negotiating for
enhanced permissions, base64-decoding the “RIM-COD-Config” configuration, and sefting up and installing
the Configuration, If the configuration contains a “removal date,” then automatic removal is scheduled for this
time. Installation also involves instantiating “listener” modules, as specified below:

net.rmi,device,api.fsmbb.core.listener. AddressBookObserver

This appears to listen for changes to the address book. It implements the
net.xim.blackberry.api.pim PIMListListener interface,

net.rmi.device.apifsmbb,core listener.CallObserver.*

This implements:

net.rim.blackberry.api. phone PhoneListener
net.rim.blackberry.api.phone phonelogs.PhonelLogl istener
net.yim.device.api.system KeyListener

This module logs and manipulates phone events, and appears to enable “remote listening” functionality, where
the Fin8py Master can silently call an infected phone to listen to conversation in its vicinity (this is referred to
as a SpyCall in the code). The module has a facility to hide incoming calls by manipulating the Ul, cancelling
buzzer and vibration alerts, and toggling the backlight, Upon instantiation, the module calls “*43#” to enable
call waiting, If a remote listening call from the masier is active, then logitimate incoming calls will trigger call
waiting. The module detects these legitimate incoming calls; and places the SpyCall call on call waiting,
presenting the legitimate incoming call to the uset. )

net.rmi.device.apifsmbb.core.listener. EmailObservey

gﬁﬁ:

This appears to record sent and received email messages.

net.rmi.device.api.fsmbb.corelistener.MessengerObserver (Module #68)

This seems to record BBM messages, It appears to do this by periodically checking the path
“file:///store/homefuser/im/BlackBerry Messenger/”

net.rmi.device.api.fsmbb.corelistener. SMSObserver
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139



Il

Number 11 — August 2012

Thig module implements:

net.rim blackberry.api.sms.SendListener
net.rim.blackberry.api.sms, OutboundMessageListener

Contrary to its name, OutboundMessageListener allows listening for both incoming and outgoing SMS
messages, This module also checlks fot incoming SMS commands from the FinSpy Master, These commands
can include an “emergency configuration” update, that can include new addresses and phone numbers for the
FinSpy Master, .

i

net.rmi.device.api.fsmbb.core.listener.WAObservér (Module #82)

®
This appears to monitor WhatsApp, the popular proprietary cross-platform messaging application. It locates
the WhatsApp process ID by searching for module names that contain the string “WhatsApp.”

At same point, the module calls getForegroundProcesslId to see if the WhatsApp process 1D is in the
foreground, If so, it seems fo take a screenshot of the WhatsApp application, via Display.Screenshot, It
appears that this screenshot is checked via “.squals” to see if there i3 any new information on the WhatsApp
sereen, If there is new information, the sereenshot is then JPEG encoded via JPEGEncodedImage,encode,

net.rmi.device.api.fsmbb.core.com.*

Appears to contain the mechanics of communication with the command & control server, including the
plaintext TLV-based wire protocol,

Windows Mobile
The Windows Mobile samples we identiﬁé}l are:

2ocbfed805e6b50bc739%c86ce4789030c6ba9609088b7c9d41chebde52a2455
507e6397e1£500497541b6958c483i8c8b88190407b307c997addecd Seblcd3a
1{f1867c1a55cf6247f11b7183277172c443442d17410610a2dc06203a873778

All the samples appeared similar, most likely belonging to the same branch relesse, The relevant parts of the
binary are stored in five different resources:

* The first resource contains an OMA. Client Provigioning XMI. file, which is used to store root
certificates for running privileged/unprivileged code on the device, In this case it only contained some
defanlt example values shipped with Microsoft Windows Mobile SDK,
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The second resource contains the actual dropped payload which contains all the Trojan functionalities.
The third resource contains a binary configuration file.

The fourth and {ifth resources contain two additional DLL files which are dropped along with the
payload.

The main implant is dropped as “services.exe” with the libraries dropped as mapiwinarm.dll and
mswservice.dll,

The payload has the following attributes:

File size: 186640 bytes
SHA256!
4b99053bc796526268238de125397d95eb7aac5137696¢7044c2£07b175b5e7¢

This is a multi-threaded and modular engine which is able to run and coordinate 4 series of events providing
interception and monitoring capabilities. When the application starts, a core initialization function is invoked,
responsible for preparing execution and launching the main thread.

The main thread consequently runs & set of core components on multiple threads:

Routines responsible for handling the “heartbeat” notifications,

Routines which control the execution of the Trojan and its components while monitoring the status of
the device.

A routine which oan be used to “wake up” the device.
A component which handles emergency SMS communications,
A routine thai initializes the use of the Radio Interface Layer.

A core component that manages a set of surveillance modules,

The Trojan utilises a “Hoartheat Manager”, which is a set of functions and routines that, depending on the
status of the device or monitored events, communicates notifications back to the sommand and contrel server.

These beacons are sent according the following evenis:

.

First beacon,
A specified time interval elapsing,
The device has low memory.

The device has low battery,
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* The device changed physical location.
» The Trojan has recorded data available,
» The device has connected to a cellular network.
¢ The device has a data link available,
* The device connects to a WiFi network,
» Anincoming / outgoing call starts,
» The Mobile Country Code (MCC) or Mobile Network Code (MINC) ID changed.
¢ The Trojan is being uninstalled.
s The SIM changes,

Notifications are sent via SMS, 3G and WiFi, according to availability, Consistent with other platforms, the
windows mobile version appoears to uso basefi4 encoding for all communications.

In response to such notifications, the implant is able to receive and process commands such as:

STOP_TRACKING CMD

START TRACKING CMD

RESEND_FIRST HEARTBEAT TCPIP CMD

RESEND FIRST _HEARTBEAT SMS CMD

REMOVE LICENSE_INFO CMD
KEEP_CONNECTION_ALIVE _CMD IGNORED b/c it’s an SMS answer
KEEP CONNECTION_ALIVE CMD
REMOVE_AT AGENT REQUEST CMD
REMOVE_AT _MASTER REQUREST_CMD
REMOVE_MAX_INFECTION REACHED CMD

The command and control server is defined in the configuration file found in the third resource of the dropper.
In this sample, the sample connected to the domain: demo-04.gamma-international.de
This suggests that such sample is either d Uémo version or “unpackaged” version ready to be customized,

Togethor with a DNS or IP command and control server, each sample appears 10 be provided with two phone
nambers which are vsed for SMS notifications,

The core surveillance and offensive capabilities of the Trojan are implemented through the use of several
different modules. These modules are inilialized by a rouiine we called ModulesManager, which loads and
launches them in separate threads:
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LDR R, sETryToLoadMadE), ¢ “tiy to J6a0 modular Be2R°
HOw w1, Ho

L& 12, =atiequletianagene ; "module-~managerent ;¥rLoadhodule”
Hoy R0, Ré

STR B4, [SP,#0x28+vap, 28]

BL Finspy Log

D R?, Ré, RG,LSL#D
LbA kA, [RY,20x010]
GHP RY, HD

HOUNE R3, HO

STANE  R3, [R1%,Hvar_2%]

BNE loc, ZOFEM

cHp R4, #0z40

BEY Finspy _WM_starispytall

Bitp R4, Hoxud

BEQ FiaSpy HH Startoal)liatereopt
CHP Rhy, Boxy2

BEQ FinSpy MW StairtShs

Lup Rh, Wox43

BER FinSpy W_Startloader

CHP /4, HoxyEs .

BEQ FinSpy_Mi_StartTracking

G Rh, Bossa

BEN Fingpy _Mu_startSallings

CHP R, Hox60

BEQ lug_R0F30

LDB R3, =aModule0ZxDoesn ; "moduls ‘2R deoesn't exist™

L.DR R2, =aFlpdulelanagens ; “modyle-nanagement :FxloadModule”
Moy R1, %1 )

How RO, RS ) .

3TR R, ISP NBx2A+var_ 28} -

Bl Finspy_Loug., it

There are myltiple modules available, including:
+ AddressBook: Providing exfiltration of details from contacts stored in the local address book.
* CallInterception: Used te intercopt voice calls, record them and store them for later transmission.

* PhoneCallLog: Exfiltrates information on all performed, received and missed calls stored in a local log
file.

» SMS: Records all incoming and outgoing SMS messages and stores them for later transmission.

» Tracking: Tracks the GPS locations of the device.

Call Interception

In order to manipulate phone calls, the Trojan makes use of the functions provided by RIL.d11, the Radio

Interface Layer. v

Some of the functions imported and used can be observed below:
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H

1.DR R1, =aRil_getcalluwai ; "RIL Gat&allﬂaiting&ettings“

Mo R3, RG

LDR Rﬂ [R7.0B8x14] ; hiodule
SYR aa, [R7 ; BOx60]

Bl fethrocnddraessy

LER R1, =afdl_seteallwai ; "RIL, S‘eLOu‘t:l.uail:ins;‘:taLus"

HOY R3, /e
Lon ﬁﬁ, [R7 MO%14Y  ; hilodule
$TR B3, [R?,“Bﬂ1ﬂﬂa

BL tetProcpddress

LDR 81, =aRil_answer ; RIL_fAnswer"
Ny RI, ”N

LBR na [R7,H0x14] 5 hhodule

STR 89, [R¥,H0%0C]

BL REtPrucRddrE$sW

LbR B, =apid_maiiagecall ; "RIL_HanageCalls®
HoU R, RO

LA RO, [R7,#0x1h] ;5 hHodule

STR 08, [R7,H08018

BL. GetProcRddresy

LDR 81, =aRil yetealllis 3 “RiL _BetGalllist”
MOU R, RO

LDR 85! [R7 #8141 5 hidogule

STR RE, [R7,#0RED]

BL GetPrucﬁdéressW

PhoneCallL.og
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In order to exfiltrate call logs, the Trojan nses functions provided by the Windows Mobile Phone Library.

Using PhoneOpenCallLog() and PhoneGetCallLogEntry(), the implant is able to retrieve the following

struct for each call being registered by the system:

typedef struet {
DWORD c¢bSize;
FILETIME fiStariTime;
FILETIME fifindTime;
I0M iom;

BOOL fOutgoing:1;
BOOL fConnectsd:1;
BOOL fEnded: 1;
BOOL fRoam:1;
CALLERIDTYPE cidt;
PTSTR pszNumber;
PTSTR pszName;
FTSTR pszNameType;
PTSTR pszNote;
DWORD dwLogllags;
CEIOD iodContact;
CEPROPID pidProp,

} CALLLOGENTRY, * PCALLLOGBNTRY
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This contains timestamps, numbers, names and other data associated with a call.

a

Tracking )

The physical tracking of the device uses the GPS Intermediate Driver functions available on the Windows
Mabile/CE platform:

n

ResunsThraad
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After a successfinl GPSOpenDevice() call, it invokes GPSGetPosition() which gives access to a
GPS_POSITION struct containing the following information:

typedef struct _GPS_POSITION {

DWORD dwVersion;

DWORD dwSize;

DWORD dwValidFields;

DWORD dwFlags;

SYSTEMTIME stUTCTime;

double dblLatitude;

double dblLongitude;

float fiSpeed;

float fiHeading;

double dblMagnetic Variation,

float flAltitudeWRTSenlevel,

float flAltitude WRTEllipsoid;

GPS_FIX QUALITY FixQuality;

GPS_FIX_TYPE FixType,

GP'S_FIX_SBLECTION SelectionType;

float fiPositionDilationOfPrecision;

float filHotizontalDilutionOfPrecision;

float flVeriical DilutionOfPrecision;

DWORD dwSatelliteCount;

DWORD rgdwSatellitesUsedPRNs[GPS_MAX_SATELLITES];
DWORD dwSatellitesInView;

DWORD rgdwSatellitesInViewPRNs[ GPS_MAX_SATELLITES];
DWORD rgdwSatellitesinViewElevation[ GPS_MAX_SATELLITES];
DWORD rgdwSatellitesinViewAzimuth[GPS_MAX_SATELLITES];
DWORD rgdwSatellitesInViewSignal ToNoiseRatio GPS_MAX_ SATELLITES];
} GPS_POSITION, *PGPS_POSITION;

This provides the latitude and longitude of the cutrent location of the device,

COMMAND AND CONTROL SERVER SCANNING RESULTS

Following up on our earlier analysis, we scanned IP addresses in several countries looking for FinSpy
command & control servers. At a high level, our scans probed IP addrosses in each country, and attempted to
perform the handshake distinctive to the FinSpy command and control protocol, If a server responded fo the
handsbake, we marked it as a FinSpy node, We expect to release cur scanning tools with a more complete
description of methodology in a follow-up blog post.
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Our scanning yielded two key findings. First, we have identified several more countries where FinSpy
Command and Control servers were operating, Scanning has thus far revealed two servers in Brunei, one in
Turkmenistan’s Ministry of Communications, two in Singapore, one in the Netherlands, a new server in
Indonesia, and a new server in Bahrain,

Second, we have beon able to partially replicate the conclusions of an analysis by Rapid7, which reportod
finding FinSpy command & control servers in ten countries: Indonesia, Australia, Qatar, Bthiopia, Czech
Republic, Estonia, USA, Mongolia, Latvia, and the UAE. We were able to confirm the presence of FinSpy on
all of the servors reported by Rapid? that were still available to be scanned. We confirmed FinSpy servers in
Indonesia, Ethiopia, USA, Mongolia, and the UAE, The remaining servers were down at scanning time, We
also noted that the server in the USA appeared to be an [P-layer proxy (e.g,, in the style of Network Address
Translation)?, Y

Rapid7’s work exploited a temporary anomaly in FinSpy command & control servers. Researchers at Rapid7
noficed that the command & control server in Bahrain responded to HTTP requests with the string “Iailo
Steffi.” This behavior did not seem to be active on Bahrain’s server priot to the release of our analysis, Rapid?
looked at historiocal scanning information, and noticed that servers in ten other countries had responded to
HTTP requests with “Hallo Steffi” at various times over the previous month. While the meaning of this string
and the reason for the temporary anomaly are unknown, a possible explanation is that this was a testing
deployment of a server update, and the “Hallo Steffi” message indicated successful receipt of the update, After
the publication of Rapid7’s analysis, the behavior began to disappear from FinSpy servers,

DETAILS OF OBSERVED SERVERS

Table 1;: New Servers

Country I Ports Owner

Singapore 203.175,168.2 21, 53,443, 4111 HostSG

Singapore 203.211.137.105 | 21, 53, 80, 443, 4111 Simple Solution System Pie
Bahrain 89.148.15.15 52, 53, 80, 443, 4111 I];:ielco

Turkmenistan 217.174.229.82 | 22, 53, 80, 443,4111, 9111 | Ministry of Communications
Brunei 119.160,172.187 | 21 Telekom Brunei

Bronei 119,160,128,219 4111, 9111 Telekom Brunei

Indonesia 112.78,143.34 22, 53, 80, 443, 9111 Biznet ISP

Netherlands 164.138.28.2 80, 1111 Tilaa VPS Hosting
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Table 2: Confirmed Rapid7 Servers

Country Ir Ports Owner

USA 54.248.2.220 80 Amazon EC2

Indonesia 112.78.143.26 22, 25,53, 80, 443, 4111 Biznet ISP

Ethiopia 213.55.99.74 22, 33, 80, 443,4111,9111 | Ethio Telecom

Mongolia 202.179,31.227 53, 80, 443 Mongolia Telecom

UAERE 86,97.255,50 21,22, 53,443, 4111 Emirates Telecommunications
Corporation

It is interesting to note that the USA server on EC2 appeared to be an IP-layer proxy. This judgment was made
on the basis of response time comparisons®,

CONCLUSIONS AND RECOMMENDATONS

The analysis we have provided here ig a continuation of our efforts to analyze what appear to be patts of the
FinFisher product portfolio. We found evidence of the functionality that was specified in the FinFisher
promotional materials, The tools and company names (e.g. Cyan Engineering Services SAL) found in their
certificates also sugpest interesting avenues for future research,

These tools provide substantial surveillance functionality; however, we'd like to highlight that, without
exploitation of the underlying platforms, all of the samples we've deseribed require some form of interaction
to install, As with the previously analyzed FinSpy tool this might involve some form of socially engineered e-
mail or other delivery, prompiing unsuspecting nsers to execute the program. Or, it might involve covert or
coercive physical installation of the tool, .or use of a user’s credentials to perform a thitd-party installation,

We recommend that all users run Anti-Virus software, promptly apply (legitimate) updates when they become
available, use screen locks, passwords and device encryption (when available). Do not run untrusted
applications and do not allow third parties acoess to mobile devices,

As part of our ongoing research, we have notified vendors, as well as members of the AV community,
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FOOTNOTES

I A list of Nokia capabilitios can be found here,

2 http:/fwww, whoisentry.com/domaln/it-intrusion.com
3 See Appendix A.

* See Appendix A,

APPENDIX A

The server was serving FinSpy on port 80, and SSH on port 22, We measured the SYN/ACK RTT on both
ports and compared. The results for port 80:

hping -S -p 80 54.248.2.220

HPING 54.248.2.220 (wlan0 54.248.2.220}: § set, 40 headers + 0 data bytes

len=44 ip=54.248 2,220 tt1=24 DF id=0 sport=80 flags=SA seq=0 win=5840 rtt=1510.2 ms
len=44 ip=54.248 2,220 ttl=23 DF id=0 spori=80 flags=SA seq=1 win=5840 rti=740.4 ms
len=44 ip=54,248,2,220 tt1=25 DF id=0 sport=80 flags=SA seq=2 win=5840 rti=753.4 ms
len=44 ip=54.248.2.220 t1l=24 DF id=0 sport=80 flags=S A seq=3 win=5840 rtt=1001,6 ms

The results for port 22;

hping -S -p 22 54,248,2,220

HPING 54.248.2.220 (wlan0 54.248.2.220): S set, 40 headers -+ 0 data bytes

len=44 ip=>54.248.2.220 t1l=49 DI id=0 sport=22 flags=SA seq=0 win=5840 rtt=125.7 ms
len=44 ip=34.248.2 220 tt1=49 DF id=0 sport=22 flags=SA seq=1 win=5840 1tt=124.3 mg
len=44 ip=54.248.2 220 tt1=49 DF id=0 sport=22 flags=SA seq=2 win=5840 rtt=123.3 ms
len=44 ip=54.248.2 220 it1=50 DF id=0 sport=22 flags=SA seq=3 win=5840 rtt=127.2 ms

The comparison reveals that port 80 TCP taffic was likely being proxied to a different computer,
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Analysis of the FinFisher Lawful Interception Malware

Posted by Claudio Guarhierl in Information Security on 08-Aug-2012 08:31:35

It's all over the news once again: lawful Interception malware discovered In the wild being used by
government organizations for intelligence and survelllance activities. We saw It last year when the Chaos
Computer Club unveiled a trojan being used by the federal government In Germany, WiklLeaks released a
collection of related documents in the Spy Flles, we read about an alleged offer from Gamma Group to
provide the toolkit FinFisher to the Egyptian government, end we are reading once again now with the
same one being deliverad to human rights activists in Bahrain along with some spearphishing attacks,

We all are very aware of a rlsing market of Western companies developing and selling makwares for the use
of government organizations all around the world, but whenever one of these products |8 found in other
geographical areas, the petentlal political and ethical implications tend to generate Interest,

While I'm trying to provide context for the analysis below, It's not In the scope of this article to digress into i
the political context of the Incident, We are security practitioners Interested in technology and when dealing
with malware, which in this case can be easily prone to abuses, we want to understand what they do,
what's the spread and how we can respond.

The Incident

Several Bahrain activists located both Ih US and Bahrain started receiving emails with suspicious
attachments:

https://community rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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They promplly understood there was somathing shady with them and forwarded them to journalists from
Bloomberg who provided the atiachments to some researchers, ending up in & thorough analysls of the
files.

The emails were sent by the following addresses;
* mellssa.aljazeera [at] gmail.com
+ freedombhrtoday [af] gmail.com
» mkhalil1976 [af] gmail.com iy

With the following sublects:
+ Existence of a new dialogue « Al-Wefag & Government authority
» Torture reports on Nabee! Rajab
* King Hamad planhing
* Breaking News from Bahrain — § Suspects Arrested

Each of these emails contained an archive, following are the ones identified so far:
* _gpl Arrested Suspects.rar
+ King hamad on officlal visit to .rar
« Meeting Agenda.rar
* Rafab.rar

Each of these archives contaihed several files, Including Word documents, images as well as several
Windows executables:

+ dialfoge.exe (MD5: ee5b03b5990de3 10b7 7aac| d32dn68de)

* gp} tegami.exe (MDB: eB2647242868e0f0bE3571ciDBLS5)

* gpl.steepsus detserrA.exe (MDS: hBd700a58965692082dcebdbod 323301)
* gpj.kajaR.exe (MD5: d1216d3fd238eyB87d0aY a433b5892H98)

Page 2 of 13
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+ gul. 1bafaR.exe (MDS: ad6f72b851aebof7hi7c8b1c661140c5f)

Quickly looking at binary similarities, it was instantly clear that they all belong to the same malware family,
We also identified an additional sample from the same batch;

+ wefag.exe (MDS; ¢f7h2e14857719678ce90d32f3076814)

A spokesman from Gamma Group, the company producing the trojan allegedly involved with these attacks,
promptly responded to the press stating that FinFisher was never sold to Bahrain and that a copy might
have been stolen and re-engineered for some unauthorized use. We're not able to confirm or deny this at
the moment,

The Malware

For the sake of this ahalysis, we are golng"%o use the file "gpj.1bajaR.exe”, but all of them showed similar
behavior and communicated with the same backend infrastructure.

Following are the complete cryptographic hashes of the hinary:

MDS: ad6f72b861ebef7bf7c8b1¢551140c5f

SHA1: 37275cfd0e186b97%016fh868104cB8434f224609

SHA286; cc3bb6a0i559fabothi4et leefibiie8d668a93dbbBE0f78hdd356038218b50

SHAS12: 909b631a81a64b279eaa46b81973a06af18dad adfif51b3ecbe? 3117 8cfedB0eBB863872eb08648
acfab#40560dd4684221f640058df0c4821830abb5bT7he597

Ssdeep: 24576:19E4g)Tew7ir mLR4pzLghNSz2ilY XDBaLlznBn1F:Ax| Tsw7irk8Ox726zB1F

The malware is already avallable on VirusTotal, which shows some decent Antivirus coverage:
hitps:Awww virusiotal comffile/cc3b86a0i650faletbfdeBleefibifedE68a03dbhB507R
bdd3660f382 18k 5c/analysis/

The binary is disguised as a JPG picture, In fact the file name contains the Unicode Right-to-Left Override
character In front that whenever displayed in ANSI mode, It will look reversed making the disguise more
realistic: in this case *exe.Rajab1.jpg".

The first thing we did was of course give It a quick runt in Cuckoo Sandbox, which was able to glve some
initial insights on the general hehavior of ?l:l? malware,

When executed, the original process proceeds creating the following directory (the name is randomized at
every execution);
CADOCUME~T\WsenLOCALS~1\TempW\TMP44DECOFY

i the directory is successfully created, it drops a copy of itself In that same dirgctory, which Is also
consequently Jaunched.

This new process is actually the one installing the components used to retain access on the compromised
machine,

It drops an additional file in the user's Temp directory:
CADOCUME~11UsenLOCALS~1\TempW\driverw.sys

Following are the hashes for this driver:

MDS&: 0f8249a2593f38c6hi54b6f3668¢0cac8

SHA1: iB8eddce7a7E63677hE0ad3fch42dh8b06 B8

SHA256: 62bde3bac3782d3619f2e56db097a4672e70463611971fad5d2060h181efb196

BHAS512; 363fa00ceBd3ebaladb2d3{13bb47df480d1hB080745 1405295001 1b{364808c29799161072f3034
6f4212a52182d532001a6637a880527h3dfect 18662770009

[
AN
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Ssdeep: 192:¢jQ/nPYCoovDy17/2816fHaq|IBBpJawSmX;cOnPz/ZIPagll+FS G

This same file was observed being conslstently dropped by all the other payloads assoclated with these
attacks.

Interestingly enough, it was ailready observed on VirusTotal in early May:

hitps; /v virustotal.comffile/82bde3bac 37824 3601265600097 p4B72e 7048321197 1fad
5ctaG0h191efb198/analysis/

The driver is also obfuscated but appears to be able to respond to device control IRPs, a deeper analysis is
needed to understand its internal capahliities,

The process concludes lts execution by creating the followlng directory (the name Is randomized at every
exacution);

C:ADocuments and Settings\UsenApplication DataiMicrosoft\installen{AG9832D8-3F71-4241-7493-
7551DB00DC34C)

This directory is reported to be used for storing all the dumped data, logs and screenshots to be later
communicated to the operators' C&C server.

In order to make the executioh mote realistic to the viotim, it also drops an Image which is also displayed;

The picture varies from one sample to another,

In this case a sandbox analysls was not enough as no network fraffic was observed, therefore a deeper
manual inspection was requlrad,

As a matter of fact, the actual malware mechanics comes Info play just after a fIrst reboot followlng the
compromise. At this point we can observe severe changes in the gystem and aggressive takeover of the
system processes,

§
A
o

1

Page 4 of 13

18/10/2012



1

Information Security: Analysis of the FinFisher.., | SecurityStreet

hitps://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher

As already reported by Citizenl.ab in thair analysis, winlogon.exe |s the first process being thjected with
malicious code;

Process: winlogon.exe Pid: 612 Address: 0x1530000 Vad Tag: VadS Protection; PaG
Flags: CommitCharge: 192, MemCommit: 1, PrivatseMemory: 1, Protection: &

0x01530000 44 5a 20 00 03 00 00 00 04 00 00 Q0 ££ £F 00 00 MZ, .0 e v vne.
0x01530010 b8 00 00 CO 00 00 00 00 40 00D 00 00 00 00 00 00 ..0v'se ' @0y,
0x01530020 00 00 00 00 0Q 00 0D 00 00 Q0 CO 00 Q0 00 00 00 v \vuvnnernnneyes
0X01530030 00 00 DO 00 00 00 00 0O 00 Q0 GO 00 £O 00 00 D0 . vrvvrveer s

This process Is used as a main container for the malware, from which it performs Process Hollowing, This
ls a common practice in malware development, consisting of spawning legitimate processes and, once
loaded, replacing their original code with malicious code.

As a matter of fact, winlogon.exe starts an Internet Explorer Instance with the *-nohome” pptions and
performs the takeover,;

Process: lexplore.exe Pid: 148 Address; 0x150000 Vad Tag: VadS Protection: PAGE
Flags: CommitCharge: 24, MemCGmﬁit: 1, PrivateMemory: 1, Protection: g

0200150000 44 5a 90 00 03 Q0 00 00 04 00 00 00 ££ E£Ff 00 00 M%Z
0x00150030 b8 00 00 00 00 00 00 0D 40 00 00 DO CQ 00 00 00 .. \v.vs v ®.uvs,.
0x00150020 00 00 00 00 OD 00 00 Q0 00 00 00 ©O 0O 0D DO 00 .,
0x00150030 00 00 00 00 QC 00 CQ 00 00 OO0 0D 00 00 01 00 00 ,

The network communication [s initiated from the context of the Internet Explorer process, which is often
used as a convenient way to bypass local firewalls as it 1z/used to be & frusted application:

Offset (V) Local Address Remote Addroge Pid

e ey e e s e e e M e e e o o D e e M e e e TR e o o ey

OxB6336008 10.0.2,15:3036 77.69,140,194:443 148

Page 5 of 13
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| The malware has a very noisy presence in the system, it Installs inline user-mode hooks in the followlng
functichs in every running process:

ntdll.dlliNtDeviceloControlFile !
ntdiLdllINEEnumerateKey

» ntdil.dlIINtEnumerateValueKey
' - ntdll.dilINtQueryDirectoryFile
ntdll. dlliNtQueryKey
ntdli, dllINtQuerySystemInformation
kernel32.diiCreateFilewW
kernel32. diilCreateProcessinternalw
kernel32.dlliMovelile\W
kermnel32.dllIDeletaFila\W
kemnel32.dlltMoveFileEx\W
USER32.dlilPostMessageVy
USER32.dllGetMessageW
USER32.dlllPeekMessageyV
USER32.dIllGetMessageA
USER32.dIllSendMessageWV
USER32.dlliPeskMessageA
USER32.dIINPostMessageA
GDI32,dGetDeviceCaps
: GDI32. diliDeleteDC
GDI32.dNICreateDCA

'

hitps://community rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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I GDI32.dItCreate DCW
GDI32.dIDPtoLP
GDI32.dINEscape

GDI32 dIllResetDCW
GDI32 dIEndPage
GDI32.dII'EndDoc
GDI132.dil!5tartPage
GDI32.dl!ResetDCA
GDI32.dI)SelAbortProg
GDIZ2.dllIStartDoc\W
GDI32.dlliStartDocA
ADVAPI32. dillOpenTraceA
ADVAPI32. dOpenTraceVV

It also Installs an IAT hook of the function ntdll.dlICsrClientCallServer in winlogon.exe, which is most llkely
| used to calch every new process registerad to the CSRSS subsystem,

As also reported by CilizenLab, the samples seem Indeed to belong to the FinFisher toolkit,
( Following are some sirings that can be found Into winlogon.exe memory:

y\lsvin_branches\finepyv4.01\inspyv2\srcVlibsVibgmp\mpn-tdiv_gr.c [
y\svn_branchasifinepyvd,01\finspyv2isreVibs\ibgmpimpn-mul_fft.c
y\svn_branches\finspyv4.01\finspyv2iarcitargetivootkit_x32driverobjfre_w2k_x8 61386 )
\bootkit x32driver.pdb \

- finfisher "
finfisher.Ink
We also analyzed the reporied "demo” sample:
1 ! MDE: c488a8aaef0df577efdf1 b501611ec20
SHA1: 5ea6aeb0063daB3542850000200621 1643827346

SHA256: 81531cebaZ48aend7edarsdd300f303dafesf b7a40953ca4d7a%a27 h5cd6edf

SHAH12: (ubad1d4668939a256c624f65 161881 10b248dE6{f5dfa206f680703ce2502a9420e06ea3404248
c413051e4ebbe3f75928318h6fd30251068h5a9fo38dd47e0

0 Ssdeep: 49162:J4XNybwJDejvl.6jog2+Sqlk/1jzullze0uYBnl: EUbwJDCON21gCOjzulG

VirusTotal: hitps:fwww.virustotal comfile/81531ceba248asad7cda76dd 300f303dafes h7adc9b3ca

4d7 a9a27bS5ed6odifanalysis/

| Despite some differences (the dropped driver Is sensibly bigger campared to the one from Bahrain), the
execution flow Is exactly the same: similar aggressive presence on the system, same processes chain and
same network traffic,

At this stage it's difficult to get a hold of the full functionalities 6f the malware. We belleve that the agent
remains sitent whenever It doesn't have an active Internet connection and at this very moment we believe It '
first pulla an updated configuration file instructing It ta not do anything at all, therefore all the survelllance '

plugins seem to be inactive and no file is dropped in "%AppData% \Microsoftinstaller\{AG9832D8-3F7 1 -
4241-7493-7551DBO0C34CH".

According to CitizenLab's research and WikiL.eaks cables, following should be the supported features:
" * Bypassing of 40 regularly tested Antivirus Systems

» Covert Communication with Headquarlers

+ Full Skype Monitoring (Calls, Chats, File Transfers, Video, Contact List)

hitps://community .rapid7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
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Recording of common communlcation like Emall, Chats and Volce-over-IP
Live Survelllance through Webcam and Microphone
1 » Country Tracing of Target
l * Silent extracting of Files from Hard-Disk
* Process-based Key-logger for faster s?palyska
= Live Remote Forensics on Target System
+ Advanced Filters to record only impartant information
+ Bupports most common Operating Systems (Windows, Mac OSX and LInwx)

A

We belleve that the Skype intercaption module Is Implemented tampering the ciroular sound buffer from
Windows' DirectSeund interface, you can find a similar implementation here,

i Network Communication
All the samples from the Bahrain aftacks try to contact the host located at 77.69.140.184, which belongs to
5 Bahrain Manama Batelco (A85416),

' The malware tries to contact such IP address on muitiple poris, either 22, 53, 80 or 443 and establish the
{ communication channel on the first one successfully opened.

The traffic is heavily encrypted and It will require further analysis to dissect, but we were able to Isolate
$Omea recurring patterns. :
The first outgoing packet always starts with the foliowlng binary data:
0c 0000 0040017300

This packet, which varles In size and content, is belioved to be reporting to the C&C some Initial detalls on
the compromised machines and perhaps gome locat configuration, The answer to this first veguest is
believed to be an updated conflguration far the trojan.

And all following packets appear to start with the followlng binary data:
8¢ 00 00 00 al 02 72 06 Oc 00 00 00 40 04 fe 00

The following Snort signatures should be consistent snough, but due to the smal size of the patterns they
0 could cause false positives:

alert top any any -> any any (mgg:"FinFisher Malware Connection i
Initialization"; content:"|0c¢ 00 00 00 40 01 73 00|"; offset:0; depth:s;
. 81d:1000001; xrev:l;)

alert tep any any -» any any (mag:"FinPisher Malware Connection Handghake!,
content:"|5c 00 00 00 a0 02 72 00 Dc 0D 00 00 40 04 fe 00|"; offset:0;
depth:16; s51d:1000002; rev:l;)

We are looking forward to getting some feedback and suggestions on improved detection and whether any !
of you get some hits,  Email us with your feedback.

Fingerprinting the C&C

White probing the C&C servers, we notlcad an unexpected behavior; all the services binded on the ports
the malware fries to exchange binary data with, respond In an unusual way whenever performing any, even
v ] malformed, HTTP raquest. |

https://community rapid 7.com/community/infosec/blog/2012/08/08/finfisher 18/10/2012
158



Information Security: Analysis of the FinFisher.., | SecurityStreet

responded the followlng way,
ETTP/1.1 200 OK
Content-Typa; text/html; charset=UTF-§

Content -Length:12 |

Halle Steffjl

Odd indeed, but perfect for fingerprinting!

For example, when connecting through telnet to 77.69,140,1984;80 and sending *HEAD /*, the service

Page 9 of 13

| We made a cross-search of this pattern across HD's Interhet survey research project Critical.JO, and were

«  able to identify more servers with open services that responded In the exact same way:

Cindian
Qe

Click on the map to get & larger view and browse through updated results.

Follow s the list of the IP addresses discovered;
+ 112,78.143.26 (Indonesia)
+ 121,215.263,151 (Australia)
* 78.100.57.165 (Qatar)
+ 213.66.99.74 (Ethiopia)
* 94,112.255,116 (Czech Repuhlic)
+ 213,168,281 (Estonla)
+ 54.248.2.220 (USA)
» 202.179.31.227 (Mongolia)
+ 80.95.263,44 (Czech Republic)
+ 81,198.83.44 (Latvia)
» 86.97.265.50 (Dubai, UAE)

! i
i Atthe time of writing, only the Latvlan sevgr ls still successfully responding to our fingerprinting. All the :
] others are instantly dropping the connection In the exact same way, most likely fittering off any payload that

https://community rapid7.com/community/infosec/blog/2012/08/08/finfisher
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doesn't match a given header. This makes us helieve that all those C&Cs might have heen updated In front
of resent leaks and publications on FInFlsher, Bahraln included.

Please note: we are not able to datermine whether they're actually being used by any government agency,
if they are operated by local peopls ar if thay are completely unrelated at all: they are simply the results of
an active fingerprinting of a unigue behavior assoclated with what is belleved to be the FInFisher
infragtructure. Qur guess is that part of the identified C&Cs are acting as praxles.

Conclusions

It's always interesting to get your hands on governmental malware: it’'s the subjest of much discussion
and given the high prices it's likely sold for, It's often very hard to get access to samples, so this has
been a great project fo work on, B

What we found is disturbing though. The malware seems falrly complex and well protected/ obfuscated,
but the Infection chain Is pretty weak and unsophisticated. The abllity to fingerprint the C&C was frankly
embarrassing, particularly for malware like this. Combined, these factors really don't support the
suggestion that thieves refactored the malwars for black markst use,

That said, once any maiware ls used in the wild, It's typically only a matter of time before it gets used for
nefarious purposes, The infosec community needs to pay attention and take malware exposure serlously.
Take action to protect infrastructure and discourage the spread, production and purchase of malware, As
we've seen countless times before, and will certainly see again, It's impossible to keep this kind of thing
under control in the long term.

I'm sure there will be follow-ups on this case on different sides and people will spend more time on
analyzing and debating the ins and outs of the malware, For my part, I'd like to end this post by sincerely
thanking the guys from CitlzenLab for their original research and Ariure Filastd, Fablo Pletrosanti, Jacob
Appelbaum and Quedquero for thelr cooperation in this analysis. Thanks guysl

For updates, you can find me on Twlitler at @botherder,

i Update #1 o

The guys at EmergingThreats helped us refine our Snort rules a little bit in order to lower the possibility of
false positives,

Following are the updated signatures, use them to detect FinSpy in your jocal networks:

‘

alert tep $HOME_NET any -» $EXTERNAL NET any (meg:"FinFisher Malware Connsction
Initialization"; flow:to_gerver, establlished; content:"|0c 0O 00 DO 40 01 73
00| "; depth:8; 8id:1000001; rev:l; clasgtype:trojan-activity;

reference:url, community . rapid7. com/community/infoses/blog/a012/08/08/finfigher;

alert tcp JHOME NET any -» §EXTERNAL NET any (meg:"FinFlsher Malware Connection
Handshake"; flow:to server,established; content:"]|5c 00 Q0 00 a0 02 72 00 Oc 00
00 00 40 04 fe 00|"; depth:16; id:10080002; rev:l; clasptype:trojan-activity;

refarence:url, compunlty . rapld? . com/commnity/infogec/blog/2012/08/08/Einfisher;

Update #2
At the time of writing 8 out of the 12 servers are not responding anymore: all the ports originally used have
keen filiered or closed off after our analysis and the related news arlicles have been published,

Even the ones that were actively responding untll yesterday, llke Latvia and Bahrain, are now Inaccessible.
A very odd timing, lsn't it?

H
it
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In the last hours we read of many paopls questioning the valldity of the "Hallo Steff® pattern, saying that It
could be completely unrelated to the FinFisher toalkit, as also Gamma's Muench stated to Bloomberg. Falr
enough, we also mentioned In this same blog post that there |s no way we can guarantes & direct
connection between that string and the malware, we only reported an anomaly on the Bahraini
Infrastructure and the discovery of the same anomaly in other locations.

We believe that this unusual behavior could have actually been a deception technique adopted by the
FinSpy Proxy to disguise the nature of the service, but that when they reallzed It was actively used for
fingerprinting the C&C servers was promptly disabled to prevent further discoveries.

Every FinSpy sample is configured with a set of multiple ports that It can try to contact: It will start from the
lower port (for example 20}, attempt a connection 3 times and then mova over o the next one.

When running the Bahraini FinSpy sample, espacially now that the server ts not responding, it attempts the
following connections:

13:02:43.747370 1P 10,0,2,15.1035 » 77.69,140.194,22; top O
13:03:05,968816 IP 10,0.2.15.1036 > 77,69.140,194,53; tcep O
13:03:28.100628 IP 10,0,2.15,1037 » 77,69.140.194.80: top 0
13:03:50.332583 IP 10,0.2.15.1038 » 77.69,140.194.443: tcp 0
13:04:21,517231 IP 10.0.2.15.1039% > 77,69,140,194,4111: tcp 0

As you can see the last one |s port 4111,

We believe this |s the standard FinSpy port and that all the other ohes are probably just forwarded to 4111,
The FinSpy "demo" sample contacted port 3114 to tiger.gamma-international.de and f-
demo.blogdns,org, close enocugh,

Another interesting "coincidence" is that all the IF addresses that we observed responding with the "Hallo
Steffi” banner also had/have port 4111 open, in fact if you check the only 4 servers currently up you can
see!

Nmap scan report for bba44246,alshamil.net.ae (86,97.255.50)
Host is up {(0.268 latency).

PORT STATE BERVICE
22/tcp  open ssh
63/tep open domain
443/tcp open nttps
4111/tep open *xgrid

S
!

Nmap scan raport for 94.112,255,115,5tatbic b2b. upcbuainagss.cs {92,112, 265, 116}
Host is up (0.0448 latency).

PORT STATE SBRVICE

22/tcp  open  ssh

53/tep open  domaln

80/tcp open  http

443/tep open  hiipm

4111 /tcp epen  xgrid

Nmap sc¢an report for 112,78.143.26
Host is up (0.268 latency),

PORT STATE SEBRVICE

22/top open gsh

53/tcp open domain

80/vop open  http

443/tep  open  https !
4111/top open xgrid

Page 11 of 13
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Nmap scan report for 213.55.9%.74
Host is up (0.168 latenoy).

PORT STATE BERVICE

22/tcp open  gsh

53/tep open  domain

80/tep open  http

443/tcp open  htitps

4111/tcp open  xgrid

9111/tcp open  DragonIDdConsole

The last one also shows port 8111, which we observed along with port 3111 being open fewer times as
well,
Is it more convincing now?

__Shora| 12 | Tweet {257 Lke 'og

20082 Views Tags: breach, maiware, rasearch, cuskeo, sandbox, malware_analysis, finfisher
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Please login to comment

elholm 09-Aug-2012 04:47

| Digging around with some passive DNS, you can find that 1c3646.com was resolving fo
- 121.216.253,151 between 2011-04-02 and 2011-04-17 (with 922 requests seen), and to
124,178.225.178 the 2010-11-22 (with 2 requesta seen),

Mo other IP you discovered yleld something interesting from passive DNS,

‘ ; ' Like (0}

mooo 10-Aug-2012 20:27
As i know, Gmail doesn't aflow to send .exe files, So, how does it happen?

Like (0)

Claudio Guarnier 16-Aug-2012 02:08 (In response to elhotm)

Yes, we are aware of it and we've seen that domain hosting a fake Google page and
distributing an executable that we are trying to recover.

Like (0)

: .
i Claudio Guarnier 15-Aug-2012 02:12 {In response o mooo)

! i They sent RAR archives containing executables and it's not a big deal to bypass those
: Gmail filters. In addltion, the fact that the orlginal email addresses had a @gmail.com

A

I8
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domain doesn't necessarily mean that they used Gmall mallservers, we don't have coples
. of the original emalls so we can't verify the headers.

Like ()
!
ome | Top of page | Raplid?.com | Metasploit.corm
Jive Software Version: 5.0.2.1 , revision: 201201221203.9658544.release_jive _shs_&§_0_2_1
.
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Internet Crime Complaint Center (IC3) | Malware Installed on Travelers' Laptops Thr..,

Intelligence Note
Prepared by the

Internet Crime Complaint Center (IC3)
May B, 2012

MALWARE INSTALLED ON TRAVELERS' LAPTOPS THROUGH SOFTWARE UPDATES ON
HOTEL INTERNET CONNECTIONS

Recent analysis from the FBI and other government agencles demonstrates that maliclous
actors are targeting travalers abroad through pop-up windows while establishing an Internat
connection in thelr hotel rooms,

Recently, there have been Instances of travelers' laptops being infected with maliclous
software while using hotel Internet connections, In these instances, the traveler was
attempting to setup the hotel room Internet connection and was presented with a pap-up
window notifying the user to update a widely-used software product, If the user clicked to
accept and Install the update, mallclous software was Installed on the laptop. The pop-up
window appeared to be offering a routine update to a legitimate software product for which
updates are frequently avallable.

The FBI recommends that all government, private industry, and academic personnel who
travel abroad take extra cautlon before updating software products on their hotel Internet
connection, Checking the author or digltal certificate of any prompted update to see if it
corresponds to the software vendor may reveal an attempted attack., The FBI also
recommends that travelers perform software updates on laptops immediately before
traveling, and that they download software updates directly from the software vendor's Web
site if updates are necessary whlle} E:Eroad.

Anyone who believes they have been a target of this type of attack should Immediatsly
contact their local FBI offlce, and prompily report it to the IC3's webslte at
http://www.lc3.90v/, The IC3's complalnt database links complaints together to refer them to
the appropriate law enforcement agency for case conslderation. The complaint Informatlon Is
alsc used to Identify emerging trends and patterns.

mhtm!:file://Y:\Mark\Cases P - Z\Privacy International\Documentsi\Internet Crime Co.., 22/10/2012
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Intelligence Note
Prepared by the

Internet Crime Complaint Center (IC3)
October 12, 2012

SMARTPHONE USERS SHOULD BE AWARE OF MALWARE TARGETING MOBILE DEVICES
AND SAFETY MEASURES TO HELP AVOID COMPROMISE

The IC3 has baen made aware of various malware attacking Androld operating systems for
mobile devices. Some of the latest known versions of this type of malware are Loozfon and
FinFisher, Loozfon Is an Information-stealing plece of malware. Criminals use different
varlants to lure the victims, One version Is a work-at-home opportunity that promises a
profitable payday just for sending out email, A link within these advertisements leads to a
website that |s designed to push Loozfon on the user's device, The malicious application
steals contact details from the user's address hook and the Infected device's phone number.

FinFisher Is a spyware capable of taking over the components of a mobile device. When
installed the moblle device can be remotely controlled and monitored no matter where the
Target is located. FinFisher can be easily transmitted to a Smartphone when the user vislts a
specific web link or opens a text message masquerading as a system update.

Loozfon and FinFisher are just two examples of malware used by criminals to |ure users Into
compromising thelr devices.

Safety tips to protect your mobile device:

» When purchasing a Smartphone, know the features of the device, Including the default
settings. Turn off features of the device not needed to minimlze the attack surface of
the device,

* Depending on the type of phone, the operating system may have encryption available,
This can be used to protect the user's personal data In the case of loss or theft.

* With the growth of the application market for moblle devices, users should look at the
revlews of the developer/company who published the application.

¢« Review and understand the permissions you are glving when vou downlead
applications,

» Passcode protect your moblle device. This is the first layer of physical secunty to
protect the contents of the device. In conjunction with the passcode, enable the screen
lock feature after @ few minutes of inactivity.

* Obtain malware protaction for your moblle device. Look for applications that specialize
In antivirus or file Integrity that helps protect your device from rogue applications and
malware.

+ Be aware of applications that enable Geo-locatlon, The application will track the user's
location anywhere. This application can be used for marketing, but can be used by
ralicious actors raising concerns of assisting a possible stalker and/or burglarles,

» Jallbreak or rooting s used to remove certain restrictions imposed by the device
manufacturer or cell phone carrler, This allows the user nearly unregulated control over
what programs can be Installed and how the device can be used. However, this
procedure often Involves exploiting significant security vulnerabllities and increases the
attack surface of the device. Anytime a user, application or service runs In
"unrestricted” or "system" level within an operation system, It allows any compromise
to take full control of the device. !

* Do not allow your devlce to connect to unkrnown wireless networks. Thesa networks
could be rogue access points that capture Information passed between your device and
a legitimate server.

* If you decide to sell your device or trade it in, make sure you wipe the device {reset |t
to factory default) to avoid leaving personal data on the device.

s Smartphones require updatg‘s“’qto run applications and firmware, If users neglect this It
increases the risk of having tHelr device hacked ar comprom|sad,

* Avold clicking on or otherwlse downloading software or links from unknown sources.

Page 1 of 2
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* Use the same precautions on your moblle phona as you would on your computer when

using the Interpet.

If you have been a victim of an Intemet scam or have received an e-mall that yvou belleve

was an attempted scam, please file a complaint at www.IC3.gov,

P
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theguardian

British firm offered spying software to

Egyptian regime — documents
Gamma International's Finfisher program would have enabled
government splas to monitor activists and censor websites

Kaven M¢Velgh
gaardlon,eo.uk, Thursday 28 Aptil 201 14.05 BET

§o T ] Ch e
Bgypliun amtl-govermver! bloggers vark on thelr Japlops Irom Uniro's Fehyir Squace on Felepary 10, uou
Pholograph; Palrick Baz/ARP/Gelly lnwges

A Britlsh company offered to sell a program to the Egyptian security services that
experts say could infect computers, hack into web-based email and communications
toals such as Slype and even take control of other groups’ systems remotely, according
to documents seen by the Guardian,

Two Egyptian hnman rights activists found the documents amid hundreds of batons and
torture equipment when they broke into the headquarters of the regime's State Security
Hrvestigations service (85T) last month,

One of the papers, in English and headed Finfisher Proposal; Commerelal Offer,
cattained an offer dated 29 June 2010 to provide "FinSpy" software, hardware,
installation and tyaining to the SSI for €287,000 (P255,000). The nume on the involce,
dated Tuesday 29 June 2010, wag Gamma Internattonal UK Limited.

Other documents, written in Arabic and marked “ultimately cbnﬁdential", state that
aflter being offered a "free trial vergion” of Gamma's Finfisher woftwave to test its ability
to hack into email accounts, the SST concluded it wag "a high-level security system” (hat
eould get into email accounts of Hotmall, Gmail and Yahoo, as well as allowing "full
contral” of the computers of "targeted ,‘élements". It went on to deseribe the software's
"success in breaking through personalficcounts on Skype network, which 1s considered
the most seerre method of communieation used by members of the elements of the
harmdul activity because [t 13 enerypted”.

The find throws a spotlight on western companies that provide software to security
services gnd agents of oppressive vegimes to spy on, censor and block the websites with
which activists communicate. Last month a report by OpenNet Initiative sald nine
countries across the Middle East and North Afrjgg used US and Canadian technology to
impede access to online content, ineluding sites with political, social and religlous
material,

Mostafa Husseln, a Calro blogger and physlelan who 100k the documents, said they
formed importani evidence against the SSI's activities. "T'his proposal was sent Lo a
department well known for torture, far abuse of human rights, for spying on political
eampaigners. This company, Gamma, should he exposed as collaborators in the crimes

mhtml:file://Z\Mark\Cases P - Z\Privacy International\Documents\Press\British firm .,
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i
| of trying to invade our privacy and atred activists."
Hussein poated the documents online and passed a copy to the Guardiag,

A Gammy International website called "Finfisher IT Intrusion” describes its software as

l allowing "remote monitoring and infection” that ean provide "full access to stored
information with the ability to take control of the target", It is advertisad as capable of
"capturing enerypted data and communications” and allowing a "government ageney to
remotely infect target systems”,

The documents found in the 88T HQ, one dated 1 January 2o11, sald that the proposal
from Gamma International had come via a subsidiary company, Modern
Communications System, Following a "fres" five-month trial, SSI described the softwate
ad ltke "planting a comprehensive spylng aystem in the location where the targeted
computer exists”, The software eould record voice and audio calls, movements through
video and audio where the computer was located, and hack Into all the computers in the
same network,

Rick Ferguson, of internet security company Trend Micro, sald: "Our position on
" cammercial spyware Is that if the monitoring is heing done without the consent of the
i person heing monitored then that would be the theft of information,

( "There's certainly an amhiguity of selling that kid of technolog;r to that type of regime.

There are a lot of commerclal tools to engble you to remotely monitor and manage

Ty N computers hut it's about haw those tools ure being used and whether those 1ools are
being used covertly." ;

*®

Amr Gharbeia, an activist who works af the Bgyptian Initiative for Personal Rights, said
the Finfisher software referred to in the proposal was "a trojan, a software you Implant
In someone clse's device to control it and possibly get data from it. It puts you in the

driver's seat so you ran see someone else's email and allows also for identity fraud."
i

When contacted by the Guardian, Gamma International said in a statement; "Ganuna
International UK Limited manufactures equipment for dealing with security related
threats and it supplies only to governmants,

"Gamma International UK Limited has not supplied any of its Finfisher suite of
praducts or related training etc to the Egyptian government.”

Gammy said it “complies, in all its dealings, with all relevant UK legislation and
regulation”.

» This article was amended on 30 April 2011 to correct the spelling of Gurnma
International in the standfirst,
@ zmz Quardlan News and Media Limited or e ofiliated companies, Al dghts reserved,
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TECHNOLOGY

20 September 2071 Lasi updated at 1019

UK firm denies 'cyber-spy' deal with Egypt

By Stephen Gray
Fifz on 4, BBC Radio 4

A UK firm offered to supply "cyber-spy" software used by Egypt to target aciivists, the BBC has learned,

Documents found In the headquarters of the country's securlly service suggest it was used for a flve-month trial pariod at the end
of last year,

Hampshire-based Gamma International UK denles actualty supplying the program, which Infects computers with & virus that bugs
online voice calls and emaill.

The forelgn secretary says he wlll "critlcally" examine export contrals.

Willlam Hague, who speaks for the governmant on computer sacurlly Issues, said; "Any axport of goods that could be used for
internal represslen Is something we would want o stop."

He also adiited the law govemning sofiware exports was g grey area,

The documents seen by the BBC were found at the looted headguarters of the Egyptian state securlty hullding earlier this
yoar.

They describe an offer by Garmma International UK Ltd to supply a soflware programme called Finfishar,

Finfisher is described as a toolklt "used by many global security and Intelligencs services" for secretly galning access to people's
computers,

The files from the Egyptian secret police's Electronic Penetrailon Division described Gamma's product as "the only security
system In the world" capable of bugging Skype phone conversations on the internat,

Thay detall a five-month trial by the Egyptian secret polles which faund the product had "proved to be an efficlent alactronic
gystem for panetrating secura systems [which] accesses emall boxes of Hoimall, Yahoo and Gmail networks",

Ancther document discovered by German public televislon network MDR is thought to reveal the first-known victima of the
Finfisher program,

The document describes how, during the period of the software trial, the secret police successfully brake Into and recorded
enciypted Skype calls.

Sherif Mansour, from the US demecracy group Freedom House, was In Egypt last year to halp monitor parliamentary slections.
'‘Outsourcing reprassion’

Named in the document as a victim of the bugging, he blamed the Finfisher software and urged the British government (o take
action.

"We democracy and human rights activists already face a lot of iroublas and get a lot of threats. | expect that from government
but not from software companies,

mhitml:file:///Z\Mark\Cases P - Z\Privacy International\Documents\Press\BBC News ~,,, 10/10/2012
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"We have never looked to them te [be] snabling repression, to outsourcing repression.”

According to the Dapartment for Business Innovation and Skills, Finfisher doss not require an export licence becausa 1t doss not
use encrypflon,

Mr Hague told Flte on 4 that the UK had a strong export llcence system,

He sald a number of licences had been withdrawn from companles exporting lfems of congein to Libya, Tunlsia and Bahraln - but
he conceded software was a difficult praduct to legislate for.

"This will be a grayer area because there san be many many uses for & given plece of software.
"But nevertheless, we will look at that crltically and If any evidence Is supplled to the government - or we coma aoross any

evidence of British technology used for intesnal repression In other countries - then we will taka the same vary tough line on that
as wa do on other items.”

Gamma international UK Ltd |s owhed by a 48-year-old Briton, Louthean Nelson, who |s listed as having addresses In Sallsbury,
Hamburg and Belrut,

The BBG wanted to ask Mr Nelson about the contradiction betwean Gamma's clalm It did not supply the software, and the
information contalned In the Egyptian documents, He did not reply.

'Abuse of tochnology'
But although Gamma has refused to comment publicly, a company representative called Martin Muanch ls due to spaak naxt
week at a gconference in Barlin on gyber warfare.

Gamma Is listed as a "sponsor and exhiblior” with a speaker due io address the conference on "applled hacking technlques used
by governmental agencias®.

Also speaking at the conference are colonels frarn the British, US and German armles, and the director of intelligence at US
Cybercommand.

Elsewhere in the Middle East, reports emargad thls month of glaims that Frenc 08 African firms helped mo
phones and the Interpet for Libya's Col Muamtar Gaddafl,

In Bahraln - where the regime has so far survived the protests - human rights activist Abdul Ghanl al-Khanjar says he only
{earned the extant of survellleance in his country after baing arresied.

He had just returned from London where ha gpoke at a maeting In the House of Lords,

"Within two days, masked civilians and rlot police raidad my house and arrested me and | have been tortured about my many
actlivities,” he told the BBC.

"lt was amazing when thay showad me some text massages from my phone and told me about my calls,”
He added: "This is a bad abuse of tachnolagy."

The Bahraini government says it has launched an inguiry inta torture aliegations. But Slemens and Nokia have both heen

implicated Jn the bad publicity surrounding the case.

In the past Siemens sold Bahrain a “monitoring centre”, which (s thought to have allowed the regima to secretly frack and bug Itz
citizens' phones. The company Is said to have sold the same system to 60 countries worldwide,

But Ben Rooma, a spokesman for Nokia Siemens Networks - a joint venture betwaen the two companles, says [t has now pubed
out of making interception tools, precisely because of concerns that thay can be abused,

"If you provide technology you cannct be hiind to how potentlially It can be used,™ he gaid.

-
File on 4 |s on BBG Radio 4 on Tuesday 20 September at 20:00 BST and Sunday 26 September at 17:00 BST. Liaten agaln via
the Radlo 4 website or download the podeast.
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UK 'exporting surveillance technology to

repressive nations'
Fears that software similar to that which government wanis o use
in Britaln is being sold to monitor dissidents abroad

Jamis Doward and Rehecea Lewis
guardian.co.uk, Saturday 7 Aprll 2012 2100 BST

.

Theve see feavs that UK technalogy Qs sovkd be sippariling Assad's Sndan reptme, Fholograph: -JAFTY Getly
Images

Britain ig exporting surveillance technology to countries run by repressive regimes,
sparking fears it is being used to track political dissidents and activists,

The: UK's enthusiastic role in the burgeoning but unregulaled surveillance marleet is
hecoming an vrgent concern for human rights groups, who want the government to
ensure that exports are regulated in o similar way to arma,

Much of the technology, which allows reglmes to monitor Internet traffic, mobile phone
calls and text messages, is simllar to that which the government has controversially

signalled it wants to use in the UK,

The campalgn group, Privacy International, which monitors the use of surveillance
technology, claims equipment being exported includes deviegs known as *IMSI
catohers” that masquerade as normal moblle phone masts and identify phone users and
malware — software that can allow Ile operator to control g target's computer, while
allowing the interception to remain undetected.

Trojan horse software that allows hﬁc&grs to remotely actlvate the microphone and
camera on ancther person's phone, and "optical cyber solutions” that can tap submarine
cable landing stations, allowlng for the mass sarvelllance of entire populations, are alse
being exported, according fo the group.

Privacy International sald {t had vistted international arms and secutiiy falrs and
1dentified at lenst 30 UK companles that it helieves have sxported surveillance
technology to countries including Syrda, Tran, Yemen and Bahrain, A further o
companles exporting similar technology from the US were also identified. Germany and
Israel were also identified as big exporters of surveillance technology, in what is
reportedly 4 £3bn a year Industry,

Last month Privacy International asked 160 comipanies about sales of equipment to
repressive regimes, So far fewer than 10 have written back o deny selling to nations
with poor humen rights records, The campaign group warns: “The omerging
information and communications infrastructures of developing countries are being
hijacked for surveillance purposes, and the information therehy collected is facilitating
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unlawful intervogation practlees, torture and extrajudicial executions,”

Many of the brochures, presentations and marketing videos used hy surveillance
companies to promote their technology have now been posted on the Wikil.eaks
webslie, while a list of flrms identifled by Privacy International as a cause for concern
has been provided to the Department for Buginess, Innovation and Skills, The trade
minister, Mark Prisk, has been briefed on the situation,

Last month the Furopean council banned the export of surveillanee technologies to
Iranian authorities in response to serions human vights violationa, It has imposed
similar bans on exports to Syria,

But human rights groups said equipment was atill being sold to commercial
organisations in the twe countries and called for the government to takea stronger action,

"By the time the embarge ia in place the ship has sziled,” said Exic King, head of
research ot Privacy International, "Cur research shows the idea that thisis not a British
problem is wrong. We need goverimenits to act now, In a few years this equipment will
need to he updated; these countries don't have the technica! expertise to do it, so this is
something the UK needs to be aware of and to take action against now "

In December it emerged a Britlsh company had offered to sell software to Egyptian
security services that experts say conld hack into web-based email, The company,
Gamma Group Internationel, (nsists Ik complies, in all its dealings, with all velevant UK
legislation", '

Last yoar a public outery forced an Italian company to pull out of supplying Syria with
“deep packet Investigation” technology that would allow the country's security forces to
secess Internet service providers, But Syrlatel Mobile, Syrln's largest meblle phone
operator, uses blocking technology provided by a Dublin-based eompany,

Creativity Software {CS), a Britlah flrm specialising in "location-based services”, sold
technelogy to the mobile network operator MTN Irancell that campaign groups said
could be wsed to track Individuals, The company said its technology pravided "the same
type of activities that ave enjoyed by consumers in many other markets — a hugely
popular and successful social networking and location-hased mohils advertising
serviee",

Tt is the responsibility of manufacturors to ensure their technology is not used to
perpetrate human rights abuses, But there are now ealls for them to be subject to
stringent export controls requiring a licence to sell abroad.

Privacy Iuternational also argues that, in order to prevent dangerous technologies
reaching authoritarian reglmes theough middlemen, theve is aneed for “end-use"
controls that wonld make it 1llegal for companies to provide thelr praducts when they
knaw or suspect they will be used {n human rights abuses.

In a letter to Privacy International, Downing Street said the government was "actively
looking at this Jssue” and was working within the EU to introduce new eontrols on
surveillance, 5

@ 2012 Guardlan News aud Media Limtted or 1ts affillaced companios, Afl vights reserved,

mbtml:file://Z:\Mark\Cases P - Z\Privacy International\Documents\Press\UK 'exporti...  10/10/2012
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Cyber Attacks On Activists Traced To
FinFisher Spyware Of Gamma

By Vemon 8lver -Jul 25, 2012 1:08 "M GMT+0100

l 2 GOMMENTY & aveun

Its one of the viond's besi-known ant eluslve aybor weapons: FinFleher, & spyweare spld by
UK.~ baged Gamma Group, which oan sacrafly talke remote control of a computer, oepying
fes, Intarcepling Skype calla and legging svery keyefrake,

Far the past year, human rights advocates and virus huniers have serutinzed FinFlshar,
seeking to unoover potential aluses, Thay got a glimpse of its reach when & FInFlsher salss
pltch to Egypllan state securlly was uncoverad after fat county's February 2011 revolitlon,
in Dacember, anti-sacrocy wekslio Wikileaks published Bamma prumauonai Vidlos ahowing
how police could plant FinFisher on a terget's compulsns E i

"Wo Know it exlala, but wa've never saen it - you oan
iinagine a rara dlamond," says Mikko Hypponen, chlef
research ofilcer at Melslnki-hasad data securily compeny Fe
Secure Oy, (FEX1V} He posted the Egypt documants onlina
lastyear and sald I a sopy of the sofiwete leed were found,
he'd writa antl-viiug protection agalnst it

Now ha may gel hie wish,

Researchors belfeve thuy've [deniifled goples of FinlFlaher,
basad ot an sxaminailon of maiiclous sofware e-maksd to
Babhralnl actlvists, ey say. Thelt research, which Is baing
publishad totay by the Unlversily of Toronte Munk School of
Qlobal Affalrs Cltizen Lab, iz basad on five diiferent e-malls
obtamed by Bloomberg News from people fargated by the

Hauntn Abdiiz, @ €,5, piltaoiy wiv [
igrAoT of Amurirans fyr Domoerny s
Huinn Righta In Babit, ks cangivatiag
Tawaulls il & pompiofitin T (L8, Sinto malwere,
Bopaigil about Ihg Sorder-crozung

huck, Sorkdn; Huaaln ARdull v Globa’ Reach
Bloomizimg

Pru-de}nocraay ucllvists ranalved if1a malware i Whshingtar, _,
Ri}nmé};lom ihat has bean gripped by lansron sima a srackdown
on protests Jast year,

a4
The (Indlhgs Mustiate how'ihe tarely unregulated irade In
offeneiva hacking teols Is transforming survaillancs, makling It
more Intrusive as i reaches across borders and paers Inte
peoples” digital dovicas, From anywhare on the glabe, the
goftware can panelrate the most prlvate spaces, furning on
camputer wok oumeras and rauding doctinents v they are
belng lyped.

ndveenolty of Torano Munk Schonl of
Ginbul Aflehet Gitlron Lobsecurty
vengurcher Mogen Merula-Bols,
Photogpling Joznk Keplghioombary

]
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Cyber Attacks on Activists Traced to FinFisher Spyware of Gamma - Bloomberg Page 2 of 7

"Sslling aoftwars that allows for the faking over of compuiers  Advettisamant
wlthout rule of law can (aed fo abuse," says Covriney
Redach, sanlor program manager for freedom of expression
al Washlngton-based Fresdom House, which promotes
human flghis,

Marcaul found avidenesy hoktracss Gamma execuiive Martln |, Muenah decllned mmaciate BREAKS DOWN HIS

muliious pelivarn e-atud o Baliriln ' b
m-llvh:n:m:kto IS, & $oywons okl comment pending research after belng o-malled & Wab ink lo BIGGEST B[:'[‘S
LANF s Griuna PR the Clizen Lab report and guostions related to ts findings.

Mo Pt Muench, Wha laeds tha FlnFishar praduct porifollo, s fhe

managing diracior of the group's Munich-bassd Brimma
{ntarnational GmbH, Gamma Greup alsn markels FinFlsher throught Andover, England-based
@amma linfernaifonal UK Lid,

Bloornbe J con

Mugneh sald In & July 23 a-mall that tha company pan'l commeant on any Indiviiua)
oustomers and (at Gamima complles with the axport regulations of (he UK, U8, and
Germany,

l\flonltorlng Criminals

Meiench, 30, sald In that a-mall thal FinFlsher 18 a fool for monltaring eriminals, and that to
reduce the risk of abuse of lis produots the campany only sells FlnFlsher to governments, ‘

The reciplents of ihe Balraln-related e-malle - who Include & nefurallzed U8, vitkean who
owis gas atallons In Alabama, a London-based human rghts activist and a Britlsh-born

aconomist n Bahiain - aach say they don't know of any law entrcement investigations or
chamas against them,

H

Two of the reciplents suld they were susplolous of the - malls and didi't oliok on the
attachmants, wiile the third sald he tried and falled to dewnload an attachment ta hia
Blaokberry,

The analysis of thelr e-ynulls showed the malware they rd-:‘ Ived acts a8 a Trojan, a type of
sofiwara named after the lagendary wooden horse that Graek wardors used 1o sneak Into
Tray befors sacking Ihe enclanl clly, It takes soraen ehots, intarcepls velea-over-internet calls
and tranamite 4 vaaor! of every keysirots to & compulst in Manama,

Stolen Pagsword

Ohservalion of o researchar's purposely-Infected laptap In Washlngton alse showed the
Trojan stelo & pussword for an g-nall &ecount, which was then acezssed wiEout armlsalon,

“The maivare Hoelf practically came with & product tabe! for a hvand of FinFlaher gallad
FInSpy, which ls metketed for spying on computers: On tha Infectsd leptep, the computer
Gotie the maliclous prograim Inetalled bore multiple Instanoag of the ward *FinEpy,” an
axamination of {he compular's memery showed,

The tachnical evidence of a matah came from tha watk of Morgan Marquls-Bolre, a securlly
ressarcher at Citizen Lab, who analyzed the Infecied e-malls for this story, Ha's publlshing
tire defalied report of the Rndings In a paper today through Glilzen Lah, al

httpefcitizental org/20 1 2/07 rom-bahrain-with- bova-finflshora-spy-kit-expossd.

Digital DNA

Marquls-Boire extracied a slpnafure from the activists’ samples - a sort of digie) DNA, He
then gave the signature o ofher resaarchors to see If they oould find a matohing sampla thay
might have caltegied In the course of their worl,

The needlena-huystack search came up with a mateh: auprogram lhat hora the hallmarks of
a demenstration copy of FliFisher, .

The evidence that the new sample ihoy found was FinFlshar fsslf was persuasive, Marguls-
Boire sald, becsuse lhe prasumed demo connectad hack 1o iwo wabsites, one with “if-demeo”

http:/fwrww. bloomberg.com/news/2012.07-25 /oy ber-attacks-on-activists-traced-to-finf.,, 26/07/2012
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in the name and the cther with *gamma-international’ in the name, The Ialterwshalia, [t fun,
wis raglstered o Marfin Muench a1 QGamma International In Munkeh, anline ragistralion tata
ghow,

ALOOMHER® TERMINAL
Profavelona|

Anywhere

Bahraln has no polley of targefing poliical activiste through survellance technology, Luma

Bashii, & spokeswoman for tha government's Informatlon Affaire Aulhorlty, aald jn an e-

malled siaternent.

"Such allegetiona are taken very serously and [fihere |8 any evidenca thaf theva s any
missonduct In use of such fechnology, each case wik ba,lpveailgated Immeiflately aceording
to th laws and reguietions of the Kingdotm of Banraln " 2Rs sald,

Cyher-Arms Bazaar

FinFlsher 13 just one of mary Incraasingly avallable weapens for 9alé In the global cybsr-
aine bazbar,

The haeking teahniquss go beyand traditlonal survelllance of phone calls, s-mails and text
messages, which governmants conduct by tappng Info communlafions networks that pass
through thelr terstory, Reports In the past year of raprasalve regimes uging Westem gear for
domestic survellance led the LS, and Europaan Unlon to Impose restrictions on sales to
soma countriss, such as Byra.

‘Technologles such as FinFleber mark the next stew i o digitet arms race, and are provided
by other compantes, such as Milan-hased HaokingTeam, whose programs, onrs instatlsd,
transmit an infeoted computara activillas, They are tha retail cousine of slate-made cyber
weapons such us the Stuxnet campuler wonn, which damaged centrifuiges In an lranian
nuelear plantand was Jointly developed by the W8, and Jsrasl, aceording to the New Yori
Times,

survelllance Breakthrough !

The dissovary and traoking of such spyware shows hew even the tinlest natians ablaln cyber
arall extns and deploy fHem al homa and acruss borders,

"Woa're moving to 8 new piace with survailance,” says John Scott-Rallion, a dootoral student
at the Universtty of Califarnla L.os Angeles' Luskin School &1 Publle Affalra who has helped
track Trafans In Libya and 8yrla, whore he says pre- repime hackers cokbled togelher
malware aitacky fom free or Insxpensive products avallabie onfine. He also cocrdinated
resaarah for ihis study, passing the firsl matwere samples from Bloembery to Marquls-Bolre.

The Rahraln] case 1 A braakihrough bacause [l shows the usa of & more sophisticated,
invasive hackipp tool avallable for purehage by nations thed might nol Yo able to develop thelr
own cyher weapons, Scolt-Railton says. “The (ime for active penelrallon by states al a widely
deployable ecala hias come,” he says,

Hacker Turned Executive

Foundad In 1999, Gamima Group relles on hackertumed- exaculive Muench to market auch
capabilities to alfents around tha werld, Just over sl fael tall, Muench |s & rock star of the
plolal Intarseption-tschnology conforence cireult, lleted (n agendas only By his inllials, Mk,

Waaring a Irim blask Uit und skinny black fie, ho atlanded the 1S5 World trade show, Kiswn
in the Indstry as the Wiretapper's Ball, In isussta Lampur, Malaysia, Ih December, One of his
{olks was {itiea "Offenslve IT Intellgence Informations Galharng Porifolle -~ An Operatlonal
Overview,” .

FinFisher has such inystique that an Inleligence worker who helps manage a Soulheast
Astan aountry's eyborsocurity aald Muench's presence st the show was tha maln reason he
took axtra pracautions to deleo] hacker threals lwking In the wiraless neiworics at the venve,
The oparative, who sald ha has attended a demonsbiallon of tho produat, Inslsted that hls
name riol be published because of his Intefigencs work, !

L
Wk

http:/fwww. bloomberg, com/news/2012-07-25/cyber-attacks-on-notivists-traced-to-finf,., 26/07/2012

—— ee— =



t

4

Cyber Attacks on Activists Traced to FinFisher Spyware of Gamma - Bloomberg

Page 4 of 7

.......... e bt e i

Remotaly Centrolled MOBILE APYE

FinFisher promotional malterlals provide & genaral view tnto lle capabililes, withom naming Piositibory

the couniries where K's soid, Rieombary Radlot
Bldombary TV

"When FInSpy |s Inslalied on a compuier system lt aan be remotely controlled and acoessed Bloombery Hstelosruwosi

a8 so0h as it Is connected fo the Intemel/natwork, ne matter where In the world the Target
Bystem Is based,” a Gamma brochura published by WikiLeaks says.

In response fo questions nboui FlnFlshar's deployment, privately held Gamma lssued a
glatornent Jan, 27 that guoted Muench saving, ‘Most peoplo understand that we oan'{ divulge
detalls about our cllents, the products they buy ot how fhay une Shent - we don't want fo p
off the ariminalsl b

The staterent addressed the deatumants found In Galro, which priead the systam at 368,604
ouron {3470,000), Inchuding melntanence, Gamne seld no sale was made, and the el
vorslon shown during s pifch never largated wnwitting computer users.

"Gamma presented the product FinSpy showlng |le oparational cepablitles with a Gamita-
supplled spectal farget notebook for demonstratlon purpases only,” the siatement sajd,

In the case of Babrain, tho malware dld reach yeal fargsts, and led to an analysls of the
sottware. '

Susplclous E-malls

In Manama, Ata'a Shehabi, the U,K.-korm econcmist, noficed she and other kativials were
regeiving susplclous e-malls that purperted & hava nawa an fopics Including tortura and
prisonere, She forwardad fham to Bloombera.

Tasts showed that the atteched photes and documents would sectefly Inatell a program
taking over thelr computars If clicked on and opanad, .

The analysls by Marquis-Bolrs exposed how the imallelovs program went through alahorate
processes of hiding itself, running through & chaoklist of anil-virus pragrains to see If any
were'on tie computer, and establishing & connection with the sarver In Manama to which 4
would send s date,

A drsediocked New Zoalandar based In 9an Franclsco, Marquls-tolre hes plasterad his
laptop with & bumpar siloker that aays, "My other computer 18 yeur compuier” (He did the
reseaich sparately from his Job as a seourlty englnaor st Gyl Ino., which wesn't Involved
In thia project)

Virtual Machine
The otiet halfof {he analysls Invoivad watahing the malware aa [ wenl sboud apying,

Bl Marczak, n computer selenge docloral candidate st ihe University of Callfornta Berkeley,
also recelved four samples from Shehabf He Inglalled e sampled on & “virtual maghine” on
his kaptop and monltored the Trojan's hehavlor. Marezak, who spent ii(s high schoul years in
Balraln, is & founding member of Bahrin Watol, a group thal advooates for more
transparen] govertanace s the kingdom,

Marcxak estabilshed the link lo Bahraln by tracing the Trolan's iransmlssions back {o an
Inlernet address In Manama, Alter recelving the fith sample from Bloomberg Nows, Marczak
found It fad to the seme online address.

Other Informatlon alse poinfad 4o FinFlsher. 8ome datalls from FInFisher product
spactiication docurmants ebiained by Bloomberg News imatchad detalls of what Marczal
found as he watched files sireaim put of his Japtop, 4

i,

hitp://www, bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finf..,

26/07/2012
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Skype Data Joba iy Indoed 14 Rufo e foge  NMurdo Irédykhelas

According to the product spaciiications, when FirFlsher flches $iyps data, It transparts the
Informetion back 1o 1he system's operators In files prefaced with The number 14 and ending
wlth & sorles of characlers rapresenting the fime the file wae oreated,

When Marozak made a Skype call on his infeoted machine In Callfomla, he walched the
Trojan grab ihe deta - and send il fo Bahraln In flea thal, Indeed, began whh 14 and ended
with a timastamp,

The apparant use of FinFlsher against Bahraln! eolivists underscaras the naed for broader
Western export controla of surveilance techhology, saya Erlo King, the head of research &
London-baged Privacy iermational.

The group's lawyers Informed U.K, ragulators In i July 12 [sttsr thatdt plans ta sue the
povermment for falling to enforce laws alrsady on the books that give i the power fo blotk
exports that can be usad to violate human rlghts,

Repression Risk

*Plalnly there is a very raa) risk, If not an inavitablilly, thet survalkance equipmant, such as the
FinFlsher products, has bean, and continues to be, exportad fo countrias where It le highly
likaly 1o b usad for Internal repression end breaches of human rights,” the tetler lo the UK,
sacrelary of stale for business innovation and skills srld,

The Department for Buelhess s considering Privaoy Intermationsl's etter and will respand, &
spokesman suld, The UK. goveriment has proposed that arms-related export conirols
followed by mpal Waatern nations be expandad to add certaln survellanoe technotogy, and le
pvsting {hfe with ather countrias, the department sald In a slatament,

Tenelons have slmiered in Bahraln since the government cracked down en mass protests
last yoar invelving opponants of Sunm Mualim rule over the Shiite majorlly, At least 36 people
died In the viotence beiween Feb, 14 and Aprll 16, 2011, Including four poles officars and a
soldior, actording 19 the Bahraln Independent Commission of Inqulry, which investigeted the
unyest and found inatances of foriure, Law-level protasts' conilnue In the Jsland nailen of 1.2
miltion poopie, home ko the W15, Navy's Fiith Flest.

Infection Aftempts '

Three Bahralnl dlssidenis who sald they recelved the melware-laten mallings wase In
Washingion, Londen ard Manama whon the malwere aifempied 1o Infoot thelr computers In
April and May, The frgt e-malls fhey racaived, sent In Aptl, wets itled "Exlstence of & naw
dialegue - A-Walag & Government suthorlty" and, In Arabig, "Events this week."

E-ynails sant in bsy had {he sublect lines “Torture reperts oh Nabael Rajab," & rafarence to a
Jelled oppositian |eader; "King Hamad Planning,” a refaiénce fo the Bahralnl king’s irip to
Londen for Quean Elizakoth IFs diamond Jubllee; and *Braaking Mews from Bahraln -~ 8
Suspeots Anested,” .

Huszln Abdulla, a U.5. cfilzen who is diiesior of Americans for Democracy and Human
Rlghts in Bahvaln, sald he tisd 1o downlond the "Exislence of a new dlalogire” sitanhment on
his Blackberry while walking from a Washington Mefro staflon to mastings at a Gongrassional
aofiles buliding,

Abdulta, 34, the Meblle, Alabama-based awner of gas statione, now |5 consldaring lawsulls
and a complaint io fhe U.8, State Department about thiy hortder-ctoseing hack,

Seeking Protectlon

"' going to take phy legat vanue { can to proloct mysslf,” Abdulla says,

hitp:/Awww, bloomberg,com/news/2012-07-25/cyberattacks-on-aclivists-traced-to~finf.., 26/07/2012
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8hehahl, 31, whose a-mall wera the firet to be anaiyzed for the study, s @ Britlsh-bom W“ﬂ”s““‘ u%?w vaLe
Bahraln} actlvist and an aconcmios lesiuzer with a PhO from [mpenst Collags London. Sha lvhla Is youy Eluombem
@ queus wiii help you rlnd newa. save Btorles for [ater and

recelved he e-malla [n Baheain, a|<a ism wéip you
eam Moralicde

“Thie wae - sitempt at viclaling my privacy in a seuntry that does not betieve in privaty
rights,” she says, "The U K, sompany I8 responsible for selling inflfration tools lo &
govamment they know wiil use them to reprass pio-famooracy acllvists.”

Londan-hesed Bahralnl actvist Shahab Hashem, 29, pays he recelved three of the s-matls
after he travellad to Sweden and Switzartand to draw attention o human rlghte vivlailons Iy
Bahrsin, Two of those wers ldentical to e-malla Shehabl recelved, The other, which he
provided to Bloomberg News, was the b sarmple In the study,

7l thavght 1 wae Just spatn," he says. /I never thaught that someone woukl be interastad Ik
hacking into my aomputer.”

in Finland, Mypponen sald bafoi the publieation of today's report el ke and other malware
hunters would enjoy disaecting & FinFisher sample,

"There's lots of chilchat amongst tha security pevple about bow it might work, but it's mosily
Jug speouiation, Nobody knows for real,” he sald,

Kentlfying FinFisher cowid tum the talies, "If's hard for them fo sell o toal lo searstly infeol
computers If an- virus programs can detect 1™ he aald,

To sontac! the seperter on this elery: Vernon Sliver In Roma at visliver@bloombang.ned;

To eontaot the aditer raspansible for this story: Mellssa Pozsgay at
mpozagav@bloomberg nak
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Gamma Says No Spyware Sold fo Bahrain;
May Be Stolen Copy

By Vernon Siiver - 2012-07-27713:20:332
i

i O COMMENTS G QUEUE

Gamma International GmbH's managing director sald his company didn’t sell its FInFlsher
spywars to Bahrain, responding to research that shawed edtlvists fram the Perslan Guif
Kingdorn were largelsd by what looked like the software, which can sacretly moniter
computars,

f
The Muhich-based axecutlve, Martin J. Muanah, said he's kwesligating whether the mallzlous
sofiware sent to activists was a demonstration copy of the product atolen from Gamma and
vsad witheut permission. d
Belluege tmaga “As you know we don't normally discuss our cllents but glven
: this unlque situatlon it's only fair to say that Gamma has
never sold thelr products to Bahraln,” Muench gald In an e-

mall today,

He was responging for the first time {o 8 July 25 report by
Bloomberg News that sald researchere beliave they've
identified coplas of FinFisher, based on an examination of the
malware 8- malied to Bahralni activista. Thelr research,
publishad lhe same day by tha Univorstly of Torento Munk
School of Global Affairs’ Gitlzen Lab, was based an e-mails oblatned by Bloomberg News.

Universily ol Toronio Munk Schvol of
Glohal Allaire’ Gitizain Lab aotuiiy
resesrchial Mopgen Mirguts-Belre,
Photogragher: Jacob KeplernBlaomliory

Muench sald his company can’l yet confirm whether the software analyzed by Clizen Labis
Gamma's product,

FinFisher Portfolio

Gamma Intarnational GmbH In Garmany ls part of U.K.-based Gamma Group. The group
also markets FinFisher through Andover, England-based Garma International UK Ltd,
Muench, 30, leads the FinFishar product portfollo.

The Citizen Lab research linked the malware sent lo pro- democracy activists 1o FinSpy, parl
of the FinFisher spyware lool kit, Il can secraily lake remele conirol of a comguter, copying
files, intercepting Skype calls and logglng every keystroke,

Based on delalls published by CHizen Lab, "It is unlikely that it was an Installed system used
by one of gur clianis but rather that a copy of an old FInSpy demo verslon was made during a
prosontation and that this copy was medifled and then used eleewhers,” Musnch wrote In his
g-mail.

"The modification mean that there was no message sent to aur gerver when the demo
product was used agalnst a real largsl,” he sald, An unaliered demo would have sent a

;|
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message fo Gumma, and {ha eormpany would have been able to deactivate (hal copy of ihe
software, he sald.

"l can spaculaie thal probably 1he demonstration verslon may have been stalen using a flash
drive but | have no svidence fo suppert this,” Muench sald. He added that Gamma will Hghten
lts security during presentations. '

The Cltizen Lab research showed the malware took screen shots, Intercepled vaice-over-
Internet calls and transmittad a record of every keystroke fo 8 computer In Manama, the
capital of Bahsaln, which has besh gripped by tenslon since a government crackdown an
protosts lagt year,

Muench sald the transmisslons fo Bahrain don't mean the computer ulfimataly reseiving the
dafa is in that country,

"I eould stmply be a proxy server, which most of our cllents setup around {ha world to
anonymize the creatad network Iraffic,” he sald,

He said In the e-mail that Gamma complies with the export ragulations of the U.K., U.8, and
Germany.

To contact the raporter on this story: Varnan Silver In Rome at visiiver@bloomberg.net;

To contact the ediior responsible for this story: Mellssa Pozsgay at
mpozagay@bloomberg.net
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Elusive FinSpy Spyware Pops Up in 10
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Gamma GroupGamma Group markets its FinFisher surveiliance product to governments, bug
researchers say it may be used more broadly,
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It is one of the more elusive commercial cyberespionage tools available, It is matketed as a way
for povernments 1o spy on criminals. And for over a year, virus hunters unsuccesstully tried 1o
irack it down. Now it is popping up across the globe, from Qatar to an Amazon server in the
United States,

FinFisher is a spyware product manufactured by the Gamma Group, a British company that sells

surveillance technelogy. It says its spyware offers “world-class offensive technigues for
information gathering,” According to FinFisher’s promotional materials, the spyware can be “used

b
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to access target systems, giving full access to stored information with the ability to take control of
the target system’s functions to the point of capturing ettcrypted data and communications,”

Security researchers who studied the spyware last month said it can grab images of users’
computer screens, record their Skype chats, remotely turn on cameras and microphones, and log
keysirokes, The Gamma Group markets FinFisher as a way for government law enforcement and
intelligence agencies to keep track of criminals, but the researchers’ findings suggested that it was
being used more broadly.

The spyware first atiracted attention in March 2011 after protesters in Egypt raided the country’s

state security headquarters and found an offer to buy FinFisher for 287,000 euros, or

$353,000. Then in May of this year, pro-democracy Bahraini activists, one in London, another in

Washington and one in the Bahraini capital, Manama, started receiving suspicious e-mails, which
they passed to a Bloomberg reporter.

Bill Marczak, a computer science graduate student, and Morgan Marquis-Boire, a security
researcher with the Citizen Lab of the Munk School of Global Affairs at the University of
Torento, analyzed the e-mails and found evidence that fhey contained FinSpy, part of the
FinFisher spyware tool kit, The term “FinSpy” itself appeared in the malware’s code.

The findings, published last month, suggested FinFisher technologies were being used for
surveillance beyond suspected criminal activity, Martin J, Muench, the managing director of
Gamina International, who develops the FinFisher line of products from Munich, did not respond
to a request for comment, and a Gamma Group representative did not respond o e-mailed
questions, Mr. Muench told Bloomberp that his company did not sell FinFisher spyware to
Bahrain, and said the malware might have been a stolen demonstration copy or reverse-engineered
by criminals.

But last week, secyrity researchers at Rapid7, a security firm, took the earlier findings a step
further. They studied the communication structure of the spyware and found that when they
probed the 1P, address of a FinFisher-infected machine with unexpected data, it responded with a
unique message: “Hallo Steffi.”

Rapid7 scanned the Internet to see if any other L.P, addresses returned the same message and
found 11 I.P. addresses in 10 other countries: Indonesia, Australia, Qatar, Ethiopia, the Czech
Republic, Estonia, Mongolia, Latvia, the United Arab Emirates and the United States.

The 1.P. address tied to FinFisher in the United States is hosted by EC2, Amazon’s cloud storage
service. Amazon did not respond o a request seeking further information about which customer
was using its service to disperse the spyware, As of Monday afternoon, the spyware was still
active on Amazon’s service.

Security researchers say their findings contradict Mr. Muench’s suggestion that the FinSpy
samples they found were stolen demonstration copies or had been repurposed by criminals, For
one thing, the researchers say the samples are too fully featured to be demonstration versions, For
another, they questioned why a company that licenses its product at such a high cost would not
have the ability to disable unauthorized copies remotely,

The researchers also said that the imbalance between the sophistication of the spyware and its
distribution techniques contradicts Mr, Muench’s version of events, The spyware, researchers say,
is highly sophisticated, particularly in its obfuscation, which circumvents more than 40 antivirus
produets on the market, But the unsophisticated way in which it is distributed — in suspicious e-
mails rather than through sophisticated or even well-known security exploits, and from easily
traceable command-and-control servers — suggests that those who engineered the spyware are
much more sophisticated than those who distributed it.

http://bits,blogs.nytimes.com/2012/08/13/clusive-finspy-spyware-pops-up-in-10-count... 18/10/2012
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“To steal a malware sample and re-engineer it with this level of encryption requires a set of skills
that didn’t show up in the infection methods,” said Claudio Guarnieri, a researcher from Rapid7
who studied the samples,

Researchers said it was still unclear whether the spyware was being distributed by governments,
The I.P. addresses hosting FinSpy in Australia and Bahrain can be traced to Canberra and
Manama, their respective capital cities, which would seem to support that claim, But the LP,
addresses in Latvia and Indonesia, for example, are not located in their capital cities,

Mr, Marquis-Boire and Mr, Marczak said they were continuing to study the Bahraini samples and
look for more. “I suspect we will find a lot more,” Mr. Marquis-Boire said,
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Beihraln this montly The software proved 1o be the stuff of a spy film: it can grah

images of computer scroens, record Skype chats, turn on
cameras and miercphones and log keystrokes. The two men said they discoversd mohila
versions of the spyware customized for all major mobile phones,

But what made the soliware especiaily sophisticated was how well it avoided detection, Its
creators specifically engineered if to elude antivirus software made by Kaspersky Lab,
Symantee, F-Seenre and others,

The software has been identified as FiuSpy, one of the more elustve apyware tools sold in
the growing market of off-the-shelf computer surveillance technplogles that give
governments a sophisticated plug-in monitoving oparation, Research now links it to
sarvers in more than a dozen countries, lncluding Turkmenistan, Brunei and Bahrain,
although no government aclmowledges using the software for survetllance purposes,
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¥ The market for such technologles has grown to $5 billion & year from “nothing 10 years

ago,” aaid Jerry Lucas, president of TeleStentegies, the company behind 188 World. an

anmual surveillance show where law enforcement agents view the tatest somputer spyware.,

FiuSpy is made by fhe Gamma Group, a Brliish company that says 1t sells monitoring
softwars to governments solely for eriminal Investigations,

“This js dual-use squipment,” sald Bva Galperin, of the Flesironic Dronter Foundation, an
Internet civil liberties group. *If yow sell it to a countvy that obeys the rule of law, they may
use it for law enforcement, Ifyon sell it to a country where the rule of law is not so strong,
it will be used to monitor journaligts and dissidents.”

B )
Until Mr, Marquls-Boive and Mr, Marezak stumbled upu];xr FinSpy lnst May, security
researchers had tried, unanccessfully, for & year to track It down, FinSpy gained notoriety
it March 2011 after protesters raided Egypt's siate security headouarters and discovered a
document that appeared to be a proposal by the Ganung Group to sell TinSpy to Lhe
govarntitent of Pregident Hosnd Mubarak for $353,000, Tt Is unclear whether that

transaction was ever completed.

Martin J, Muench, a Gamma Group managing director, sald his company did not disclose
its customers, In an e-maf], he said the Gamma Group spld FinSpy to governments only to
mounitor criminals and that it was most frequently used “ngainst pedophiles, terrorists,
organized crime, kidnapping and human trafficking,"

In May, Mr. Marquis-Boire, 32, of San Franelsco, and Mr, Marczak, 24, of Berkeley, Calif,,
volunteered to aunalyze some susploions e-malls sent to three Bahraini activists, They
discovered all the e-mafls contained spywate that reported back to the same command-and
~conirol server in Bahratn, The apparént uge of the spyware to monitor Bahrain! agtivists,
none of whom had any criminal listory, suggested that it had been psed more broadly,

Bahrain has been incrensingly critieized for human vights-abuges, This month, 8 16-vear-
cld Bahraini protester wag killed in what activists sald was a brutal attack by security
forees, but which Bahrain's government framed as self-defense,

‘The findings of the two men came as no surpriss to those in the field, "There has been a
clear increase in the pvailability of penetrating eybetnitack tools,” said Sameer Bhalotra,
President Obama's former senior divector for eybersecnrity who now sevves as the chief
operating officer of Fmpermivm, a cemputer secarity fivm, “These were onee the realm of
the black market and intelligence agencles, Now they are emerging more and more, The
proplem is that it only requives small changes to apply & sirveillance tool for attack, and in
this case it looks lke dissidenta were targeted.”

Since publishing tholr findings, Mr. Marquis-Bolre and Mr. Marezalk have started receiving
makwure samples from other seeurity researchers and from activist groups ihat suspected
they may have been 1argats, In several cases, the two found that the samples reported back
o Web sites run by the (Gamma Group, Bul other semples appeared to he actively snooping
for foreign governments,

A second sef of researchers from Rapidy, of Boston, seoured the Internet for nks to the
goftware and discovered i running in 10 more countyies, Tndeed, the spyware was running
off EC2, an Amnzon,com cloud storage service, Amayon did not retirn requests for
clavifiention, but Mr, Marezak and Mr, Marquis-Bolve sald the server appeared to heq
proxy, a way to congeal traffic,

Mr, Marquis-Boire sajd a Tarkmenistan server ranning the software balonged to n range of
1.7, addressed specifically assigned 10 the ministry of cornmunications, 1t Is the fivst clear-
cut cage of n government running the spyware off its own computer aystem, Fluman Rights
Waich recently called Turkmendstan one of' the “world’s most repressive countries” and
warned that dissidents faced "eonstant threat of government reprisal,”

Ms, Galperin of the Electronie Frontier Feundation said, “Nobody in their nght mind
would clalm it is O.K. to sell survelllance to Turkmenistan,”

The Gamma Group would not confirm it sold sofiware to Turkmenistan, A military attaché
at the Turkmenistan Embasay in Washington refused to comment,

Mr. Muench, who for the last month has repeatedly denjed that the researchers had
plupointed the company's spyware, sharply reversed couse Wednesday.

In o stutement relensed Jeay than un hour siter the researchers published their latest
findings, My, Muench, said that a Gamma Group server had been broken {nto and that
several demonstration copies of FinSpy had besn stolen,
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I
] By Thuraday afternoon, several of the FinSpy servers began to disappear, Mr. Mayczak INSIDT NYTIMES, COM i [¥) |
snid, Servers in Singapore, Indonesia, Mongolia and Brunei went dark, whils one in
Bohrain briefly shut down before reinearnating elsewhare, Mr, Marquis-Boire sajd thet as
he traced apyware from Bahrain to 14 other countries — many of them “places with tight
ll | entralized control” — he grew Increasingly worried about the peeple on the other end,
Four months in, he sounds like a man who wants to take a break, but knows he cannot just
yet: "1 can’t wait for the day when I can sleep in and watch movies and go to the pub
instead of analyzing malware and pondering the state of the global cybersurveillance
industry.”
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Authors: Morgan Marquis-Boire, Bl Marczak, Claudio Guarnien, and John Scoti-Raitton.

This post describes the resulfs of a comprehensive global Internst scan for the command and
controf setvars of FinFisher's surveiltance software. f also detaiis the discovery of & campargn
using FinFisher in Ethiopia used fo farget individuals linked to an opposition group,
Addltionally, it provides examination of a FinSpy Mobile sample found in the wild, which
appears to have been used in Vietham.

Summary of Key Findings

* We have found command and control servers for FinSpy backdoors, part of Gamma
International’s FinFisher “remote monitoring solution,” In a totai of 25 counfries.
Australia, Bahrain, Bangladesh, Brunei, Canada, Gzech Republic, Estonia, Ethiopla,
Germany, India, Indonesia, Japan, Latvia, Malaysia, Mexico, Mongolia, Netheriands,
Qatar, Serbia, Singapcre, Turkmenistan, United Arab Emirates, United Kingdom,
United States, Vietham,

* A FinSpy campangn in Ethiopia uses pictures of Ginbot 7, an Ethiopian oppositicn
group, as bail to infect users. This continues the theme of FinSpy deployments with
strong Indications of politically-motivated targeting.

-

There is strong evidence of a Vietnamese FinSpy Mobile Campalgn. We found an
Android FinSpy Moblle sample in the wid with a command & contral server in Vietnam
that also exfiltrates text messagaes fo a local phone number

These findings call into question claims by Gamma International that previously
reported servers were not part of their product line, and that previously discovered
copies of thely software were either stolen or deme copies

1. Background and Introduction

FinFisher 15 a fine of remote Intrusion and surveillance software developed by Munich-based
Gamma internationai GmbH. FinFisher products are marketed and sold exclusively to law

enforcement and inteligence agencies by the UK-based Gamma Group " Althcugh toutad as
a “lawful interceplion” sulte for monitoring eriminals, FinFisher has ganed notorety because it
has been used In largeted attacks against human rights campalgners and oppaosition activists

1N countnes with quastionable human nghts records.?

In late July 2012, we published the resulis of an investigation into a suspicious e-mail

campaign targeting Bahraim activiats > We analyzad the attachments and discovered that they
confained the FinSpy spyware, FinFisher's remote monitoring product FinSpy captures
information from an infected compiiter, such as passwords and Skype calis, and sends the
information to a FiInSpy command & controt (C2) server. The attachments we analyzed sent
data to a command & controt server inside Bahrain

This discovery motivated researchers to search for other command & contro! servers lo
understand how widely FinFisher might be used. Claudio Guasnieri at Rapid? {one of the
authors of this report) was the first to search for these servers, He fingerprinied the Bahrain
server and lookad at historical Internet scanning data 1o identify other servers around the
world that responded to lhe same fingerprnnt. Rapid? published this list of servers, and
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described their fingerprinting technique. Other groups, including CrowdStrike and Spiderl.abs
also analyzed and published reports on FinSpy

Immediately after publication, the servers were apparently updated to evade detection by the
Rapid7 fingerprint We devised a different fingerprinting technique and scanned portions of
the Internet. We confirmed Rapid7’s results, and atso found several new servers, Including
one inslde Turkmenistans Ministry of Commiinications, We published our list of servers in late
August 2012, in addition fo an analysis of mohile phone versions of FinSpy. FinSpy servers
were apparently updated again in October 2012 to disabie this newer fingerprinting techmique,
although it was nevar publicly described.

Nevertheless, via analysis of exlsting samples and observation of command & control servers,
we managed to enumerate yet more fingerprinting methods and continue our survey of the
Internet for this surveillance software. We describe the results in trus post.

Civit soclety groups have found cause for concem in these findings, as they indicate the use
of FinFisher products by countries like Turkmenistan and Bahrain with problematic records on
human nghts, transparency, and rule of law. In an August 2012 response to a letter from LIK-
based NGO Privacy Intemational, the UK Government revealed that at some unspecified time
in the past, if had examined a version of FinSpy, and communicated to Gamma that a license
would be required to expert thal versicn outside of the EU. Gamma has repeatadly denisd
links 1o spyware and servers uncovered by our research, claiming that the servers detectad by

our scans are “not .. from the FinFisher product line.! Gamma also claims that the spyware
sent o activists in Bahrain was an "0ld" demonstration version of FinSpy, stolen during a
preduct presentation.

In February 2013, Privacy International, the European Cendre for Constitutional and Human
Rights (ECCHR), the Bahrain Center for Human Rights, Bahrain Watch, and Reporters
Without Borders filed a complamt with the Organization for Economic Cooperation and
Development (OECD), requesting that thig body investigate whether Gamma viciated OECD
Guidelines for Multinational Enterpnses by exporiing FinSpy to Bahrain. The complaint called
previous Gamma statements into guestion, noting that at [east two different versions (4.00
and 4.01) of FinSpy were found in Bahrain, and that 8ahrain’s server was a FinFisher product
and was likely receiving updates from Gamma This compiaint, as lawd out by Privagy
Intarnational states that Gamma:

failed to respect the Internationally recognised human rights of those affected by [its]
activitias

cauged and contributed to adverse human righls Impacts in the course of jits] business
activities

failed to prevent and mitigate adverse human rights impacts linked to [iis] activities and
products, and falfed to address such impacts where they have cccurred

failed to carry out adeguate due diligence {ncluding human rights due dlligence); and
failed to implement a policy commitiment to respect human rights,

.

According to recant reporting, German Federal Police appear io hava plans to purchase and

use the FinFisher suite of tools domestically within Germany.” Meanwhile, findings by our
greup and others continue fo fllustrate the global proliferation of FinFisher's products.
Research continues to uncover troubling cases of FinSpy in countnes with dismal human
rights track records, and politically repressive raegimes. Most recently, work by Bahrain Watch
has confirmed the presence of a Bahrain FinFisher campaign, and further contradicted
Gamma's public statements This post adds to the list by providing an updated list of FinSoy
Command & Control servers, and describing the FinSpy malware samples in the wild which
appear to have been used to larget victims in Ethicpia and Vietnam.

We present these updated findings in the hopes that we will further encourage civil scciety
groups and competent investigative bodies to continue thalr scrutiny of Gamma’s activities,
relevant export control issues, and the issue of the globai and unreguiated proliferation of
surveillance malware.
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2. FinFisher: Updated Global Scan

)

{click image: to enlarge

Figure 1. Map of global FinFisher proliferation

Around October 2012, we observed ihat the behavior of FinSpy servers began to change.
Servers stopped responding to our fingerprint, which had exploited a quirk in the distinctive
FimSpy wire pratocol. We beheve that this indicates that Gamma either independantly
changad the FinSpy protacol, or was able to determine key elements of our fingerpnat,
aitheugh it has never been publicly revealed.

In the wake of this apparent update to FinSpy command & control servers, we devised a naw
fingerprint and conductad a scan of the internet for FinSpy command & contral servers, This
scan took roughly two menths and involved sending more than 12 biflion packets. Our new
scan identified & tota! of 36 FinSpy servers, 30 of which were new and 6 of which we had
found during previous scanning. The servers operated 11 19 different countries. Among the
FinSpy servers we found, 7 were in countries we hadn’t seen before.

New Countrles

Canada, Bangladesh, India, Malaysia, Mexico, Serbia, Vielnam

In our most recent scan, 16 sarvers that we had previously found did not show up, We
suspect that after our earlier scans were published the aparators moved them. Many of these
servers were shut down or relocated after the publication of previous results, but before the
apparent October 2012 update. We no longer found FinSpy servers in 4 countries where
previous scanning identified them (Brunel, UAE, Latvia, and Mongolia) Taken together,
FinSpy servers are currently, or have been present, in 25 countries.

Australia, Bahraln, Bangladesh, Brunei, Canada, Czech Republic, Estonia, Ethicpia, Germany,
India, indonesia, Japan, Latvia, Malaysla, Mexlico, Mongoiia, Netherlands, Qatar, Serbia,
Singapora, Turkmenistan, United Arab Emirales, United Kingdom, United States, Vielnam,

Importantly, we believe that our list of servers 1s incomplete due to the large diversity of ports
uszed by FInSpy servers, as well as other efforts at concealment. Moreover, discovery of a
FinSpy command and contrel server in a given country Is not a sufficient indicator io conclude
the use of FinFisher by that country's law enforcement or intelligence agencies. In some
cases, servers were found running on facilities provided by commercial hosting providers that
could have been purchased by actars from any country

The table below shows the FinSpy servers detected in our latest scan, We list the full 1P
address of servers that have been previously publicly revealed. For active servers that have
not been publicly revealed, we list the first iwo octets only Releasing complete 1P addresses
1n the past has not proved useful, as the servars are quickly shut down and relocated,*

P Qperator Routed to Country
117,121,000 3% GPLHost Australia
77.59.181.162 Batelco ADSL Service ”Bahrain
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‘180.21 1.0 xxx || Telegraph & Telephone Board Bangladesh
168.144 xxx xxx  [|Softcom, Inc. Canada
168144336 ||Softcom, Inc. Canada

217 .16, XX XXX PIPNI VPS Czach Republic
217,146,000 |[Zone Media UVS/Nodes Estonia
213.55.99.74 Ethio Telecom thiopia
80.156. %X XXX Gamma International GmbH Germany
37,200,000 X0 JiffyBox Servers Germany

178 77 X00LXXX ||HostEurope GmbH Germany

119 183X XXX “HostGator India

119,18 30 30K HostGator India

118.97 2000 00X PT Telkom Indonesia
118,97 300000 PT Telkom Indanesia
103.28 xxX. XX PT Matrixnet Global indonesia
112,78 143.34 Biznet ISP Indonasia
112.78.143 26 Biznet ISP indonesia
17.421.000 00 |[GPLHost Malaysia
187.188. %000 ||lusaceli PCS Mexico
2011225000 [{UniNet Mexico
164.138.00xxx  |[Tiiaa Netherlands
164,138.28.2 Tilaa Netherlands
78.100.67.164 Otel — Government Relations Qatar
195.178.xxx0x  (|Tri.d.0.0 / Telekom Srbija Serbla
1712100 xxx [|GPLHost Singapore
217 174,220.82 Ministry of Communications Turkmenistan
7222000 XKK IPower, Inc. United States
166.143.xxx.xxx  ||Verizon Wireless United States
117121 00000 [|GPLHost United States
117 421 woexne JIGPLHost Uniled States
1174210000 [|GPLHost United States
1471210 xx¢ [|GPLHost United Siates
183,97, X XXX —| CMC Telecom Infrastructure Company ‘ Vietnam

Several of these findings are espacially nateworthy”

« Eight servers are hosted by prowider GPLHost 1n varicus countres {Singapore,
Malaysla, Australia, US). However, we observed only six of these servers active at any
given time, suggesting that some |P addresses may have changed during our scans.
A server identified in Germany has the registrant *Gamma International GmbH," and
the conlact person is listed as "Mariin Muench.”

There is a FinSpy setver In an [P range regisiered to “Verizon Wireless.” Vernzon
Wireless sells ranges of IP addresses te corporate customers, so this is not
necessanly an indication that Verizon Wireless itself is operating the server, or that
Verizon Wireless customers are being spied on.

A server In Qatar that was previously detected by Rapid? seems to be back online
after being unresponsive during the last round of our scanning. The server 1s kcated
In & range of 16 addresses registered to *Qiel — Corporate accounts ~ Govermnmeant
Relations * The same block of 16 addresses also contains the website
hiipifghotals.gov qal.

-

-

https://citizenlab,org/2013/03/you-only-click-twice-finfishers-global-proliferation-2/

You Only Click Twice: FinFisher’s Global Proliferation - Citizen LabThe Citizen Lab Page 4 of 10

25/03/2013 @



3. Ethiopia and Vietnam: In-depth Discussion
of New Samples

3.1 FinSpy in Ethiopia

We analyzed a recently acquired malware sample and identified 1t as FinSpy. The malware
uses images of members of the Ethiopian opposition group, Ginkot 7, as bait. The malware
communicates with & FinSpy Command & Control server in Ethiopia, which was first identified
by Rapid7 in August 2012, The server has been detected in every round of scanning, and
remains operational at the time of this writtng, It can be found in the following addrass block
run by Ethio Telecom, Ethiopia's state-owned telecommunications provider:

1P: 213.565.99.74

route; 213.56.66.0/24
descr: Ethio Telecom
origin: AS24757

mnt-by. ETC-MNT
member-of: rs-ethiotelecom
source: RIPE # Filtered

The server appears to be updated in a manner conslstent with other servers, including servers
in Bahrain and Turkmenistan.

MD5 Sae2febe04102450fdbc26a38037c82D

SHA-1 1fci0a26808618d13¢8a3252d4 1cce13470886b08
IiHA—256 ff6f0bech02a2a1c10dal4a0844edtectasBe13c04bdct 22afc5590606762fa

The samptle is similar to a previously analyzed sample of FinSpy maiware sent to activists in
Bahrain in 2012 Just ke Bahraini samples, the malware relocates itself and drops a JPG
image with the same filename as {he sample when execuied by an unsuspeciing user This
appears to be an attempl to irick the victim into believing the apened file is not maliclous, Here
are a few key similarities between the samplos.

+ The PE timestamp "2011-07-05 08:25:31" of the packer is exactly the same as the
Bahraini sample,
The following string (found in a process infacted with the malware), self-identifies the

malware and is similar to strings found in the Bahrainl samples:
A1 de K5 20 4d 50 : 61 6o Ge ] jaH HF: Cannot a

6¢ &F 63 61 74 63 6d 6T 7 28 {ttocate nemory (

69 7a 65 3d 25 ! Qg 00 ¢ tsize=%u) ... .GHU

56 3a 26 43 61 P74 20 7 ¢ be jMP: Cannol reall

63 6l 74 65 20 6f 72 ¢ Jocate memory {ol

5f 73 69 7a 65 20 Be 7 3 d_sires%u new si

65 3d 25 75 29 fe 3a 5¢ ze=ti) Lyiy 1

76 B2 5c 66 69 79 76 3 i3 |avo\GEESIv2\sre

Be 69 62 73 3¢ §7 6d 70 Ge | \Libs\libgap\mpn

2d 74 64 69 76 5f 63 80 0 ) | -tdiv_gr.c..c ==

28 36 00 06 06 60 4 oz 83 § 98 04 |

Dowivaciinisens

05 ¢5 85 05 05 65 : - 06 06 D6 o g Lravriraraiysag
96 06 66 06 06 66 HE of a7 07 [ |eovaciinsnains .
8rlaba3f @7 47 €7 97 97 67 67 0] 47 a7 Q7 @7 a7 ©
Oflobod0 OF @7 ©7 07 47 47 68 99 68 0B 68 68 0B 08 |,
§flaba%b ©5 G5 48 08 68 €2 98 0B OB 08 0B 68 86 08 |..........

+ The samples share the same Bootkit, SHA-266:
ba21e452eebi3478f21b2032 13403 0eki6b7f4ec02fBe0 153202a740d7978h2.
The samples share the same driverw sys file, SHA-258.
62hde3bac3782d36f0f2e56d0D07 a4672a70463a1187 fadbde060b191efb185
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1

Figure 2. The image shown to the victim contains pictures of members of the Ginbot 7
Ethiopian opposition group

In this case the picture contains photos of members of the Ethiopiar opposition group, Ginbot
7. Controversially, Ginbot 7 was designated a terronist group by the Ethiopian Gavernment in
2011, The Committee to Protect Joumalists {CPJ) and Human Rights Waich have both
criiczed this action, CP.J has pointed cut that It 1s having a chilling effect on legitimate political
reporting about the group and its leadership,

The axistence of a FinSpy sample that contains Ethiopla-specific imagery, and that
communicates with a stil-active command & conirol server in Ethlopia strongly suggests that
the Ethiopran Gevernment is using FinSpy.

3.2 FinSpy Mobile in Vietnam

We recently obtained and analyzed a malware sample® and identiied 1t as FinSpy Mabile for
Android The sample comminicates with a command & control server 1n Vietnam, and
exfilirates text messages to a Vietnamese telephone number,

The FinFisher suite mcludes mobile phone versions of FinSpy for all major platforms including
108, Android, Windows Mobile, Symbian and Blackberry. Its features are broadly similar io the
PG version of FinSpy identified in Bahrain, but it also containg moblle-specific features such
as GPS tracking and functionality for silent ‘spy’ calls 1o sncop on conversations near the
phone. An in-depth analysis of the FinSpy Moblle suite of backdoors was provided in an
earlier blog post: The Sinartphone Who Loved Me' FinFisher Goes Mobile?

MD5 573ef0b7ff1dab2c3f785ee48c51 a54f

SHA-1  ||d58d4f6ad32356+ Obafhab?7b762f387 2b0E7 ch

SHA-256 [|36317 2a2f2b228c7b00b6 1417 8e4ifa00a3a124200ceefie6d7 edh25a4696345

The sample included a configuration file” that Indicates available funciionality, and the aptions
that have been enabled by those deploying it:
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| spy call: Off | Call

9
Interception: Off sMS: On | Address Bock: Off |
Tracki rPhone Logs: on'

t b

Figure 7 mage of a section of a conflgurt onfire for the Finpy Moble saple

Interestingly, the configuration file also specifies a Vietnamese phone number used for SMS
based command and control:

Section Type: TivTypeConfigSMSPhoneNumber ¢
Section Data “+841257725403"

The command and control server is in a range provided by the CMC Telecom Infrastructure
Company in Hanoi:

IP Address; 183,91 2.19%

metnum: 183.81.0.0 ~ 183 81.6.255

netname: FTTA-NET

couniry: Vietnam

address: CMC Telacom Infrastruciure Gompany
address: Tang 3, 16 Lleu Giai sir, Ba Dinh, Ha Noi

This server was active until very recently and matched our signaturas for @ FinSpy command
and control server. Both the command & control server IP and the phone number used for text
-message exfilfration are in Vietnam which indicates a demaestle campaign.

This apparent FinSpy deployment in Vietnam is troubling in the context of recent threats
agains! online free expression and activism. In 2012, Vietnam introduced new censorship
laws amidst an ongolng harassment, intiridation, and detention campaign against of bloggers
who spoke out against the regime. This culminatad in the tnal of 17 bloggers, 14 of whom

ware recently convicted and sentenced to terms ranging from 3 to 13 years b

4. Brief Discussion of Findings

Companies selling surveillance and intrusion software commonly claim thai their tools are only
used to track criminals and terrorists. FinFisher, VUPEN and Hacking Team have all used

similar language.® Yet a growing body of evidence suggasts thal these tools are regularly
chtained by countries where dissenting political activity and speech is criminalized. Our
findings highlight the increasing dissonance between Gamma's public claims that FinSpy Is
used exclusively to track "bad guys® and the grawing body of evidence suggesting that the
tool has and continues to be used against opposition groups and human rights activists

While our work highlights the human rights ramifications of the mis-use of this technolagy, it is
clear that there are broader concerns. A global and unregulated market for offensive digital
tools potentially presents a novel risk to both national and corporate cyber-security. Gn March
12th, US Director of National Intelligence James Clapper staled In his yearly congressional
report on security threats’

*...companres develop and sell professronal-quality technologias to supportt cyberoperations—
often branding these lools as lawful-intercept or defensive security research products Forelgn
govemments alrgady use same of these loois to fargel U 8 systems.”

The unchecked global proliferation of products like FinFisher makes a strong case for policy
debate about surveillance software and the commercialization of offensive cyber-capabilites

Our latest findings give an updated look at the global profiferation of FinSpy. We identified 36
active FinSpy command & control servers, including 30 previously-unknown servers, Qur list
of servers is likely incomplete, as some FinSpy servers employ countermeasures to prevent
detection, Including servers discovered last year, we now count FinSpy servers in 25
countries, including countries with troubling human rights records. This is indicative of a global
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trend towards the acquisition of offensive cyber-capabilities by non-democratic regimes from
commercial Western companies

The Viethamese and Ethicpian FinSpy samples we identified warrant further Investigation,
especially given the poor human rights records of these countries. The fact that the Ethloplan
version of FinSpy uses images of oppostion members as bait suggests it may be used for
boitically influenced surveillance activities, rather than stricly law enforcement purposes,

The Ethiopian sample is the second FinSpy sample we have discovered that communicates
with a server we identified by scanning as a FinSpy command & control server This further
validates our scanning results, and calls into question Gamma's claim that such servers are

not ... from the FinFisher product fine.”"” Similanties between the Ethiopran sample and
those used to target Bahraim activists also bring Into question Gamma International’s earlier
clams that the Babrain samples were stolen demonstration copies.

While the sale of such intrusion and surveiliance software is largely unregulated, the Issue has
drawn increased high-level scrutiny, In September of last year, the German foreign minister,
Guido Westerwelle, called for an EU-wide han on the export of such surveillance software to
totalitarian states."’ In a December 2012 Interview, Marietje Schaake (MEP), currently the
rapporteur for the first EU sirategy on digital freedom in foreign policy, stated that it was "quite
shocking” that Europe companies continue to export repressive technologies to countries

where the rule of law is in question.'?

We urge civil soclety groups and journalists to follow up on our findings within affacted
countries. We also hope thaf our findings will provide valuabie information to the ongoing
techinology and policy debate about survelliance software and the commerclatisation of
offensive cyber-capabliities

Corrections (15 March 2013):

* The table of FinFisher server IP addrasses has been revised since the ongnal publication.
Due fo an 1ssue dunng formatting, Ethio Telecom was mcorrectly wdenbfied as belng in Estonia
rather than in Ethiopia and lusacell PCS was incorrectly ideniifiad as being in Malaysia rather
than In Mexico. The IP range 117.121 xxx.xxx corresponds with GPLHost, which is located in
Malaysia. tusacell PCS corresponds with 187,188 .xxx.x%x and 1s located in Mexico.
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Ehitps:itvrenw eff orgldeepinksi2015/0 iblagyers-tnal-vietham-are-part-ongomg-crackdown-
free-expression

https://citizenlab.org/2013/03/you-only-click-twice-finfishers-global-proliferation-2/




1]

1]

You Only Click Twice: FinFisher’s Global Proliferation - Citizen LabThe Citizen Lab Page 9 of 10

Shittps-/fwwrw, secuntyweel com/podeast-vupen-teo-chaouki-hekrar-addresses-zero-day-
marketplace-controversy-cansecwest

bt /ibits. ogs.nybmes com/2012/08/1 8lcompany-denies-role-n-racently-uncoverad-
spyware!

Mhitp Ity guardian co.ukiuk/209 2Inovi28/offshore-company-directors-miltary-intethgence

2http frwww vieuws.eu/foreign-atfaws/icigial-freedoms-mansie-schagke-mep-alte/
Post written by Morgan Marqu:s-Boire

Tagged: Ethiopsa, FinFisher, Vistham

& Comments

* Pathman
Posted March 13, 2013 at 11°12 am | Permalink

I'm assuming this program isn't routinely picked up by commercial malware/antiviru:
software? I'm not a computer person so please be kind.

Posted March 13, 2013 at 11 49 am | Permalink

Do you have any clue, why the spyware i using the function "mpn_tdiv_gr” from GNU
Multiple Precision Arithmetic Library?

tan wiechers
Posted March 13, 2013 at 5,51 pm | Permalink

great research. | am familiar with malware, ¢8c, botnets and wouid fike to see the
capabiiities of their system explained could you do that or point me to a paper that
does that? thanks much.

¥ Lealem
Posted March 14, 2012 at £;32 am | Peimaini

No surpnise, Ethiopia is a police state under strict Internet censorship. Check my
article on a related matter jast year at
hitp Mwww ethiopianreview com/forumiviewiopic php?f=28t=40077

[ Keith rozano
Posted March 14, 2013 at 1011 am | Permahnk

Eight servers are hosted by provider GPLHost in varicus counines (Singapora,
Malaysia, Ausiralia, US}

This is in contradiction with the table which says the Malaysian server is hosted by
lusacell PCS

6. £ =lakub
Posted March 15, 2013 at 1:24 pm | Permalnk

Thank you Keith, thera was an error in the editing that has since been corrected
Please see the note at the bottom of the post for detalls.
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